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Abstract 
The Internet is now fundamental to the global economy. Growing from an experimental and 
research network in the late 1960's, it is now the foundation of a wide range of economic, 
infrastructure support, communication and information sharing activities. In doing so it has also 
provided a vehicle for cybercrime. Organised cybercrime and state-sponsored malicious cyber 
activity are predicted to become the predominant cyber threats over the next five to ten years. 

Corporate governance is playing an increasingly important role in ensuring compliance with the 
growing body of legislation and regulation, protecting the interests of stakeholders. At the same 
time there is a divergence in organisational awareness, understanding, strategy and application 
between business objectives, risk management and good security practices. Organisations are 
finding increasing difficulty in managing the scope and extent of the cyber-threat environment, 
exacerbated by confusion over risk tools, approaches and requirements. 

This study provides a pragmatic and practical framework for organisational risk assessment, 
already proved over several years of use. This is supported by three national surveys which 
provide important data for sound risk identification and assessments. This survey data is 
organised through a Data Schema which is simple, rational and flexible enough to accommodate 
new technologies and types of cyber-attacks, as well as allowing for the decommissioning of 
technologies and the abandonment of attack methods. 

For many organisations this risk framework will be sufficient to meet their corporate governance 
and risk management requirements. For organisations wishing to refine their approach, a 
Bayesian model has also been developed, building on previous work, incorporating data from the 
surveys and, through the Data Schema, allowing the incorporation of probabilities and other 
evidence to enhance the risk assessment framework. Again this model is flexible, 
accommodating changes, growth and new technologies. 



Acknowledgements 
No work of this magnitude can be undertaken without the invaluable support and 
encouragement from a number of people and organisations. In particular, I wish to 
acknowledge and thank: 

Associate Professor Hank Wolfe who is much more than a supervisor and whose persuasive 
skills encouraged me to take this step in achieving a long-held goal. My thanks also for his 
companionship and friendship on this journey. 

Spike Quinn who provided invaluable support and laboured long and hard, buried in the 
logistics of the surveys. I should also acknowledge and express my gratitude to IBM and 
Microsoft who provided equipment and software in support of the survey analysis. 

Dr. Warren Tucker, Group Captain (Retd.) Mike Spring and Glen Singleton who supported, 
encouraged and made this possible. 

The Centre for Critical Infrastructure Protection (CCIP) for their support, assistance with 
research, guidance and the publication of a number of my papers. 

Dr. Marie Henderson who spend innumerable hours in discussion and peer review. This 
would not have been possible without her advice and guidance. 

Neil Owen for sparking many ideas and for the many hours of discussion, peer review and 
willingness to listen to my sometimes "off-the-wall" suggestions. 

Doug Currey and Dale Williamson for their inestimable contribution as "sounding boards" 
for my many notions and some plainly wacky suggestions. 

Most importantly, Wendy, my beautiful wife who has given up innumerable weekends and 
evenings and who has been unfailing in her encouragement and support. 

I am grateful more than words can say to all for their patience, support and understanding. 

Wellington 
July 2009 

Acknowledgements Page ii 



Abstract 
The Internet is now fundamental to the global economy. Growing from an experimental and 
research network in the late 1960's, it is now the foundation of a wide range of economic, 
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also provided a vehicle for cybercrime. Organised cybercrime and state-sponsored malicious 
cyber activity are predicted to become the predominant cyber threats over the next five to ten 
years. 

Corporate governance is playing an increasingly important role in ensuring compliance with 
the growing body of legislation and regulation, protecting the interests of stakeholders. At 
the same time there is a divergence in organisational awareness, understanding, strategy and 
application between business objectives, risk management and good security practices. 
Organisations are finding increasing difficulty in managing the scope and extent of the cyber
threat environment, exacerbated by confusion over risk tools, approaches and requirements. 

This study provides a pragmatic and practical framework for organisational risk assessment, 
already proved over several years of use. This is supported by three national surveys which 
provide important data for sound risk identification and assessments. This survey data is 
organised through a Data Schema which is simple, rational and flexible enough to 
accommodate new technologies and types of cyber-attacks, as well as allowing for the 
decommissioning of technologies and the abandonment of attack methods. 

For many organisations this risk framework will be sufficient to meet their corporate 
governance and risk management requirements. For organisations wishing to refine their 
approach, a Bayesian model has also been developed, building on previous work, 
incorporating data from the surveys and, through the Data Schema, allowing the 
incorporation of probabilities and other evidence to enhance the risk assessment framework. 
Again this model is flexible, accommodating changes, growth and new technologies. 
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Chapter 1- Introduction 

1 .1. Problem Statement 

Although information technology as we know it has been in commercial use since the 1950's, 
it is only in the last twenty-five years that information technologies have been widely 
implemented by organisations of all types and sizes. The evolution of the PC has also seen 
widespread adoption by individuals and these developments, coupled with the growth and 
functionality of the Internet, have provided the path for convergence of technology and 
crime, now often described as cybercrime. 

Cybercrime has become more sophisticated in the last decade, moving from simple scams 
and fraud to organised crime, cyber-activism, cyber-terrorism and state-sponsored malicious 
cyber activity. Information itself is now a major trading commodity and currency. Many 
governments, reputable industry vendors and industry commentators predict that these 
developments will be the predominant cyber threats in the next five years. In many ways 
cybercrime parallels traditional models of free market commerce with specialisation of 
labour, markets for the trade and exchange of goods and services and the use of 
intermediaries and brokers [Sullivan 2008]. This phenomenon has been described by 
Williams as "a continuation of business by criminal means" [WilliamsP 2002]. Cybercrime 
is widespread, pervasive, indiscriminate, poorly recognised and often invisible for long 
periods oftime. 

The Internet was originally designed for openness and resilience. Although security was 
considered in early design documents, security problems have been persistent, and in some 
cases have caused spectacular adverse effects. One explanation is that although security had 
been considered, in the early days of the Internet its implementation was inconsistent, 
sporadic and was often avoided in the interests of expediency. Unfortunately this legacy 
continues to create risks and present threats to information technology systems. There 
already exists a broad spectrum of threats to computer and information systems, threats 
which can be exacerbated by cybercrime. These factors present organisations and individuals 
with a wide range of complex risks and threats to information systems including: 

• natural events and accidents; 
• incompetence, blunders, errors and omissions; 
• insider and employee abuse; 
• recreational hackers; 
• organised and opportunistic criminal activity; 
• economic and state sponsored espionage; 
• activism and terrorism; and 
• information warfare. 

Cyber-attacks can be conceived, planned and rehearsed, often without detection by the target 
organisation. In military terms the targets can be invisibly reconnoitred and the attack 
mounted, without warning and without revealing the identity and location of the attacker 
[PCCIP 1997]. The attacker may be sufficiently skilled to obscure all traces of evidence as to 
origin or identity. Such attacks can occur in a matter of minutes, without a physical presence 
and at a relatively modest cost to the attacker. In 1997, the (US) President's Commission on 
Critical Infrastructure Protection noted that while the resources needed to conduct a physical 
attack have not changed significantly, the resources necessary to conduct a cyber-attack are 
now commonplace [PCCIP 1997]. 
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The rapid development and adoption of technology in an increasingly global and competitive 
business environment poses significant challenges. It also presents a number of difficulties 
to organisations seeking to secure their operations, information and business and seeking to 
effectively manage risk. There is substantial evidence of malicious activity from organised 
crime, cyber-activism, cyber-terrorism and state-sponsored malicious cyber activity. A 
complicating factor is that many of the cyber-attack and compromise techniques are equally 
useful to each activity. There is also wide availability of tools. For example, hacker forums 
publish lists of authentication credentials, such as UseriD and password, together with lists of 
insecure servers and databases. 

Traditionally there has been a distinction between the infrastructure of the Internet and the 
systems or "nodes" connected to this infrastructure, reflecting the telecommunications origins 
of the Internet. The infrastructure may include, for example, DNS servers, router and 
switches. Nodes will include any system using the Internet's data communications 
infrastructure, ranging from large business systems to personal computers. This traditional 
distinction raises the interesting question whether there is a distinction between threats to the 
infrastructure and threats to the nodes. The answer may lie in the motivation, capability and 
opportunity for cybercrime, discussed in more detail in Chapter 4 - Cybercrime, Chapter 5 -
The Tools of Cybercrime and Chapter 8 -Risk Assessment and Threat Modelling. 

While cyber-threats are, to varying degrees understood, the relationship between cyber
threats, risk and cogent, rational and pragmatic countermeasures and controls, is less well 
understood. 

1.2. Assertion 

The proposition is that there is a discoverable and measurable relationship between the 
organisational use of specific information technologies, the incidence of cybercrime and 
organisational exposure to risk. Such relationships are likely to have the following key 
elements: 

• Selection and secure implementation of technology by organisations; 
• Motivation, intent and capability of cyber-criminals; 
• Opportunity for cyber-criminal threats to materialise; 
• Identification of risks and threats through the use of practical models; 
• Application of cybercrime data to the models; and 
• Determination of organisational exposure to risk in order to assist in pragmatic risk 

management. 

This thesis seeks to identify those specific technologies and cyber-incidents, model their 
relationship and identify any predictability. Identification of technologies and incidents was 
determined by a comprehensive review of literature and related work, together with the 
conduct of a survey to gather data on the exposure of New Zealand organisations to 
cybercrime. These results of this survey are presented in Chapter 10. 

Data collected in the survey was analysed using a flexible and extensible Data Schema 
leading to the formulation of a threat model to assist in risk identification and to assess threat 
levels. This threat and risk assessment is provided in two parts, a pragmatic risk assessment 
framework (Chapter 8) and a more detailed Bayesian model (Chapter 11) which 
accommodates statistical data, as well as observation and experience. Either, or both, models 
can then be used to support organisations in predictions of susceptibility to risk, thus 
assisting to manage risk and prevent or mitigate cyber-incidents. 
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1.3. Key Definitions 

Brief definitions of key terms are included here in order to set discussion parameters. A table 
of acronyms used is provided in the beginning of this document and Appendix A provides a 
more complete glossary of terms used in this document. 

1.3.1. Risk 
Risk has a number of components. In simplistic terms it is the likelihood, and impact of an 
event occurring and an organisation's vulnerability and susceptibility to risk. Traditional 
views of risk have often included cost as an element of risk assessment. Quantifying cost 
can, however, add significantly to the complexity of analysis and add time and expense to the 
information collection process. The term risk is most often applied to an event which has a 
negative impact on an individual or organisation, although exposure to risk can also have 
positive outcomes. Aspects of risk of most concern to organisations are risk analysis, risk 
assessment and risk management. 

1.3.2. Cybercrime 

Cybercrime is most often an existing illegal activity or crime (such as fraud, theft or 
extortion) that takes place in a cyber or electronic environment. It may be defined as the 
unauthorised or illegal access to a computer or computer network to cause damage or commit 
a crime through electronic means. Cybercrime includes but is not limited to fraud, theft, 
forgery, child pornography, exploitation, stalking, traditional white-collar crimes, privacy 
violations, drug or other illegal transactions, espionage, computer intrusions or other 
offences. These occur in an electronic environment for the express purpose of economic 
gain, with the intent of destroying or otherwise inflicting harm on another person or 
organisation or with mischievous or malicious motivation. 

1.3.3. Incident 

An incident is any event that contravenes organisational policies, breaches personal or 
organisational security (confidentiality, integrity or availability) or has a negative impact on 
that individual or organisation, whether intentional or unintentional. 

1.3.4. Organisation 

In the context of this thesis, an organisation is any public or private sector entity. This 
definition includes government departments and agencies, non-governmental organisations 
(NGOs), retail companies, service companies, hotels, banks and so on. 

1.4. Papers and Conference Presentations 

In the conduct of research supporting this thesis, a number of papers have been written and 
published. Several presentations have been made at various conferences and seminars using 
this research material. Workshops on risk, utilising the research material in this thesis, have 
also been conducted. These are listed in Tables 1 and 2 below: 
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Table 1 - Published Papers 

VoiP Security 

... 

Digital Identity and 
Federated 
Biometrics 

Biometric Technologies -

September 2005 

December 2005 

February 2006 

May2006 

http://www.ccip.govt.nz. Adopted by as 
prescribed reading for the Certified Ethical 
Hackers Course. . - . . 
http://www.ccip.govt.nz 

http://www.ccip.govt.nz 

http://www.ccip.govt.nz 

September 2006 Elsevier Computers & Security 
2007 

Table 2 - Conferences and Workshops 

Information and Security 
Summit 
APISC Security Training 
Course 

Schoo1Tech07 (Keynote 

Annual IT Security 
Summit 

Risk and Threat 
Assessment Workshop 

ISACA Branch Meeting 

1.5. References 

TRANSITS Legal, 
Organisational, BCP and Risk 
Modules 
Connecting Technology 
Education 
Education and Resourcing: 
Technology Alone is not 

One day workshop on risk, 
threat identification and 
assessment 
VoiP Security 

Auckland, 15/16 April 
2009 

Seoul, S. Korea, September 
2007 

Auckland, 26 July 2007 

Auckland, 11112 April 
2007 

State Services Commission, 
Wellington, 5 workshops 
delivered in 2006/2007 
Wellington 28 September 
2005 

References are indicated by a short-form identification referring to the author, publisher or 
source, followed by the publication date (where known) and enclosed in square brackets thus: 
[Roberts 2005] Media references identify the publisher, rather than the journalist as the use 
ofby-lines is inconsistent. 
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Where references are Internet-sourced, the date the reference was last accessed is also 
included in the References section. It should be noted that Internet-sourced material does not 
always identify the author or publication date and the date a page was last updated is 
unreliable as a document or reference date source. References are placed at the end of this 
document and before the Appendices. 

Abbreviations and acronyms are defmed when first used with the abbreviation or acronym 
following in parentheses thus: Computer Emergency Response Team (CERT). A table of 
abbreviations and acronyms is provided in Part I on page xiii. 

1.6. Document Structure 

This document comprises four parts with a total of twelve chapters, references and a 
bibliography and eight appendices, arranged as illustrated in Figure 1 below. Part I contains 
introductory material and outlines the research, the basis of investigation and the conduct of 
this research. Part II provides background material and important context for later 
discussion. This is a vital part of this thesis, given the wide scope of the research. 

Part III discusses risk assessment and risk management, defines an analysis framework (the 
Data Schema) and examines the survey data. The discussion then leads to the creation of a 
Bayesian Risk Model. Part III also summarises this work and provides some suggestions for 
future research. Part IV contains the detailed references, a bibliography of useful 
publications, some available only in printed form, and appendices with supplementary detail. 
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Chapter 2 - Research and Analysis 
ethodologies 

2.1. Introduction 

This chapter provides a brief overview of the research approach, data collection, the design 
of survey instruments and conduct of the surveys. It also outlines the wide scope of this 
research covering elements of crime, security, attack and vulnerability analysis, intrusion 
detection, threat modelling, risk management and risk assessment methodologies. 

2.2. Research Overview 

In order to identify the scope of research, the topics outlined above were considered 
fundamental to an understanding of the cyber risks and threats environment. In addition, the 
history of the development of the Internet and the extent of cybercrime in New Zealand was 
examined. A comprehensive review of literature and related work was undertaken in order to 
provide the foundation of the risk and threat assessment model. 

To provide New Zealand specific data, three postal surveys were conducted and the 
consolidated preliminary findings corroborated in a series of interviews with independent 
industry specialists. The basic question set was designed with reference to a number of 
similar published surveys, listed in Appendix B. Initial research showed that there were no 
comparable "New Zealand only" surveys although some of the reference surveys did include 
some limited New Zealand specific data. The New Zealand data was collected in three postal 
surveys covers the calendar years 1998 to 2006. Some pre-1998 data was also collected with 
the first survey. Interviews were conducted in 2007 and 2008 to corroborate initial findings. 
The question set for the data particular to this study, is included in Appendix C. 

2.2.1. NZ Computer Crime and Security Survey Background 

The principal vehicle for the collection of data on cybercrime in New Zealand was the New 
Zealand Computer Crime and Security Survey [Quinn 2005, Quinn 2006, Quinn 2007]. 
Additional data was collected through examination of cybercrime statistics published by 
Statistics New Zealand and The Reserve Bank. The New Zealand Computer Crime and 
Security Survey, conducted by the Security Research Group (SRG) of the University of 
Otago was, at the time of writing, the only survey of its kind in New Zealand. This survey 
was supported by the New Zealand Centre for Critical Infrastructure Protection (CClP), the 
New Zealand Police and the (US) Computer Security Institute (CSI). 

The majority of the work in preparing questionnaires, mailing, collection, data entry, analysis 
and publication of the survey was undertaken by Spike Quinn as part of the SRG and whose 
contribution in data collection for this thesis is gratefully acknowledged. The author's role 
included: 
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• consultation on survey planning; 
• discussions with AusCERT on their conduct of the Australian Computer Crime and 

Security Surveys in order to identify pitfalls and areas of potential co-operation; 
• assistance with questionnaire design, 
• design of questions for the collection of data specific to this thesis (see Appendix C); 
• assistance with follow-up on non-respondents; and 
• discussion with major vendors and government departments to seek support for the 

survey. As a result of these discussions, the NZ Police and the CCIP provided some 
sponsorship. Other vendors sponsored computer equipment and software to assist with 
data analysis and survey publication. The contribution of IBM and Microsoft is gratefully 
acknowledged. 

The basic design of the NZ survey questionnaires was a modified question set based on the 
CSI Computer Crime and Security Survey. The CSI survey is run with the support of the US 
Federal Bureau of Investigation (FBI) and is the longest running continuous survey in the 
information security field. While there has been some academic debate on the sample 
population size and coverage of the CSIIFBI survey, it is accepted, acknowledged and 
commonly known in the IT industry as a leading source of information related to computer 
crime and security. It is interesting to note that a similar Australian survey, run annually 
since 1999, also incorporates the CSI/FBI question set to allow comparability of data. 
It is acknowledged, however, that the CSIIFBI survey does not claim to be statistically 
representative of any population or industry group. At best it provides anecdotal and 
corroborative evidence of incidents and security postures. 

Specific to this study were questions related to technologies in use or introduced, cyber
incidents, response, reporting, prosecutions, governance and risk management. This data was 
collected with the NZ surveys but analysed independently and not included in the published 
survey results. Chapter 10 presents the analysis of this additional data. 

Question selection therefore comprised three elements: 

• Base question set using the CSI/FBI model; 
• Modifications for a New Zealand environment; and 
• Questions specific to this study. 

In addition, a glossary was provided with the questionnaire to provide clarity in the use of 
teclmical terms and descriptions. 

2.2.2. Reference Surveys, Data and Statistical Sources 

In order to improve the quality and design of the New Zealand surveys and to assist in 
collection of data specific to this study, reference was made to relevant surveys conducted 
over a number of years and covering Australia, Canada, Hong Kong, New Zealand, the 
United Kingdom and the United States. Other surveys, particularly those from consulting 
firms and technology vendors, provided global coverage. A full list of reference surveys and 
statistical sources used is included in Appendix B. Again it should be noted that many of 
these reference surveys provided only anecdotal evidence. They have, however, provided a 
powerful corroboration tool. There are several categories of reference surveys, data and 
statistical sources, organised by source and_ presented in Table 3 below. Other reference lists 
and sources have also proved useful, for example Kabay's Studies and Surveys of Computer 
Crime [Kabay 2001]. A small number of questions included in the New Zealand surveys had 
not appeared in reference surveys. 
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Table 3- Categories of Reference Surveys, Data and Statistical Sources 

2.2.3. Data Quality 

Data quality is often discussed and evaluated in terms of six characteristics [ONS 2007], 
presented in Table 4 below. Statistics New Zealand provides similar guidance in their 
publication Principles and Protocols for the producers of tier I statistics. First published in 
1999, the most recent version was published in 2007 [Statistics 2007D]. While much of this 
discussion relates to data gathered by national statistical offices, the global nature of 
cybercrime makes this quality framework a useful measure. Table 4 below assesses the New 
Zealand surveys forming the basis of this research, against those criteria. 

Table 4 -Survey Quality 

Demand for such surveys is illustrated in a 2005 report from nCircle stating that business in 
the US and Europe had difficulty in determining if information security risk was increasing 
or decreasing. Many organisations reported a number of vulnerability identification and risk 
management issues [SecurityPark 2005]. 
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2.2.4. Sample Selection 

Statistics New Zealand provides baseline data on organisations operating in New Zealand. In 
2005 it reported 334,340 organisations of which 4,189 organisations employed more than 50 
staff [Statistics 2005]. Preliminary work and previous experience as an information 
technology professional and consultant indicated that smaller organisations seldom have 
sufficient resource or skilled personnel to detect and manage cyber-incidents. These 
organisations are also less likely to have sophisticated incident detection and management 
processes. This premise was tested through pre-survey discussions and validated through the 
interview process. 

Accordingly a sample of 750 larger organisations (greater than 50 employees) was selected to 
provide representative coverage of both the public and private sectors. Each selected 
organisation was contacted to determine willingness to participate, before survey 
questionnaires were mailed. This step was undertaken to ensure sufficient coverage and 
improve response rates. Of the 750 contacts, approximately 500 agreed to participate. This 
final list was used for the survey questionnaire mailing. 

2.2.5. Survey Coverage 
Respondents included both public and private sector organisations covering a wide variety of 
industries and organisation type. Table 5 provides a summary of valid responses received for 
each mailout. Valid responses are defined as those with some or all sections completed. Nil 
or blank returns were treated as invalid. 

Table 5- Survey Coverage 

The response rate compares favourably with surveys in other countries, for example the 
response to the 2005 CSIIFBI survey was 700, for the 2006 survey 616 (12%) and for the 
2007 survey, 494 [CSI 2007]. A similar 2006 Survey conducted in Ireland reported a 
response rate of 31% ( 42 respondents from a sample of 135) [UCD 2006]. While it is 
acknowledged that large data sets are desirable, the New Zealand sample size is relatively 
larger than many comparative surveys and is considered adequate given the nature of the 
New Zealand Economy with a preponderance of organisations employing less than 50 
people. By way of comparison, the UK's Department of Trade and Industry's information 
security breaches survey 2006 surveyed 1001 UK organisations drawn randomly from the 
register of UK businesses by telephone [DTI 2006A], the US, UK and Irish surveys all 
drawing on substantially larger organisational populations. We are therefore satisfied that 
the coverage is adequate and that comparisons of the New Zealand surveys' coverage to the 
coverage of similar surveys conducted in other parts of the world, are valid comparisons. 
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2.2.6. Interviews 
Data collected in these surveys, and specific to this study, was corroborated with a series of 
twenty-five interviews. Interviewees were drawn from a number of public and private sector 
organisations across several industry groups, including IT managers and IT Security 
Managers of vendors, major IT users, IT consultants and representatives of other selected 
organisations, including law enforcement, investigative agencies, specialist IT security 
organisations and Non-Governmental Organisations (NGOs). Interviewees had generally 
requested anonymity, other than that required for supervisory oversight and had not been 
respondents to the surveys. 

These interviews were conducted in order to corroborate survey results and obtain additional 
background and incident specific information. Interviews were structured around questions 
related to the survey with a focus on incidents, prosecutions, governance and risk 
management. Some sensitive information provided in these interviews for the purposes of 
corroborating key survey results, is subject to non-disclosure agreements (NDA's). 

2.3. Ethical Considerations 

Surveys and interviews were conducted in accordance with the University's guidelines, 
ethical approval being granted for this research involving human participants. A copy of the 
ethical approval is provided in Appendix H. Confidentiality of the responses is managed in 
accordance with University guidelines. All references in this document have been reviewed 
and verified. Documents and other references obtained through the Internet are appended 
with the date of last access, noting that these documents and references may have been 
accessed several times during the course of this study. 

2.4. Data Schema 

Any data collected must be organised to facilitate analysis. Some existing ontologies, 
taxonomies and classifications are examined in Chapter 9 - Data Schema. None proved 
sufficiently comprehensive to adequately manage broad scope of this research and the data 
collected. While use has been made of the various descriptions ontologies, taxonomies and 
classifications, closer examination revealed that these descriptions were, perhaps, used 
incorrectly and lacked flexibility. To better describe a wide ranging means of organising 
incident, threat and technology data, the term data schema was selected, schema being 
defined as a plan, diagram, rule or principle that enables understanding to be applied to its 
categories [Collins 1986, OED 2009]. 

It was important that the outline of the Data Schema was defined at an early stage and before 
data collection was undertaken. There have, however, been extensions, enhancements and 
refinements to this Data Schema in the course of this research. The Data Schema used in the 
design of the questionnaires and as a basis for analysis is discussed in Chapter 9 - Data 
Schema and is summarised in Appendix D. For the purposes of analysis in this study, three 
principal classifications have been defined, describing attack types, incident types and 
technology groups. The attack classification is based on that used by the UK's Cabinet 
Office and widely accepted in the Computer Emergency Response Team (CERT) and Critical 
Infrastructure Protection (CIP) communities. 
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2.5. Analysis 

In seeking to model predictive factors in organisational susceptibility to cybercrime, 1t 1s 
necessary to determine the probability of key events and model any causal relationships. 
Probability modelling attempts to accommodate uncertainty and may be approached through 
classical probability, Bayesian probability or a combination of the two approaches 
[Kreig 2001]. 

Classical probability is heuristic in that it depends on multiple trials in order to gather 
sufficient data to establish probability. Bayesian probability can also make use of a person's 
estimate (or belief) that an event will occur, rather than the actual probability. Bayesian 
theory is considered to be theoretically sound and well-tested [Berger 1985] and has been 
applied to a wide range of probability modelling from weapons target recognition 
[Kreig 2001], cyber-attack detection [Skinner 2000] and software quality control 
[Dugan 2004] to artificial intelligence [Hanson 2001] and deep space exploration 
[Niedermayer 1998]. There are a number of advantages in using Bayesian techniques 
including [Kreig 2001, Niedermayer 1998]: 

• Extended and costly trials and surveys are not usually required; 
• Used as a basis for graphical models and in conjunction with statistical techniques, the 

models capture dependencies among all variables. They also accommodate missing data; 
• A Bayesian network can be used to learn causal relationships; and 
• As the model accommodates both causal and probabilistic semantics, it is an ideal 

representation for combining prior knowledge and data. 

Cybercrime and cyber-incident data are, at best, incomplete for a number of reasons 
including: 

• Under-reporting, as demonstrated in the New Zealand Computer Crime and Security 
Survey [Quinn 2005, Quinn 2006, Quinn 2007], many similar surveys (see Appendix B), 
papers [Anderson 2008, ENISA 2007] and news reports [Guardian 2006]; 

• Changes in respondents between surveys, even where the same organisation responded in 
subsequent surveys; 

• Disparate organisational internal reporting methods; 
• Disparate legislation and classification systems in different jurisdictions; 
• Paucity of trend data due to disparate classification systems, legislative changes, funding 

constraints and organisational changes. Few surveys or published statistics are available 
with consistent data over continuous periods of more than five years (see Appendix B); 
and 

• Most information security surveys are subjective and belief-based, rather than reporting 
empirical data. 

Given incomplete data and the impracticality of an extended series of trials, a Bayesian 
Belief Network was selected as an important analytical approach. A brief description of 
Bayesian Belief Networks is included in Appendix F 

The statistical analysis package, SPSS was used to summarise and analyse raw survey data, 
together with Microsoft Office applications (Word, Excel, Access and Visio). The Microsoft 
Research Bayesian Network Authoring and Evaluation Tool (MSBNx) was used in the 
preparation of the Bayesian models [Microsoft 2001]. 
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Chapter 3 -A Brief History of the 
Internet 
This chapter presents a synopsis of key cyber technologies, their relationship to crime, 
concomitant risks and covers the development of a broad range of Internet technologies, 
common services and some more recent usage. This is important in establishing the context 
for this study and will assist in a fuller understanding of specific risks. Crime and the 
mechanisms of cybercrime are discussed in Chapters 4 and 5. 

3.1. Internet Development 

The Internet has become the foundation of the global economy in a few decades, with much 
of the adoption taking place since the early 1990's. Hobbes' Internet Timeline, issued as 
RFC 2235, provides a useful chronological history of the development of the Internet 
[Zakon 2006]. The Internet Society has published a number of papers on Internet 
development, notably A Brief History of the Internet [ISOC 2003]. 

The term Internet has been adapted from the Internet Protocol published in RFC 791 dated 
September 1981 [RFC791 1981]. An early definition of an internet was a connected set of 
networks, specifically those using TCP/IP protocols, and The Internet as connected TCP/IP 
internets [Zakon 2006]. 

Adapted from [Zakon 2006, ISOC 2003, ISC 2008, IWS 2008, W3C 2007, IEEE 2008, 
Coming 2008, Myers 1998, Netcraft 2008] and other sources, Figure 2 on page 16 below 
depicts the evolution and growth of the Internet and related technologies. 

The genesis of the Internet can be traced to the "space race" and the launch of the first 
artificial earth satellite, Sputnik, by the USSR in 1957. The United States replied, among 
other initiatives, by forming the Advanced Research Projects Agency (ARPA) under a US 
Department of Defense directive 5105.15 in 1958. This directive gave ARPA responsibility 
"for the direction or performance of such advanced projects in the field of research and 
development". In 1972 the name was changed to the Defense Advanced Research Projects 
Agency (DARPA), changed back to ARPA in 1993 and changed again to DARPA in 1996 
[ARPA 2007, DARPA 2009, Hardy 1993]. 

The need to exchange information between research and academic institutions lead to the 
1960s development of the ARPANET. In 1969 four US institutions were successfully 
connected with 50 Kbps modem lines provided by AT&T. Also in 1969, the Request for 
Comments (RFC) mechanism was established as a means for network researchers to share 
ideas in a fast, informal way. Some RFCs form the basis of the technical and protocol 
specifications of the Internet as we know it and the RFC mechanism is still active today 
[ISOC 2003]. 

In 1971 email was invented and in 1972, the first computer-to-computer "chat" sessions took 
place. In 1973, the first international connections were successfully made and by 1979 the 
first multi-user game was on-line, created by Richard Bartle (now a professor in computer 
game design) and Roy Trubshaw, then students at the University of Essex [Bartle 1981]. 
This game was text-based, accommodating up to 36 simultaneous players and could be 
played from any terminal connected to research and academic networks, later the UK's Joint 
Academic NETwork (JANET) [Bartle 2005]. 
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In October 1980, the first major Internet incident took place with an email virus affecting the 
message status of infected terminals being accidentally released and propagating across the 
entire ARPANET, effectively creating a denial of service (DoS) attack. 

In 1983, MILNET was separated from ARPANET, which continued to exist in its own right. 
The Domain Name System (DNS) was introduced in 1984 and the system reached a size of 
1000 hosts. In the same year, the UK's JANET was created. The Internet Engineering Task 
Force (IETF) and the Internet Research Task Force (IRTF) were created in 1986 to oversee 
the development of the technical and protocol standards necessary to support the burgeoning 
Internet. By 1987, there were more than 10,000 hosts. In 1988 the infamous "Morris Worm" 
crippled the Internet and led directly to the formation of a number of Computer Emergency 
Response Teams (CERTs) around the world. 

In 1989 the number of hosts exceeded 100,000 and this was the year that New Zealand was 
connected to the Internet. In 1990, ARPANET was retired and residual functions transferred 
to other academic networks. Also in 1990 the World Wide Web (WWW) was invented by 
Tim Berners-Lee [W3C 2007]. 1992 saw the number of hosts exceed 1 million and the 
World Bank created an on-line presence. This was the start of international and 
governmental bodies moving into "cyberspace". The mid-1990s witnessed the early use of 
Internet telephony. 

Today we see continuing rapid growth in the use of the Internet and associated technologies. 
According to the Internet Systems Consortium [ISC 2008], there were over 433 million hosts 
connected to the Internet at February 2007 growing to 490 million hosts by July 2007 and by 
January 2008 there were approximately 542 million hosts. Internet World Stats reported over 
1.1 billion users at March 2007. By September 2007, this figure had grown to 1.244 billion 
users and in September 2008 this figure was reported as 1.464 billion users [IWS 2008). 

The unregulated nature of the Internet continues to pose difficulties, sometimes in 
unexpected ways. In 2005 the US Government Accountability Office (GAO) conducted a 
review of contact information provided to domain name registrars for the .com, .org and .net 
domains. In a random sample of 900 they found approximately five percent of entries 
contained a large proportion of patently false or incomplete data. This raised two issues, 
contacting the registered domain name owners and the lack of verification of data submitted 
on registration [GAO 2005]. The lack of verification provides a useful avenue for cyber
criminals to establish web sites with false credentials. 

3.2. Early Internet Security Protocols 

It has been often stated that the Internet was "designed without security". . Further 
investigation will indicate that a number of what are considered today to be security 
elements, existed from very early in the design and development of the Internet. The earliest 
Internet mechanism for message management was proposed in RFC 1 in 1969 [Crocker 
1969], also discussed under Peer-to-Peer below. It is interesting to note RFC 1 was issued 
for comment some six months before the first ARPANET connection was made [FCC 2005]. 
This protocol sought reliable and efficient operation through transmission and error checking 
in the Interface Message Processor (IMP). RFC 1 dealt mainly with flow control, storage 
allocation and message fragmentation and re-assembly. If the message could not be 
delivered, the IMP would generate a message indicating that the delivery failed and pass that 
message to the originating host. Host- IMP interfaces were first described in RFC 7 of 1969 
[Deloche 1969A] 
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The Bolt, Beranek and Newman Inc (BBN) Report 1822 "Specification for the 
Interconnection of a Host and an IMP", was published in 1969. Usually known as 1822, and 
later IETF Standard 39, this specified the protocol for connecting a host computer to an IMP 
describing the physical layer, the data link layer, and the network layer interface, similar in 
concept to today's OSI model. In the original protocol, a message containing the address of 
another host on the network and a data field, would be passed through the 1822 interface to 
the IMP. 

IMPs functioned, in today's tenns, as a router. IMPs were generally separate devices acting 
as gateway interfaces and programmable only at the console of the device itself. This 
architecture supported the principle of a secure, non-programmable interface between the 
host network and the gateway. 

Communication between hosts was managed through the NCP. Originally described as a 
host-host Network Control Protocol, this was later referred to simply as the NCP, although it 
was originally intended to describe the programme within the operating system that managed 
connections. Telnet, FTP and other protocols were developed alongside the NCP [FCC 2005, 
Deloche 1969B, Crocker 1970]. 

RFC 680 contained a description of which originator fields have been authenticated and a 
later protocol, RFC 753, discussed partial or complete encryption of the document portion of 
messages [Myer 1975, Postel1979]. This discussion was later extended by issue of the first 
Internet Protocol (IP) in RFC 791 and the Transmission Control Protocol (TCP) specification 
in RFC 793 both published in 1981 [Postel1981A, Postel1981B]. These protocols included 
precedence, security classification and compartmentation of the TCP segments which were 
enforced by the IMP. By 1982 ARPANET had started a transition to the TCP/IP protocols 
and on 1 January 1983, NCP was decommissioned [Cerf 1993]. 

3.3. DNS Security Extensions (DNSSec) 

The Domain Name System (DNS) is a fundamental component of the Internet's addressing 
system and is essential in a global Internet. A significant flaw in DNS was discovered by 
Steven Bellovin in 1990 although detailed information was kept confidential until 1995 to 
allow research into securing DNS to take place [Bellovin 1989]. As early as 1993 the need to 
address threats to the DNS protocol were publicly recognised [Atkins 2004, Schuba 1993]. 
These threats include DNS cache poisoning and spoofing, Domain Hijacking, DNS Reflector, 
Distributed Denial of Service (DDos) and DNS Amplification attacks. To improve DNS 
security, the DNS Security Extensions (DNSSec) were devised and digitally 'sign' data, 
attesting to the validity of the address of the site visited [ICANN 2008] and thus reducing the 
risk that information can be changed or tampered with in transmission. RFC 2065 of 1997 
was the first to document the DNSSec extensions to DNS [Eastlake 1997], which provide: 

• Origin authentication ofDNS data; 
e Data integrity; and 
• Authenticated denial of existence. 
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The core of the current specification is contained in the following RFC's: 

• 4033 - DNS Security Introduction and requirements (March 2005); 
• 4034 - Resource Records for the DNS Security Extensions (March 2005); 
• 4035 -Protocol Modifications for the DNS Security Extensions (March 2005); 
• 5155 - DNS Security (DNSSEC) Hashed Authenticated Denial of Existence (March 

2008). 

To be effective, DNSSec must be deployed at each step in the lookup process. It is important 
to note that that DNSSec does not encrypt data, provide confidentiality of data or protect 
against DDos attacks -see also Chapter 5 -The Tools of Cybercrime. It does, however, make 
many attacks detectable by the user. Implementation of DNSSec is currently limited and 
there are a number of implementation challenges [CENTR 2008] including technical 
obstacles, procedural issues and political challenges. 

3.4. Connectivity and Accessibility 

CompuServe was formed in 1969 to provide data processing services and in 1977 expanded 
into time-sharing facilities. It grew to provide a wide range of services including a 
commercial Internet connectivity service. It was the world's first major customer 
information service provider and dominated the field during the 1980's. In 1989 
CompuServe was reported to have more than 500,000 subscribers, at the time one of the 
largest connectivity customer bases in the world [Advameg 2008]. 

In 1992 CompuServe hosted the first WYSIWYG e-mail content and forum posts, and in 
1995 offered WWW connectivity extending its customer base from commercial users to 
include home and enthusiast users. Popular use of its services were file transfers and file 
exchange. At its peak it boasted over three million members. Competition, pricing wars and 
a series of mergers and buy-outs saw the decline of CompuServe. It survives today as a 
division of America On-Line (AOL) [AllExperts 2007]. Other major providers of the period 
include AOL and Prodigy. 

Nowadays there are many thousands of Internet Service Providers (ISPs). Commercial 
registers and directories are available, such as The List [TheList 2007], an online ISP register 
that allows searching by country and area code. 

Today, connectivity, accessibility and "always on" capabilities are demanded by 
organisations, consumers and individuals. This is provided through several technologies, 
although there is increasing convergence of technologies and devices. For example, mobile 
phones are now available with voice, text, multimedia services, camera, video, recording, call 
logging, clock, calendar, address book, notepad, navigation, music repository, radio and web 
access capabilities [NOKIA 2007]. Other widely available capabilities that support the 
demand for accessibility include Instant Messaging, email and Internet Telephony. The most 
common services are briefly described below. 
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Figure 2 - Internet Timeline 
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3.4.1. Short Message Service (SMS) 

SMS, commonly referred to as text messaging, is the capability of transmitting and receiving 
text messages of up to 160 characters using mobile telephony. The idea of SMS is attributed 
to Matti Makkonen, at the time an employee of the Finnish state-owned post and 
telecommunications company, Posti. The concept was first presented at a mobile phone 
communication futures conference in 1982. It was proposed that SMS be included in the 
GSM digital mobile phone standard as early as in 1984. After some discussion and 
consideration it was included in the draft GSM specification (GSM Doc.28-85) of February 
1985 [SMSHome 2007]. The capability was subsequently extended to other mobile protocols 
and standards. 

On 3 December 1992 the world's first commercial text message was sent by Neil Papworth, 
an engineer for a contractor to Vodafone. Sent to the Managing Director of Vodafone, it read 
"Merry Christmas" [Papworth 2007]. While this service was originally intended for the use 
of engineers when conducting radio mast inspections, SMS was launched commercially in 
the UK in 1995 and has grown into a world-wide communications phenomenon. The UK's 
Mobile Data Association's Q1 2008 summary reported almost 57 million SMS and 450,000 
MMS messages in 2007 [MDA 2007, MDA 2008]. Statistics attributed to the World Cellular 
Data Metrics report from the analyst firm Informa, indicate more than 620 billion messages 
were sent over more than 240 mobile operators' networks globally in the first quarter of 2007 
[VnuNet 2007]. 

3.4.2. Multimedia Messaging Service (MMS) 

With technology convergence and the advent of multimedia capable mobile devices, there has 
been significant growth in the use of MMS. This capability allows messaging to include any 
combination of text, image, audio and video. 

MMS is a communications interoperability standard (reference 3GPP TS 23.140 V6.14.0, 
dated September 2006) developed by Third-Generation Partnership Project (3GPP). The 
3GPP was established in December 1998 by a number of telecommunications standards 
bodies to investigate and develop specification for a third generation (3G) network, based on 
GSM technologies and networks [3GPP 2007]. 

MMS is an extension of the SMS protocol with messages constructed as a single logical unit, 
not a series of attachments representing the different media types. MMS has no size limit but 
requires a 3G network to enable large messages to be delivered. 3G networks are not yet 
widely deployed, limiting its current use although this is expected to change in the near 
future. In 2008 Vodafone New Zealand launched new 3G services in New Zealand followed 
by Telecom New Zealand with their XT-Network in May 2009. 

3.4.3. Internet Relay Chat (IRC) 

Early multi-user operating system dating from the 1960s often included real-time chat 
capabilities, albeit restricted to two users at any one time. Developments to early IRC 
programmes included broadcast capabilities. An example is Talk, a programme dating from 
the early days of the ARPANET and available on DEC PDP 11 computers and UNIX 
operating systems. Versions of Talk were later developed for other operating systems, 
including those developed by Microsoft and Apple. 
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IRC was an evolution of Bulletin Board Services (BBS) and was attributed to Jarkko 
Oikarinen of Finland's University of Oulu in August 1988 [Oikarinen 2000]. It was 
developed to allow BBS users to communicate in real-time (chat) and to provide better 
stability and capability than the programmes then in use. IRC gained widespread recognition 
in 1991 through an IRC link into Kuwait that stayed operational for a week after formal news 
channels and broadcasts were terminated during Iraq's invasion of Kuwait. 

IRC is a teleconferencing system, utilising the client-server model. The IRC protocol is 
described in the IETF document RFC 1459 of May 1993 [RFC1459 1993]. It has 
subsequently been updated by RFCs 2810 to 2813 inclusive and can be described as the 
forerunner of Instant Messaging. 

3.4.4. Instant Messaging (IM) 
IM is a form of real-time messaging between two or more local or wide area network 
connected parties. The network may be confined to an organisation's network or use the 
Internet. It has a number of features including: 

• Real-time text message exchange; 
• Text based chat; 
• URL, image, sound and file sharing and exchange; 
• Send and view videos including video chat; 
• Talk as a form oflnternet Telephony; 
• Streaming content; and 
• Mobile capabilities where IM can utilise SMS features of mobile devices such as a 

mobile phone, known as Mobile Instant Messaging (MIM). 

Early versions of IM appeared in the 1970s on multi-user operating systems such as UNIX. 
They were intended to facilitate communication with other users, firstly those logged in to 
the same machine, then users on the local network, and subsequently users across the 
Internet. IM had limited visibility and consequently limited use as it was run from within a 
console window. With the development of home computing in the late 1980s and early 
1990s several user-to-user messaging applications emerged, such as On-Line Messages 
(OLM) and AOL Instant Messages (AIM). 

Instant messaging became widely used from November 1996 when Israeli company Mirabilis 
introduced ICQ, a free instant-messaging utility. Mirabilis was purchased by AOL in June 
1998. Filed in 1997, a patent for IM was finally granted to AOL (US Patent number 
6449344:B1) in 2002. ICQ is a proprietary protocol and other organisations developed their 
own proprietary IM applications. Interconnection between the different protocols required 
users to run multiple applications. More recently open-source and open standards based 
applications accommodate multiple protocols, thus facilitating interconnection. 

With encryption, IM can also be used as a private communication channel and 
ComputerWorld reported in March 2007 on the application CarderlM, employing encryption 
and used to sell information commodities (such as credit card numbers, personal information 
and email addresses). The application is employed by cyber-criminals to shield their 
activities from law enforcement agencies [ComputerWorld 2007A]. 
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3.4.5. Internet Telephony 
Internet telephony includes both Voice over Internet Protocol (V oiP) and Voice over Internet 
(Vol). Both convert voice (analogue signals) into digital form and organise the data into 
packets, conforming to the Internet Protocol (IP). Packets are then transmitted by the most 
convenient route to their destination and reassembled before delivery. 

VoiP is considered to be the commercial provision of Internet telephony and much of the 
traffic is expected to be carried over mainstream circuits and channels provided and managed 
by telecommunications organisations. 

Vol, by contrast, uses the Internet as its primary channel and is subject to all the delays, 
variable routing and other challenges of using the Internet for voice communication. 

3.4.6. Voice over Internet Protocol 
VoiP, also known as Internet Telephony and IP Telephony, is the ability to make voice 
telephone calls, send faxes and video-conference over IP based data networks [VoiP 2009], 
whether over an organisation specific LAN (local area network), WAN (wide area network) 
or a commercially provided channel. This offers a higher degree of security and quality of 
service (QoS) as teclmical aspects of call control, call signalling and data transmission can be 
more carefully controlled and managed [Roberts 2005]. 

3.4.7. Voice over Internet 
V oi is generally a PC to PC method of communication and uses software from sites such as 
Skype [SKYPE 2005], MyFreeLD.com, Dialpad.com, To-Talk Communications and 
Conflab.com. In June 2008, the Organisation for Economic Co-operation and Development 
(OECD) reported that almost 300 million people are registered to use Skype [OECD 2008]. 

PC to PC calling has some drawbacks. Both PC's need to be online and running compatible 
Internet phone software. The quality of the call is dependent on connection speeds, routing 
delays, error rates and other similar factors. If the connection is slow or there are other traffic 
inhibitors, it may be difficult to hold a coherent conversation [InternetCalls 2005]. 

Some Vol software is now offering PC to normal telephone connectivity. This, however, is 
still subject to the difficulties outlined in PC to PC calling, due mainly to lack of QoS and 
constraints in the use of the Internet. 

3.4.8. Peer to Peer (P2P) 

P2P is the generic name for directly connecting computers, often seen in home and small 
office networks. In this network architecture, there is no central server and generally no 
central file repository. P2P was described in IETF's RFC 1 in 1969 [Crocker1969]. The 
earliest P2P network in general use was the Usenet news server, in which users (peers) 
disseminated news and articles by direct exchange. 

P2P file sharing networks, usually through the Internet, are popular means of establishing 
P2P links in order to exchange data and files such as music, image and video files. Some of 
the most common include DirectConnect, eDonkey2000, FastTrack Gnutella, Kazaa, Napster 
and OpenNap. P2P facilitates real-time communications (such as IRC), collaboration and 
content distribution [Microsoft 2003]. 
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Because of the lack of a central entity, P2P file sharing networks are difficult to sanction 
through the courts as a case must be filed against all relevant individual network users. Some 
cases, however, have been brought against the file sharing network hosts, such as the 2001 
Napster case brought by A&M Records. 

A 2008 survey of 1000 UK office workers, conducted by ISACA, found that seven percent of 
respondents regularly use P2P file sharing programmes on corporate systems and fifteen 
percent admit to occasional use. Thirty-five percent admitted violating corporate policy, 
creating significant risk for the organisation. Some of the dangers are illustrated by the 2007 
case where Jason Milmont created a botnet by distributing malware through file sharing 
networks [ComputerWorld 2008E] 

3.5. Web 2.0 

The term Web 2.0 is used to describe the social use of the Internet, utilising many of the 
technologies briefly described above. Originally intended to promote collaboration and 
information sharing, usage now covers web-based communities, virtual worlds and hosted 
services used for social networking, social interaction and information dissemination. 
Common tools are wikis, blogs, mashups, RSS and podcasts (see below). The term Web 2.0 
applies to changing patterns of use, rather than the development or adoption of new Internet 
or Web technologies. By definition and use Web 2.0 is dynamic, collaborative, social and 
unstructured. 

With Web 2.0, users generate, control and publish their own data; the technology being 
merely a platform to achieve this. Personal publishing allows smaller units of information to 
be published at negligible cost (sometimes described as micro-publishing), compared with 
previous publishing models where economic viability was a key driver. Some of the most 
popular web sites are Blogger, Bebo, Flickr, MySpace, Facebook, YouTube, Wikipedia and 
Google. MySpace, Facebook and Bebo are currently estimated to have over 230 million 
members [Independent 2008]. In 2008, MySpace was rated as the world's most popular 
English language web site, the third most popular in the US and the sixth most popular in any 
language [Martin 2008]. 

These sites are an attractive target for cyber-bullying and cyber-extortion as witnessed by a 
recent New Zealand case where a young woman was charged after a schoolgirl lost access to 
her Bebo and Hotmail pages, including stored email and personal information [Stuff 2008H]. 
Because users of social sites often exchange music, movie, programme and other files they 
are significant users of peer-to-peer (P2P) networks. P2P networks are extensively targeted 
for the distribution of ad ware, spyware and other forms of mal ware, summarised in Table 23 
on page 80 below. 

Virtual worlds are also becoming popular and more easily accessible with the wider 
availability of broadband. Virtual worlds evolved from virtual reality research and multi-user 
online games, where players interacted in a virtual world bounded by the rules of the game. 
An example is World of Warcraft which has an estimated 10 million subscribers 
[MMOGChart 2008]. 
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Users commonly interact in virtual worlds through avatars and some virtual worlds, such as 
Second Life, provide a wide range of commercial, diplomatic, educational, recreational and 
other individual and group activities including a "red light" district named Amsterdam [New 
Scientist 2006]. Second Life reports over 15 million "residents" as at 06 September 2008 
[Linden]. Other examples of virtual worlds include Club Penguin, Habbo Hotel, Google 
Lively, SmallWorlds, Y oowalk and Zwinky. 

An early use of the term Web 2.0 was at the Web 2.0 Conference in October 2004 
[Web 2.0 2004] discussing the development of Internet usage. It was seen as an evolution of 
the use of several Internet feature, attributes and capabilities, listed in Table 6 below 
[O'Reilly 2005]. 

Table 6 -Web 2.0 Attributes 

The power of Web 2.0 is demonstrated in a 2007 case where a laptop computer was stolen 
from a Greymouth computer dealer. The theft was recorded on closed circuit surveillance 
cameras and the footage was posted on Y ouTube set to "The Pink Panther" sound track, 
attracting over 500,000 hits from around the globe. The thief was recognised and police were 
notified. Dawson Anthony Bliss was convicted of theft, fined $1,485 and ordered to pay an 
additional $1,478 in reparation [Fox 2007]. 

3.5.1. Wiki 

A Wiki is an on-line collaborative authoring environment. It often employs user registration 
and passwords to restrict participation and versioning to record changes. The term wiki is 
derived from the Hawaiian phrase "wiki wiki" meaning "fast" or "quick", reflecting the 
objective of providing a fast, simple authoring tool. The term was coined by Ward 
Cunningham and the first wiki (named the WikiWikiWeb) was activated on 25 March 1995 
[OED 2009]. Cunningham describes a wiki as "The simplest online database that could 
possibly work" [Cunningham 2003]. A well known example of a wiki is the web site 
Wikipedia. 

A 2007 example of the use of a wiki for public participation in the development of legislation 
was the New Zealand Police wiki, attracting world-wide comment and support 
[NZ Police 2007C]. Comments were consolidated into the Wiki Policing Act 2008 and 
published as a record of commentary received [NZ Police 2008]. Public consultation on this 
legislation had also been conducted through public meetings. 

Chapter 3 - A Brief History of The Internet Page 21 



In this example some 80 public meetings, reaching approximately 1,200 New Zealand 
residents, were held over an eight week period. In comparison, the wiki attracted 
approximately 26,000 visits over a two week period. There were a number of foreign 
participants, including foreign academics. 

These participants were able to provide a considered written commentary and response, in 
great contrast to the normal public consultation process. This is a valuable example of the 
power of a wiki with its ability to reach large numbers of interested individuals and attract 
considered comment, at a relatively low cost. 

3.5.2. Blog 
The term web log was coined by Jorn Barger (a self-published Internet commentator) in 1997. 
In 1999 the term was contracted to blog (web log) by Peter Merholz [Merholz]. The term is 
used both as a noun and verb. 

Blogs are an evolution of bulletin boards, moderated discussion groups and discussion 
forums. Today blogs are online journals that can combine images, text, presentations, audio 
and video files and links to other blogs and web sites. Some blogs provide commentary, 
opinion or news on a particular subject or subject area. Other blogs function as personal 
diaries. Blogs can also allow readers to provide comments and interact with the writer. 

3.5.3. Mashup 

The term originally referred to the practice in popular music culture, of creating a piece of 
music from two or more existing works. In the information technology world it refers to the 
practice of combining data and data services from multiple sources, into a single web 
presentation. A well-known example is the use of Google Maps with "pop-ups" and 
commentary superimposed where information was known on missing people, condition of 
properties and other relevant information, after Hurricane Katrina which devastated New 
Orleans in 2005 [Google 2005]. 

3.5.4. Syndication 

Syndication is the supply of publishable material, commonly for reuse or integration with 
other publications. It is often provided through a paid service or subscription. Common 
examples of syndication are newspapers, where syndicated content may include cartoons, 
columns, horoscopes, sudoku and crossword puzzles [Tech Target 2007]. 

3.5.5. Really Simple Syndication (RSS) 

Originally developed by Netscape in 1999, RSS 2.0 was released by the Harvard Law School 
in 2003, evolving from earlier Netscape versions. Based on XML, RSS is designed to 
facilitate the process of monitoring subscriptions or favourite web sites, automating much of 
the process. RSS monitors updated content (RSS feeds or channels) from a variety of sources 
such as blogs, news sites, podcasts and social networks. It is particularly useful where 
content is updated frequently and may change unpredictably such as stock exchange reports 
and news sites. 

Sources create an RSS document which may contain full text or a summary of content or 
changes. RSS client software (on a workstation or PC and described as an RSS Aggregator) 
will register links, manage subscriptions and provide notifications. Users can later choose to 
download new content in full. 
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There are several different versions of RSS, not all of which are necessarily compatible, 
although most viewers will support multiple formats. The use of the term is now 
synonymous with web content syndication. 

3.5.6. Podcasts 
Podcasts are digital media files which may incorporate text, audio and video and can be 
downloaded to personal media players for later consumption. First created for the Apple 
iPod and giving rise to the term podcast, derived from the phrase iPod Broadcast. 

Podcasts are usually distributed using syndication feeds and are managed through such 
facilities as Really Simple Syndication (RSS). The term is sometimes (incorrectly in some 
circles) used to describe a simple audio file. 

3.5.7. Folksonomy 
A folksonomy is a collaborative means of classifying or categorising content. It is also 
known as collaborative tagging, social classification, social indexing or social tagging. 
Folksonomies do not necessarily conform to accepted information classification or Internet 
standards and are generally confined to the social group or web site where they were created. 
There may be inconsistencies between different folksonomies and search results across 
multiple sites may be inconsistent. 

3.6. Usage of Internet Technologies 

A 2006 survey conducted by the Network Research Group of the University of Plymouth 
found high usage of the "social interaction" technologies such as email, chat and Internet 
telephony. This is illustrated in Figure 3 below [Furnel12007A]. 

Figure 3- Use of Internet Technologies 
100 

90 

80 

(/) 
70 

1: 
Q) 60 "t:l 
r:: 
0 50 c. 
(/) 
Q) 

0::: 40 .... 
0 

'if'. 30 

20 

10 

0 
·ro Ol Ol -c :;:: c: C) (/) ::2: (ii Ol C) 0 C) 

E c: c: 0 1::? 
0 c: c: ·c:; c: c: < .!: 

·~ ·a. 5 ~ 
:.;;:: 0 0 

(/) ·c "§ :;:; LU c. ro c: t5 (/) 
c: ro a.. 

0 Q) () ro 0 .c: ro 
0 E e .c: (/) :::l co :::l 'E ~ (f) C.9 ro 

co (f) Q) "0 ~ ..91 > C.9 0:: Q) 0 .!2 
.c >- e 0.. u:: ro (j) co -ro c. 
5 Q) .c: ro 

() 

Chapter 3 - A Brief History of The Internet Page 23 



A similar survey conducted online by Clearswift in early 2007 found [Clearswift 2007]: 

• More than 75% of respondents spent 3 or more hours during the work day, visiting blogs 
and social networking sites; 

• 40% admitted visiting such sites "several times a day"; 
e 59% of employees under 30 believed they should be able to visit these sites for personal 

reasons using corporate facilities, compared with 39% of workers aged over 30; 
• 34% of organisations do not monitor employees' use of the Internet; 
• 51% of organisations don't know whether they've lost confidential information via social 

media outlets; 
• 20% ofiT and business decision-makers don't have a policy governing appropriate use of 

the Internet, including social media sites; 
• 20% of organisations do not allow blogging at work while 45% don't have a policy on it; 
• 39% ofiT and business decision-makers consider social media to be relevant to today's 

corporate environment, 
• conversely 36% do not see social media as relevant to their businesses; and 
e 13% of organisations are not aware of and have no policy on social media. 

3.7. Risks of Web 2.0 

Web 2.0 is heralding changes in social interaction and risk profiles are similarly affected by 
changed behaviours. While technological risks have not changed significantly between Web 
1.0 and Web 2.0, the way in which users interact with associates, acquaintances, strangers 
and organisations is changing significantly. Particular types of attack (for example cross-site 
scripting - XSS or CSS) have existed for some time but additional attack vectors have now 
become available. An example of the rapid spread ofmalware that can result from attacks on 
social networks is the infection of Google's social networking web site, Orkut, by the worm 
JS/Adrecl in December 2007 infecting over 670,000 users [SOPHOS 2008A]. A presentation 
at the 2008 Black Hat USA conference described social networks as "perfect models for the 
three D's of insecurity: insecure by design, insecure by default and insecure in deployment". 
It was also suggested that any information on a social network is going to be public [Moyer 
2008, Tech Target 2008C]. Table 7 below lists key risks of Web 1.0 and Web 2.0, adapted 
from [Blue Coat 2007, Morrill2007, Watchfire 2007, Clearswift 2007]. 

An example of how social networks are being exploited to propagate mal ware is the August 
2008 warning from software organisation Adobe that fake updates for Adobe Flash Player are 
being distributed through social networks. Flash Player is required to properly view much of 
the content generated on social web sites. The mal ware uses the names of celebrities, such as 
Paris Hilton, to generate a message to any associates and friends of the infected social web 
page [SecurityFocus 2008]. The social web site Twitter has reported similar social 
engineering and malware distribution incidents with links to a pornographic video of a 
Brazilian pop star [ZDNet 2008A]. 

Chapter 3 - A Brief History of The Internet Page24 



Table 7- Risks of Web 2.0 

Individual attacks 

Social engineering from direct 
contact 
Corporate data leakage via 

ropriate Internet usage 

Single page, single function 
interaction 
Legal discovery, limited to 
stored documents and email 

3.7.1. Cookies 

Corporate data leakage on wikis, blogs, social networking 
or from web · intranet etc. 

The term cookie is derived from the UNIX magic or fortune cookie, a token or small data 
packet passed between programs. The cookie is often used as a ticket or flag to identify 
particular events or transactions. They were apparently named after the Cookie Monster 
from Sesame Street [Gundavaram 1996, Indiana 2008]. 

Cookies are very small files holding information on users, user preferences, web sites visited 
and other marketing related information. Cookies usually record pairs of values, for example 
index/key and numeric data, rather than text. Although cookies can be easily read, their 
contents are generally meaningful only to the web site providing the cookie. 

Originating in early versions ofNetscape to preserve state information on the browser, well
behaved cookies are populated by the web sites visited, rather than the user's PC. State 
information provides context for a browser session by relating a request to previous or 
subsequent requests within a browser session. A good example is the status of a "shopping 
cart" in on-line shopping. Single entries are restricted to no more than 4 kilobytes and there 
should be capacity for at least 300 entries, and at least 20 cookies per server or domain. 
Other usage rules apply. The principal specification is provided in RFC 2109 - HTTP State 
Management Mechanism, superseded by RFC 2965 in 2000 [RFC21 09 1997, 
RFC2965 2000]. 
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Cookies are saved on the user's computer and retrieved and updated with each visit to a 
particular web site. Deletion dates can also be specified for persistent cookies although the 
default should be that the cookie is destroyed at the end of a session. Because of the 
restrictions on size and content, many web sites provide multiple cookies. Some web sites 
refuse a connection unless cookies are enabled. 

Cookies can be intercepted or stolen through several techniques including session hijacking, 
cross-site scripting or host compromise. This can lead to data loss, compromise or cookie 
poisoning where the content of the cookie is modified. However it is not possible to execute 
code from a cookie, or use a cookie to deliver malware [Garcia 2009, ASC 2005, PCMag 
2003 Indiana 2008] 

Designed to enhance user experiences and provide useful shortcuts, transaction identifiers 
and information for electronic shopping carts, there has been concern that cookies can be 
misused and gather information that may breach privacy or lead to compromise of a 
computer. In some cases, cookies are provided by advertising companies that place or 
manage advertisements on the site visited, for example DoubleClick.com. These advertising 
organisations can develop detailed profiles of the visitors who select advertisements. In 2000 
the Electronic Privacy Information Center (EPIC) filed a complaint with the Federal Trade 
Commission (FTC) over DoubleClick's practices, although this was later rejected [FTC 
2001]. In several related class-action lawsuits, a settlement with DoubleClick was reached in 
2002 [CNET 2002, ComputerWorld 2002]. 

Some abuse of the use of cookies has been recorded, for example in 2000 it was discovered 
that the US White House Drug Policy Office had been using cookies to track computer users 
viewing its online anti-drug advertising. Other US agencies using cookies in this way have 
included the NSA and CIA [CBS 2002, NY Times 2005] . These concerns have lead to 
specific regulation and legislation controlling the use of cookies in the US, European Union 
(2002 EU Telecommunication Privacy Directive) and other countries. 

3.7.2. Web Bugs 

First seen in the early 1990's, WebBugs are small image files, usually with all dimensions set 
to one pixel and placed on a Web page or in e-mail. They are normally represented with 
colours set as transparent or the same colour as the background to render them invisible to the 
naked eye. 

Web pages often use "spacer" image files for alignment purposes within a web page so their 
appearance is not unusual, However, code can be concealed behind the WebBug. They are 
also known as a tracking bug, pixel tag, web beacon, invisible GIF, clear GIF and lbyl GIF. 
WebBugs are designed to collect information about the system browsing the web page or 
email message and can allow a third party to track and monitor user behaviour such as 
checking if e-mail was read or forwarded, or if a Web page was copied to another Website 
[CCIP 2005, Martin 2003, McRae 2008, Murray 2001, BBC 2001]. 
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Used by marketing analytics companies, for example DoubleClick and WebSideStory, 
W ebBugs are also used by advertisers, spammers and direct marketers to validate email 
addresses [NY Times 2003, The Register 2002]. WebBugs can be used in conjunction with 
cookies. Information typically collected includes [CCIP 2005, McRae 2008, SrnithR 1999, 
Murray 2001]: 

• The IP address of the computer that fetched the Web Bug; 
• The URL of the page where the Web Bug is located; 
• Location (URL) of the Web Bug image; 
• The date/time the Web Bug was viewed; 
• The type ofbrowser that fetched the Web Bug image; and 
• Previously set cookie values. 

3.7.3. Google Hacking 
Google hacking is the term applied to the use of Internet search engines to discover 
vulnerabilities, attack tools, attack methods or information on a prospective target. The 
principal danger arises through search engines continual "trawling" of the Internet to discover 
new material. If an unprotected source is located, it will be indexed, as will any other 
material discovered. While indexing in itself is not a malicious activity, it can be used for 
malicious purposes. For example, hackers use cached information on networks to discover 
vulnerable servers arid use login details for networked photocopiers to monitor copying 
activity or gain network entry. Other uses of vulnerable servers include the hosting of 
phishing, malware and pornographic images [ZDNet 2004, TechTarget 2008A]. 

A 2008 example is the announcement by security researcher Finjan who identified several 
unprotected hacker servers containing passwords, UseriD's, social security numbers, mail 
and personal folders, healthcare information, banking data, court documents and confidential 
business files. It was possible to interrogate these servers to extract the information using 
Internet search engines [Heyman 2008]. 

The term "Google Dork" was originally applied to administrators who carelessly exposed 
their servers to search engines. It has subsequently come to mean the search string for 
discovery of vulnerable servers and hosts. There are numerous Google Darks and collections 
are actively traded through hacker and "underground" sites. Google hacking databases are 
also freely available and contain guidance on the compiling and conduct of searches to obtain 
sensitive information. Several hacker groups have developed utilities and tool sets to 
facilitate Google hacking [SecurityFocus 2004, The Register 2008B]. A number of 
publications are available including A Google Hacker's Guide [Long 2004], Google Hacking 
for Penetration Testers [Long 2007] and Google Hacking: An Ethical Hacking Guide to 
Google [Fadia 2007]. 

The key risks associated with this form of attack are the loss or exposure of sensitive 
information and the potential, for example, to unknowingly host a phishing or malware site. 
This is usually the result of poorly configured and secured infrastructure and applications. 
Consequences for organisations include privacy breaches, reputation damage, litigation and 
loss of intellectual property and trade secrets. A field trial conducted by Massey University 
in 2005 revealed a number of vulnerable sites in the .nz domain. A specific query on 
directory listings, normally intended to be private, returned a list of 72,200 exposed 
directories [Nehring 2005]. 

Chapter 3- A Brief History of The Internet Page 27 



... 

II ' 

Google themselves have become sufficiently concerned with the extent of Google hacking 
that they examine suspicious requests, responding with an error message, reproduced below 
in Figure 4 [TechTarget 2008A]. 

Figure 4 - Google Error Message 

Go gle Error 

We're sorry ... 
... but your query looks similar to automated requests from a computer virus 
or spyware application. To protect our users, we can't process your request 
right now. 

We'll restore your access as quickry as possible, so•try again soon. In the 
meantime, if you suspect that your computer or network has been infected, 
you might want to run a virus checker or spvware remover to make sure 
that your systems are free of viruses and other spurious software. 

If you're continually receiving this error, you may be able to resolve the 
problem by deleting your Google cookie and revisiting Google. For 
browser-specific instructions, please consult your browser's online support 
center. 

If your entire network is affected, more information is available in the 
Google Web Searcli Help Genter. 

We apologize for the inconvenience, and hope we'll see you again on 
Go ogle. 

An interesting development has been the use of Internet search engines by prospective 
employers, specifically targeting social networking sites such as Facebook and Bebo. The 
(US) Society for Human Resource Management conducted a survey in 2006 and reported 
nine percent of companies using search engines to undertake background checks or pre
screen prospective employees with a further two percent reporting use of social networking 
sites [SHRM 2006]. There have been a number of reported cases where employees have 
been indiscreet on their personal pages and have subsequently failed to be offered 
employment. In other cases, blogs have been critical of employers resulting in loss of 
employment [BBC 2005C]. 

The long-term consequences for those who provide private information on personal pages, 
either intentionally or accidentally, is raising concern. In commercial systems described as 
data mining, the ability of Internet searches to aggregate freely available personal information 
is of interest to marketers. Aggressive marketing of the Beacon scheme has tracked 
Facebook members, friends and former members, raising considerable outrage and forcing a 
change in programme management. At May 2008, there is at least one class action lawsuit 
pending, related to the Beacon scheme [Independent 2008]. 

The use of these searches by prospective employers is now being examined with a view to 
litigation, citing discrimination on grounds of, for example, gender, race or sexual 
orientation. Employer searches may also contravene "whistleblower" legislation, although 
this generally pertains to reporting illegal activity. Regulation and legislation is likely to 
develop in this area in response to changes in social and business behaviours, which may be 
at odds with the intent of government and legislators [Lenard 2006]. 
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3.7.4. Google Analytics 
In November 2005, Google launched their free Google Analytics (GA) service, designed to 
provide web analytics on web site visitors, using server-side information. The information is 
of greatest use to marketers and forecasters. It can track a number of aspects including 
visitors and referrals (such as search engines, advertisements and embedded links, for 
example in .PDF documents). It provides valuable marketing data which help evaluate the 
success and reach of a web site, web page, advertising campaign and so on [Google 2008]. 

GA operates through Javascript code added to each web page to be analysed and by 
downloading a small Javascript file to each visitor's PC. A typical default GA dashboard is 
illustrated in Figure 5 below. 

As with many legitimate tools, GA can be used for cyber-criminal purposes, such as spam 
analysis and spam campaign management [Pathak 2008, ZDNet 2008C]. This is another 
illustration of cyber-criminals employing business tools and models to maximise returns and 
profit. Botnet operators (see Chapter 5 -The Tools of Cybercrime), have also been reported 
as using GA to monitor the effectiveness of malware and assist in managing botnets 
[VnuNet 2006A]. Botnets are defined and discussed in Chapter 5. 

GA has been used in phishing, social engineering and fake web sites by cyber-criminals 
usually seeking to infect visitors with malware (see Chapter 5 - The Tools of Cybercrime) 
[Websense 2008, MessageLabs 2008A]. 

GA has raised some privacy concerns over its ability to track and quantify browsing habits 
[BBC 2007D]. The use of third party cookies has also raised some privacy concerns. First 
party cookies are generated by web sites under direct control of the organisation and the data 
gathered usually remains on that web site. Third party cookies are those passed on behalf of 
organisations by utility programmes such as GA. A key privacy concern is that data 
generated through third party cookies is held by that third party. This has the potential to 
track individual users across multiple sites, rather than recording user behaviour on a single 
site [DigiContract 2008]. This can lead to behavioural targeting by advertisers, marketers 
and cyber-criminals [Privacy 2008]. 
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Figure 5 - Google Analytics Dashboard 
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3.8. Summary 

The continued development of technology and changes in the way in which the Internet is 
used are illustrated by Web 2.0. Social interaction and networking is the basis of Web 2.0 
and this is being adopted, not only by social users but also by business, government and the 
military to facilitate communication and information dissemination; in military terminology 
C4 - Command, Control, Communications and Computers [DefenseNews 2008A]. With 
these changes also comes opportunity for cyber-criminals. 

Other examples of major trends which are likely to have significant security concerns are 
cloud computing and virtualisation. Here organisational data commonly leaves the direct 
control of an organisation and is processed and stored in varying locations, in many cases in 
another country. The organisation has little direct control over where and how the data is 
managed once it leaves the organisational network. Primary concerns include data integrity, 
protection, recovery, privacy and legal issues which may include e-discovery, compliance 
with legislation and regulation on such aspects as data protection and auditing [Heiser 2008]. 

The Internet provides an important channel for the delivery of commercial and government 
services. While this does not, and perhaps cannot completely replace existing and traditional 
delivery channels, it has become a critical component of any "information economy". This 
importance is reflected in the concept of Critical Information Infrastructure (CII) and its 
protection. This is also described as Critical National Infrastructure (CNI). In New Zealand, 
much of this work is co-ordinated by the Centre for Critical Infrastructure Protection (CCIP) 
[CCIP 2009]. Most other developed nations have similar organisations. 

There is no doubt that the Internet has brought significant change to society in the way in 
which we communicate, interact, inform, research and conduct business. Both private and 
public sectors are having to deal with this change, not only in social behaviours, but also in 
changed business models. These changes inevitably bring new risks and some old risks, 
reinvented to take advantage of technology. Cybercrime, the tools of cybercrime and related 
risk, including those using Internet technologies, are discussed in more detail in the following 
Chapters. 

Chapter 3- A Brief History of The Internet Page 31 



Chapter 4 ... Cybercrime 
This chapter discusses the history and development of cybercrime from "traditional" 
financial and telecommunication crimes to today's broad range of cyber criminal activity. It 
also provides a broad understanding of the motivation and opportunity for cybercrime. This 
discussion is illustrated by examples selected to demonstrate the history of this criminal 
activity. Examples range from the early 1980's through to recent and topical cybercrime. 
Chapter 5 describes tools and mechanisms used to perpetrate these cybercrimes and helps to 
better understand the capability of cybercriminals. 

4.1. A Brief History of Cybercrime 

Study of criminology ascribes a multitude of different motives for commtttmg a crime. 
Theories range from the classical (benefit outweighs the cost) through rational choice 
theories to the integrated, accommodating elements of other theories such as control and 
social learning [Cullen 2006]. The physiological response to the fear of detection can be 
addictive. Undetected crime will reinforce this addiction and can lead to repeat offending 
and feelings of invincibility [Branigan 2004]. In the case of recreational hackers, mischief, 
boredom and seeking peer approval or wider notoriety can be strong motivators. The 
motivations for cybercrime were described by Grabosky as "greed, lust, power, revenge, 
adventure, and the desire to taste 'forbidden fruit"' [Grabosky 2000]. Rogers' 2001 doctoral 
dissertation A Social Learning Theory and Moral Disengagement Analysis of Criminal 
Computer Behaviour: An Exploratory Study also explored some of these aspects. Conducted 
in Canada, this study revealed five key results [Rogers 2001]: 

1. Criminal computer activity is common; 
2. There are few social demographic differences between convicted computer and general 

criminals; 
3. In Canada, computer criminals receive shorter sentences than general criminals; 
4. Criminal behaviour is influenced by differential association, differential reinforcement 

and moral disengagement; and 
5. Any modelling should accommodate behavioural aspects. 

Part of the motivation can be the value ascribed to assets. This value includes not only the 
cost or worth of the asset itself, but also the services that can be derived from that item. For 
example a stolen mobile phone can often be used to make a number of expensive, long 
distance calls before the account is disabled. Other examples include credit cards and 
personal devices such as iPods, Blackberrys and Palm PDAs. The attractiveness of the asset 
is described by Newman as the criminogenic attributes of products [Newman 2003]. Six 
attributes were identified and described by the acronym CRAVED (concealable, removable, 
available, valuable, enjoyable and disposable). Much of the motivation for cybercrime can 
be attributed to the inherent value of assets, whether they are physical or whether they are 
intangible assets, such as information and intellectual property. It is interesting to note that 
the frequency with which items are stolen is largely a property of the disposability of the item 
[Clarke 1999]. 

While the study of criminology deals principally with motivational aspects, other key 
elements of criminal activity are opportunity and capability, without which the crime cannot 
be committed. 

Chapter 4 - Cybercrime Page 32 



Necessary user technical computing skills have become widespread in the last twenty years, 
particularly since the introduction of IBM's PC in 1981. At that point PC's became widely 
available for commercial use and are now seen in small business, schools and homes as well 
as academia, large organisations and government agencies [IBM History]. Capability is now 
widespread. 

The next major step in the emergence of cybercrime was the convergence of Internet and PC 
technologies. This was a key element in the motivation and creating the opportunity for 
widespread cybercrime. Today almost all financial transactions are conducted electronically 
at some stage of their life cycle. Many transactions are entirely electronic. Felson and 
Clarke discuss the "Ten Principles of Opportunity" in their paper Opportunity Makes the 
Thief Two principles of note are "Social and technological changes produce new crime 
opportunities" and "One crime produces opportunities for another" [Felson 1998]. See also 
Table 38 on page 143 in Chapter 8- Risk Assessment and Threat Modelling. A comparison 
of the characteristics of older styles of crime and cybercrime is presented in Table 8 below 
[Johnston 2008]. 

Table 8- Characteristics of Crime 

The use of the term computer crime dates to the 1960's when the first articles on computer 
crime and computer-related crime appeared. Computer crime was used by the media in the 
1970's as was crime by computer. Information age crime had appeared by 1982 and high
tech crime by 1985. Cybercrime was in use by 1990 [Brenner 2004]. In the late 1990's and 
early 2000's the terms electronic crime and e-crime were popular, in common with the then 
current fashion of using the "e" prefix such as e-commerce and e-government. The "e" prefix 
has fallen out of fashion, perhaps because of the association with the "dot com" boom and 
bust at the tum of this century. Cybercrime is now in general use. 

An early work on cybercrime was Crime by Computer by Donn Parker, at the time a senior 
information processing analyst at the Stanford Research Institute [Parker 1976]. Parker 
collected media reports over a four year period on what he described as "computer abuse" 
and when this collection was published, it became widely recognised as an important, 
perhaps seminal work. His collected papers 1958 to 2001 have been deposited with the 
Charles Babbage Institute, University of Minnesota [CBI 2003]. Parker described computer 
crime as a type of white-collar crime that involved computer technology. The computer 
crimes described were invariably perpetrated by those with access to the computer systems 
and confined to individual organisations. 

Some of the first reports on the global nature and growing threat of cybercrime started to 
appear in the late 1980's and early 1990's. Many previous reports had confined themselves 
to national boundaries although drugs and organised crime were acknowledged as global 
problems. In 1989, the Council of Europe Committee of Ministers adopted the first of 
several recommendations on computer-related crime [COE 1985]. 
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The first UN Congress on the Prevention of Crime and the Treatment of Offenders took place 
in 1955, and subsequently occurring every five years. The eighth Congress held in 1990, was 
the first of these UN conferences to consider computer crime in any depth. The topic has 
been included in every subsequent Congress. 

The OECD first considered computer crime and security in 1982 leading to further meetings 
and the establishment of an OECD expert committee. In 1986 this committee provided a 
series of recommendations, culminating in the OECD Guidelines for the Security of 
Information Systems, published in 1992 [OECD 1992]. This was superseded by the 2002 
publication of the OECD Guidelines for the Security of Information Systems and Networks: 
Towards a Culture of Security [OECD 2002]. 

In 1997 the US Attorney General stated "I consider high-tech crime to be one of the most 
serious issues demanding my attention" at an experts group on transnational crime 
[Reno 1997]. The National Fraud Center's December 2000 report The Growing Global 
Threat of Economic and Cyber Crime examined traditional and cyber economic crime, the 
impact of technology and discussed some of the issues and challenges. Costs of economic 
crime were estimated for the US Economy and the detrimental effect on the US Economy 
was expected to grow geometrically [NFC 2000]: 

o 1970 - US $5 billion; 
o 1980 - US$ 20 billion; and 
o 1990 - US$ 100 billion. 

A 2005 report attributed to a consultant for the US Treasury Department stated that 
cybercrime had outgrown illegal drug sales in value and was worth in excess of US$105 
billion in 2004 [CNN 2005, The Register 2005B]. While this report created some 
controversy at the time, with industry commentators disputing the quantum and method of 
estimation, later reports have substantiated the claim that cybercrime generates substantial 
profits, although the quantum remains in dispute. The OECD stated that "Cybercriminality 
has become a multi-million dollar industry that takes advantage of the borderless nature of 
the Internet" [OECD 2008]. 

Data released in April2008 by the FBI reported US consumers losing over US$239 million in 
2007, an increase over the US$198 million reported in 2006 [IC3 2007]. Given the 
incomplete nature of reporting, some US analysts have estimated the cost to US consumers as 
over US$100 billion per annum [Newsoxy 2008]. Estimates from the UK are equally 
alarming with GetSafeOnline.org, a joint initiative between the UK's Serious Organised 
Crime Agency (SOCA) and the UK Government estimating the average loss to be £541 per 
individual in a 2007 report [GSOL 2007]. · 

It is interesting to note that the FBI's Uniform Crime Reporting (UCR) published annually, 
indicates bank robberies yielded, on average, a little over US$4,220 each in 2004 and 
US$4,330 each in 2006. The apprehension rate was between 50 and 75% [FBI 2007]. When 
compared to the low risk/high reward offered by cybercrime, it is of little surprise that 
cybercrime has become dominated by professional and organised crime syndicates. 

Csonka noted that there are over 3,000 known organised crime groups operating in the 
European Union States with at least 30,000 identified members. Many. of these organised 
crime groups use business methods to run their operations including marketing, use of secure 
communications, employment of professionals, use of corporate vehicles and reinvestment in 
legitimate businesses. Some of the main activities are listed in Table 9 below [Csonka 2003]. 
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Table 9- Organised Crime Activities in Europe 

Csonka also noted that banks remain the primary vehicle of money laundering and over half 
of the prosecutions to 2003 involved funds handled or managed by lawyers and accountants. 

Broadhurst noted in his 2005 address to the 11th UN Congress on Crime Prevention and 
Criminal Justice that "Research on cyber-crime is in its infancy and providing an 
international evidence base for future policy development is a challenging task" 
[Broadhurst 2005]. The multi-jurisdictional nature of cybercrime is a notable challenge and 
while significant efforts have been made by various international bodies (for example UN, 
APEC, OECD, The World Bank, IMP, FATF, ARF and OAS) in the harmonisation of 
legislation, there continues to be considerable "inertia" which is at odds with the rapid 
development oftechnologies and concomitant cybercrime. 

4.1.1. "Traditional" Cybercrime 

The earliest examples of computer crime were little more than traditional crimes conducted 
with the assistance of technology. These were generally related to fraud and were, perhaps 
more correctly, described as computer-assisted crime. In many of these early cases, the fraud 
could have been conducted without the use of computers. Table 10 on page 37 below 
provides an outline of early types of computer crime. While not an exhaustive list, it includes 
frauds identified in New Zealand's crime statistics [Statistics 2006], fraud surveys [KPMG 
2004, KPMG 2006 and KPMG 2007] and other publications [Krause 1998]. These later 
views of computer-assisted crime are entirely consistent with earlier publications [Chambers 
1981]. 

These examples are, in almost all cases, related to fraudulent activity by insiders (for 
example, employees, management, consultants) who have a legitimate reason to be operating 
inside the organisation. 

4.1.2. Computer-Dependent Crime · 

In designing audit and control techniques it was found convenient to distinguish between 
traditional crime using computer technologies and crimes that exist only in a computer or 
cyber environment. The phrase "computer dependent" was coined [Chambers 1981, Deloitte 
1981] to describe crime that existed only in a cyber environment. While this distinction 
aided the choice of computer controls and auditing techniques it remained internally focused, 
relating to an era where there was little business computer inter-connectivity. 

The ubiquitous use of computers in business has seen these early distinctions disappear in all 
but a few historical references. The term cybercrime is in general use and encompasses 
computer-assisted and computer-dependent crime. Cybercrime has been defined in Chapter 1 
- Introduction. 
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4.2. Examples of Cybercrime 

Early examples of cybercrime included phreaking (telephone system exploitation, generally 
for toll fraud), data modification (such as changing examination results), fraud and theft. 

4.2.1. Phreaking 
The term phreaking is thought to have originated from the words phone and frequency. 
Phreakers used tones generated at specific frequencies to duplicate control signals and 
manipulate the telephone systems. Other sources attribute the origin to the words phone and 
freak, describing the interests of the individuals and groups conducting telephone system 
exploitation. 

Phreaking can be traced to the advent of switched telephone networks in the 1950s and 
1960s, particularly when trunk or long-distance calling could first be directly dialled. At that 
time, long-distance calls were costly and phreaking was a method of circumventing the call 
duration recording mechanisms to obtain cheap, long-distance telephone calls. This was the 
first time toll-fraud could be effected on a large scale without the collusion of a telephone 
company employee. 

Phreaking was stopped with the advent of digital telephones and exchange equipment, which 
used different control mechanisms. The world's first digital PBX was released in 1976 by 
Nortel (NORTEL]. The falling cost of communications and increased policing of 
communication networks also significantly increased the risk over the reward in phreaking. 
Today phreaking has been superseded by hacking attacks on control and other 
communications equipment including exchange, satellite and data centres. 

4.2.2. Telecommunications or PBX Fraud 
Misuse of telecommunication systems to circumvent line and call charging systems has been 
known almost since telephone systems were first introduced. The advent of the Private 
Branch Exchange in the late 1800s provided additional opportunities for telecommunications 
and toll fraud. These types of fraud have continued to the present day with no signs of 
abating, although they now represent a small proportion of cybercrime. The Communications 
Fraud Control Association estimated 2005 annual global telecommunication fraud losses to 
be in the range ofUS$54.4- US$60 billion, an increase of 52% from a similar survey in 2003 
and representing approximately five percent of telecommunication revenues (CFCA 2006]. 
Some examples include: 

• A 1997 case brought by the US Federal Trade Commission (FTC), FTC v. Audiotex 
Connection, Inc., CV-970726 (E.D.N.Y.), dealt with a scam in which Internet consumers 
were enticed to view or to access free computer images. If viewers accessed these 
images, their computer modems were covertly disconnected from their local Internet 
Service Providers (ISPs) and were reconnected through costly (usually off-shore) 
connections. High-cost long-distance telephone charges continued to accrue until the 
consumer turned offthe computer, even if they had exited the defendant's Web site and 
moved elsewhere on the Internet. This is also an example of the use of social engineering 
techniques (discussed later in Chapter 5 - The Tools of Cybercrime). Approximately 
38,000 consumers were victims in this scam, losing over US$2.74 million (Law 2007]. 
With better ISP security and controls and the advent of broadband, this type of fraud is 
seldom seen today. 
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Table 10- Computer Assisted Crime 

Accounts receivable 
fraud including: 

Asset theft including: 

Expense claim 
falsification including: 

Theft of cash including: 

Information 
manipulation including: 

• A 2000 report by a UK industry organisation cited an example of one of the UK's largest 
computer warehouses whose monthly communication cost increased from £3,000 per 
month to almost £20,000. It was later discovered that an installation engineer was 
involved in the fraud. Another significant case from 2000 involved a freephone number 
for a well-known UK slimming company faced with a £180,000 cost when 'phreakers' 
hacked into their PBX [Gibson 2000]. 

• A 2001 case in the United Kingdom resulted in the conviction of electronics engineer 
Radomir Lukic. He was jailed for 30 months for his part in a multi-million pound fraud in 
which mobile phone SIM cards were altered to enable users to make unlimited phone 
calls. The cost to BT Cellnet and Telewest was estimated to be £3m 
[The Register 2001B]. 
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• A 2002 IDC report estimates that there are more than 200 variants of PBX fraud in use 
[SiliconRepublic 2007]. Most forms of PBX fraud route calls through multiple 
jurisdictions to obscure the point of origin and increase the difficulty of prosecution. 
Criminal gangs and organised crime are technically competent to route calls anywhere in 
the world. 

• The Irish Department of Social Affairs was defrauded of €294, 136 in 2002 through a PBX 
fraud. This high-profile case was revealed in the Irish Comptroller and Auditor General's 
2002 report [Irish AG 2003]. In one weekend alone, costs of over €12,000 relating to 
unauthorised calls were identified. Fraudsters had taken advantage of a remote 
maintenance dial-in number to make international calls. Calls were received from 
Holland, Belgium and Italy and then routed to Africa and the Far East. 

• It was reported in 2006 by Energis (now owned by Cable & Wireless) that Irish businesses 
were combating PBX fraud to the value of €7 5m per annum and estimated to be increasing 
at a rate of 15% annually [SiliconRepublic 2007]. 

• The UK's Telecommunications UK Fraud Forum (TUFF) reported losses to fraud of £866 
million in 2004 of which £372 million (43%) was identity related subscription fraud 
[Levi2007]. 

4.2.3. Education Sector 
Administrative systems of large educational establishments are an attractive target for cyber
criminals because of the large volumes of personal data held on those systems. In 2006, the 
FBI Los Angeles office noted the number of cases had increased significantly in recent years 
with five incidents in fifteen months at University of California campuses. The California 
State University system reported at least 24 breaches between July 2003 and May 2006. Of 
the fifteen Universities in California reporting incidents between January 2005 and May 
2006, there were breaches of personal records affecting 614,080 individuals [LA Times 
2006]. Education establishments are lucrative targets for hacking attacks because: 

• They have a large population of technically literate and inquisitive students; 
• There is a degree of "openness" in university systems designed to foster research and 

information exchange; 
• Many educational establishments are connected with high-speed networks; 
• Traditionally administration systems were segregated from student and research systems 

so security for non-administrative systems was not usually a high priority; and 
• The wide availability of computing power, including the wide. ownership and use of 

mobile computing such as laptops, PDA's and Blackberries. 

Some examples of cybercrime in this sector include: 

• Yale University called in the FBI alleging computers at its rival Princeton University were 
used to hack into its online admissions system and read confidential student files 
[BBC 2002A]. 

• Oxford University suspended two students for hackil).g into the University's administrative 
systems, ostensibly to expose security weaknesses. [BBC 2004]. 

• Harvard, Stanford and Massachusetts Institute of Technology have declined to admit 
students who hacked their respective admissions systems to have early notice of 
admissions decisions [BBC 2005A]. 
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• In June 2005, the University of Southern California student application system was 
hacked, providing access to confidential information. The database included Social 
Security numbers and birth dates of over 275,000 applicants dating from 1997 
[North 2006]. 

• In March 2006, the Stanford University admissions system was hacked by 41 applicants 
ostensibly checking to see if they had been accepted and in December 2006, hackers 
compromised a University of Washington system, seeking storage for music files 
[LA Times 2006]. 

• In May 2007, the University of Missouri announced hackers had gained access to 22,396 
employee names and Social Security numbers. The hackers were traced to IP addresses in 
China and Australia [Missouri 2007]. 

• In May 2008 it was reported that students at a Texas high school had changed the grades 
of approximately 60 students, compromising almost 80 school computers and costing over 
US$190,000 to recover and restore systems [Softpedia 2008]. 

• The sale of false educational certificates dates almost to the time when certificates were 
first issued. This fraud resurfaces periodically, recently in August 2008 when a crime ring 
was exposed in China. The ten accused were discovered after the purchase of a fake 
doctor's certificate which was used to apply for a business license in Zhejiang Province in 
June. Authorities found the certificate was fake even though the information was matched 
on the Jiangxi Public Health Department's database. It was later discovered that Chinese 
Government databases in several provinces were compromised and data modified. The 
hackers, however, were unable to modify all referential databases, leading to their 
discovery [ZDNet 2008B]. 

The examples above cover a range of malicious activities from data modification and 
misuse of networks to later examples seeking personal information, usually for identity 
theft. While more recent examples have been used in this thesis, there are numerous 
instances from the early days of the Internet, typically modification of examination 
results, examination paper theft, data theft and denial of service attacks. 

4.2.4. Financial Gain 

Crime for financial gain has always been a manifest activity. Most involve fraud of some 
type, ranging from stock manipulation to extortion, false invoicing and payroll fraud. There 
have also been a series of spectacular trading frauds which have lead to the demise of a 
number of financial organisations. Many scams continue today and the high levels of 
fraudulent activity has created a number of advisory services, many provided by government 
organisations. Examples of this include the US Government's FTC which provides advice on 
a number of consumer matters including Internet Safety and Identity Theft, and the New 
Zealand Government's Scamwatch, provided by the Ministry of Consumer Affairs 
[FTC 2008, Scam Watch 2008]. Some early examples of financial cybercrime include: 

• An airline losing over £5 million, over a period of several years to a fictitious travel 
agency, operated by several programmers employed by the airline and in collusion with a 
travel agency [Chambers 1977]. 
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e The 1994 Citibank loss of over US$10 million to Russian hacker Vladimir Levin. Levin 
was allegedly using his office computer at a computer firm in St. Petersburg, Russia, to 
break into Citibank computers to obtain customer codes and passwords. In 1994 
customers complained of large sums "disappearing" from Citibank accounts. Citibank 
alerted the FBI who monitored activity. Between June and October 1994 Levin 
transferred more than US$10 million to accounts his group controlled in the United States, 
Finland, Netherlands, Germany, and Israel [InternetFraud 2007, NY Times 1995]. 

e A Romanian computer hacker and five US citizens were charged with conspiring to steal 
more than $10 million in computer equipment from Ingram Micro in California, at the 
time the largest technology distributor in the world. Calin Mateias first hacked into 
Ingram Micro's online ordering system in 1999 and placed more than 2000 fraudulent 
orders for computers and computer equipment over four years, directing delivery to 
dozens of addresses throughout the United States. Delivery addresses belonged to 
"mules" who had been recruited in Internet chat rooms to ship the equipment or transfer 
the proceeds from their sale to Mateias in Romania [USDOJ 2004A, CBS 2004] 

e The 2001 stock manipulation involving NEI Webworld. A large volume of a low-value 
bulletin board stock was purchased. After the market closed at the end of the week, a 
significant number of messages on hundreds of Internet bulletin boards reported a merger 
with a telecommunications company and the promise of huge profits. When the markets 
re-opened the following week the stock rose substantially before diving to its previous low 
value, resulting in significant losses for investors. On investigation, four individuals 
(including students) using the University of California at Los Angeles (UCLA) public 
library, were identified as the perpetrators. They had been the only individuals to buy 
stock in the week preceding the scam and all sold their holdings before the stock price fell. 
This is a classic "pump and dump" scheme. Arash Aziz-Golshani and Hootan Malemed 
filed guilty pleas to securities fraud charges [Painter 2001]. 

e The 2002 arrest by the US Secret Service of Donald McNeese, on identity theft, credit 
card fraud and money laundering charges. McNeese had compromised a database 
containing personnel records for approximately 60,000 employees of the Prudential 
Insurance Company. McNeese was a former database administrator for Prudential 
[USDOJ 2002]. 

• "Pump and Dump" schemes are becoming increasingly sophisticated, illustrated by the 
May 2008 disclosure by LPL Financial Corporation, financial planners and advisors. The 
authentication credentials of fourteen financial advisors and four assistants were 
compromised and access gained to over 10,000 customer accounts to further this fraud 
[TechTarget 2008B]. 

• A global scam associated with the fraudulent sale of tickets for the 2008 Beijing Olympics 
is believed to have earned more that NZ$50 million. Three bogus web sites 
(beijingticketing.com, beijing-tickets2008.com and theonlineticketexchange.com) were 
identified when purchasers did not receive tickets. The Olympic authorities immediately 
took steps to shut down these web sites. Some ticket purchasers were advised by the 
offenders that ticket suppliers had declared bankruptcy and recommended contacting 
credit card providers to arrange compensation [Stuff 2008F, Stuff 2008G]. 
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KPMG UK's publication of their 2007 annual "Fraud Barometer" reported that organised 
criminals are now accounting for almost 90% of the value of reported fraud over £100,000. 
UK Government agencies were targeted in approximately 83% of the reported fraud cases. 
KPMG's Fraud Barometer has been published annually in the UK for twenty years and 
reports a substantial increase in reported fraud since 2003 with a twelve year high in 2007. 
Much of the increase is attributed to organised crime, compared with prior years where the 
perpetrators were more likely to be management or staff. The use of technology to manage 
and perpetrate the frauds is now almost universal [KPMGUK 2008]. 

4.2.5. Trading 
Trading in stock, futures, foreign exchange and other financial instruments has been a 
speculative activity almost since the instruments were first invented. In recent years global 
connectivity, electronic trading and free access to global markets has significantly increased 
the volumes and the value of trades. Some of the most spectacular frauds include: 

e In April 1987, Merrill Lynch & Company announced that it had lost more than US$250 
million in trading mortgage-backed securities. The losses were originally attributed to a 
senior trader, Howard A. Rubin. Merrill Lynch dismissed him immediately citing 
tmauthorised trading. In 1990, Merrill Lynch and its insurers settled investor claims and 
agreed to release monies withheld from Rubin, paying him more than one million US 
dollars, plus interest and providing him with "a general release from all potential claims" 
[NY Times 1990A]. 

e The senior management of the Bank of Credit & Commerce International (BCCI), headed 
by Abbas Gokal, was providing unsecured loans to the Gulf Group. The Gulf Group was 
a large Geneva-based shipping company with offices in over forty countries. The BCCI 
provided loans worth several million US dollars in spite of the fact that the Gulf Group 
was insolvent. The size of the unsecured loans was disguised by falsified documents and 
an intricate money laundering operation. The BCCI was also accused of systematically 
bribing world leaders and political figures to gain access to central bank deposits of third 
world cmmtries. The massive fraud played a significant part in the collapse of the bank in 
July 1991. Touche Ross were appointed as liquidators and reported that BCCI had a 
£5.6bn deficit at the time of closure. At the time, it was the largest financial fraud in the 
world. Gokal was ordered to pay £2.94 million out of hidden funds and was sentenced to 
14 years imprisonment [SFO 2001, BBC 1991, FAS 1992]. 

e The 1995 collapse ofBarings Bank was the result of unchecked derivatives, equities and 
futures trading by Nick Leeson, based in their Singapore branch. Leeson was a successful 
trader and by 1993 was generating almost ten percent of the Bank's annual profit. Leeson 
had taken a number of unauthorised speculative positions, mainly in futures linked to the 
Japanese markets. A 1994 market downturn, accelerated by the economic impact of the 
earthquake in Kobe, accumulated losses of £208m. Leeson obtained additional funds to 
continue his trading activities in an attempt to recoup losses. A spot audit in February 
1995 discovered losses of more than £827m, almost the entire asset value of the bank. 
Barings eventually collapsed and was sold to the Dutch ING Group for £1. The collapse 
of Barings triggered a number of investigations, include a report by Bank of England. 
Leeson was an accomplished liar and social engineer. He covered his malfeasance by 
falsifying records, fabricating letters and creating elaborate cover stories. Convicted of 
fraud, he was sentenced to six and a half years in a Singapore jail [BBC 1999, BoB 1995, 
RG 2008]. 
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• In 1996, Sumitomo Corporation, a multinational Japanese trading organisation, announced 
a loss of US$2.6 billion, blaming unauthorised trading over a ten year period by its chief 
copper trader, Y asuo Hamanaka. Charges included fraud, forgery and falsification of 
records. Investigations in Japan, the United States and Britain were conducted into 
alleged illegal manipulation of the copper market. Hamanaka was sentenced to eight 
years in jail [FinancialPost 2008, NY Times 1996, NY Times 1998]. 

• In February 2002, Allied Irish Bank (AIB), Ireland's largest bank, announced US-based 
currency trader John Rusnak, had absconded after defrauding a US-based subsidiary of 
US$691.2 million in a scheme run from 1997 to 2001. AIB believe Rusnak disguised 
foreign exchange losses with some 24,000 trades over five years, some of which were 
fictional. Rusnak was apprehended and later sentenced to seven and a half years in jail 
[FinancialPost 2008, BBC 2003, Scotsman 2002, Telegraph 2002]. 

• In January 2008 Societe Generale, a French blue-chip company, announced they had 
discovered a significant banking fraud naming Jerome Kerviel, a futures trader employed 
by the bank, after he went beyond permitted limits in trading in European stock index 
futures. His activity included fictitious trades. Kerviel had taken positions worth 
approximately €50 billion, more than the bank's worth of approximately €35 billion. On 
discovery of the fraud, the bank immediately liquidated its position leaving a residual 
exposure of €35 million. The liquidation and associated write-down were projected to 
cost the bank €4.9 billion. Kerviel faces up to three years in prison and substantial fines 
[BBC 2008, Telegraph 2008A, SG 2008, Guardian 2008]. After an extended 
investigation, prosecutors recommended charges of abuse of trust, falsifying documents 
and computer hacking. At the end of June 2009, French Judges had yet to decide on 
whether Kerviel was to be referred to trial [Bloomberg 2009] 

4.2.6. Credit Card Fraud 

Although credit card fraud has existed almost since the introduction of credit cards, it 
continues to pose a significant threat and can represent a substantial loss to organisations, 
merchants and individuals. The fact that many organisations have a "web-presence" and 
operate on-line shops, provides opportunity for exploitation. The principal categories of card 
(credit and debit cards) fraud are [APACS 2008]: 

CD Card-not-present (CNP). Typical for Internet and mail order frauds; 
• Counterfeit (including cloning); 
• Lost or stolen; 
• Card Identity Theft; and 
CD Mail non-receipt, where goods or services paid in advance are not delivered. 

Credit card fraud has been increasing, again almost since the introduction of credit cards, 
although fraud levels have been relatively small compared with the total number and value of 
transactions. However, increasing usage, coupled with growth in a variety of Internet 
transactional offerings, for example Internet banking, on-line auctions and on-line shopping, 
have seen credit card fraud become a significant concern. This view is supported by a 
number of reports and surveys from trade associations and government agencies including: 
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• A 2001 survey from the Interactive Advertising Bureau in the UK, reported a 36% 
increase in credit card fraud from 2000 with an estimated value of £400 million 
[Telegraph 2001]. 

• The US Federal Trade Commission reported in 2004 that more than one in ten Americans 
were fraud victims with Internet services accounting for 1.75 million victims [FTC 
2004A]. 

• APACS, the UK's payments association, reports [APACS 2006]: 

0 In 2005, total UK card fraud was £439.4m. 
0 The most prevalent fraud type in the UK is card-not-present fraud, which cost 

£183 .2m in 2005. Card not present is also known as customer not present or CNP and 
occurs typically in mail order and Internet transaction where payee details and a card 
number are supplied but neither the card or the customer can be physically identified. 

0 In 2005, fraud on lost or stolen cards totalled £89m and counterfeit card fraud £96.8m. 
0 Around £1.2m was lost to card fraud daily with an instance of card fraud taking place 

on average every 9 seconds in the UK. 
0 One in every 3 people in the UK have been a victim of card fraud. 

• A similar report in 2008 revealed plastic card fraud losses on UK issued cards as £122 
million in 1997 growing to £535.2 million in 2007. CNP fraud was reported as £10 
million in 1997 growing to £290.5 million in 2007 [APACS 2008]. 

Card fraud in the UK has reached such proportions that the police are now unable to manage 
the volume of reports. In an attempt to streamline processes, changes to the UK's 2006 Fraud 
Act now requires card fraud to be reported to the issuing bank, who will then make any 
necessary reports to the police [London 2007, CPS 2008, SurreyPolice 2008]. Examples of 
credit card compromise and fraud include: 

• In 2000 the Welsh hacker Curador compromised web sites of ecommerce firms in the US, 
Canada, Thailand, Japan and Britain exposing over 28,000 credit card accounts. Losses 
were estimated to exceed US$3.5 million. [The Register 2001A, FBI 2003]. 

• An illustration of the international nature of credit card fraud was reported in the UK 
newspaper The Herald, in April 2008. Scottish Police had uncovered fuel station credit 
card frauds with an estimated value of over £1 million and with links to international 
terrorism. Countries in which cloned cards had been used included Australia, New 
Zealand, Canada, the US, Malaysia, Pakistan, Trinidad and Tobago amongst others. This 
fraud was similar to a 2007 fraud with alleged links to the Tamil Tiger organisation 
[Herald 2008]. 

The Australian Payments Clearing Association reported increasing credit card fraud with 
16.7 transactions out of every 100,000 being fraudulent in 2007. Again CNP fraud 
comprised the greatest proportion [Australian 2008]. Credit card fraud in New Zealand is 
briefly discussed in the Chapter 6- Cybercrime in New Zealand. 
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4.2.6.1.Chip and Pin 
The UK introduced "Chip and PIN" in 2004 with its use becoming mandatory for domestic 
card users from February 2006. This was in an attempt to reduce the incidence of card fraud 
although it does not assist with CNP fraud. AP ACS have reported reduction in fraud where 
the card is presented [APACS 2008]. Card fraud levels have continued to rise with criminals 
seeking alternative means of conducting card fraud. There are also reports that chip and PIN 
fraud kits are available for as little as US$4000 through cyber-criminal channels 
[Finextra 2008]. 

In 2006 it was reported that oil company Shell had stopped accepting payments authorised 
through the chip and PIN mechanism at 600 of its 1000 fuel stations. This was in response to 
the discovery of a fraud thought to have stolen an estimated £1 million from customer 
accounts [The Register 2006B]. The fraud was thought to have been perpetrated through the 
collusion of staff or other insiders in providing access to the payments terminals in order to 
capture transaction data, including authorisation details [Silicon 2006]. 

The UK's Dedicated Cheque and Plastic Crime Unit (DCPCU) was formed in 2002 to deal 
specifically with cheque and card crime. In 2007 they had achieved a 94% conviction rate, 
saving £130 million, disrupting 421 organised crime operations, recovering 103,000 
compromised card details, 16,500 counterfeit cards and 7,000 fraudulent cheques 
[Hunter 2008]. In August 2008 the DCPCU closed an operation where chip and PIN cards 
were created from details obtained from legitimate chip and PIN entry devices. Two arrests 
have been made, with equipment and hundreds of blank cards seized. The police 
investigation is ongoing [The Register 2008C]. 

4.2.6.2.Credit Card Information 
Information related to credit card fraud is a tradable commodity, much as malware and 
hacking techniques are traded. Research undertaken by the Honeynet Project in 2003 
detected an organised exchange for stolen credit card information. The exchange linked 
several hundred cyber-criminals world-wide through IRC channels and related web sites. 
Analysis indicated international involvement in credit card fraud activities with much of the 
activity in South Asia and the Pacific Rim. A series of specialised commands had been 
developed by the exchange administrators to facilitate enquiries and information downloads, 
listed in Table 11 below [Honeynet 2003]. 

A 2008 example of the multi-faceted nature of credit card fraud is the indictment of eleven 
individuals for what the US Attorney General described as the "single largest and most 
complex identity theft case ever. charged". The defendants were from several countries 
including the United States, Estonia, Ukraine, China, and Belarus. One of the accused is 
known only by an alias online and this individual and place of origin are yet to be identified. 
One other individual is alleged to have made more than US$11 million from this activity. 

Credit and debit card numbers were acquired by hacking fixed and wireless networks and 
installing sniffers on retailers' and restaurant chains' networks to capture card data. US 
discount retailer TJX revealed that data relating to at least 45.7 million customer credit and 
debit card numbers was stolen. This data was encrypted and stored in servers in the US and 
Eastern Europe. Some card data was sold to other criminals while other data was encoded 
onto blank cards and used to withdraw cash amounting to tens of thousands of US dollars 
from ATMs [USDOJ 2008A]. 
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Table 11 -Credit Card Exchange Commands 

!cc 

!cclimit card_number Determines the available credit for a specified credit card. 

Checks a credit card for validity. 

Returns a valid CVV2 number for a given card. 

Returns an exploit URL string from a database of known application
level Web server attacks. 
Provides transaction detail of compromised web site. 

4.2.7. Espionage 

Prior to 1975, most reported cases of espionage involved members of the military or civilians 
employed or recruited by the military or intelligence services. Governments stole 
information from other governments [Ackerman 2008]. Advances in technology have played 
a prominent role in espionage. Spying methods have evolved from memorising oral 
information and theft of papers through the use of photography, microfilm, copying 
technologies and facsimile to the use of Internet technologies and electronic data exchange. 
Globalisation is also a key factor in the changing nature of espionage with the development 
of dual (military and commercial) use technologies. International corporations have changed 
concepts of national loyalty and affected the allegiance of citizens and cyber-criminals who 
steal information, commit fraud for financial gain, and disrupt information systems 
[Perserec 2002]. 

The US National Counterintelligence Executive reported that 108 nations were identified as 
attempting to obtain sensitive US technologies in 2005 [Kitfield 2007, FECIE 2005]. 
Collection methods included: 

• Posting personnel at US military installations; 
• Employing commercial firms in the United States and in other countries to target and 

acquire US technology; 
• Recruiting students, professors, scientists, and researchers to engage in technology 

collection; 
• Exploiting official visits and collecting information at conferences, conventions and trade 

shows; and 
• Using Internet search and other cyber-tools. 
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The FBI estimates that there are more than 3,000 Chinese companies established in the US in 
order to gather intelligence and teclmologies. During 2005, the FBI opened 89 economic 
espionage cases with an additional 122 cases in progress. Leading state sponsors of 
espionage activity in the US include India, Pakistan, Iran, Japan, France and Israel with China 
and Russia being the most active [FECIE 2005]. 

The 2007 Report to Congress noted that the US " ... remains the prime target for foreign 
economic collections and industrial espionage ... " This report also noted 51 new and 53 
pending cases under investigation by the FBI and over 2,600 export investigation by the US 
Immigration and Customs Enforcement. While espionage attempts originated from a large 
number of countries, a core group of ten, including China and Russia, continue to support 
high levels of collection activity. Cyber attack and exploitation was also noted as continuing 
unabated [FECIE 2007]. 

The US Intelligence Community provides the US Congress with an Annual Threat 
Assessment. In the 2008 Threat Assessment, the Director of National Intelligence noted the 
growing cyber-threat and that the US information infrastructure was being increasingly 
targeted for exploitation with cyber-exploitation activities becoming more sophisticated, 
targeted and serious [DNI 2008]. Some examples of industrial and foreign state sponsored 
espionage include: 

• Hackers hired by the Soviet KGB during 1986-1989 compromised Pentagon, NASA, Los 
Alamos National Laboratories and Lawrence Berkeley Laboratories computer systems. 
They were discovered by Berkeley's network manager following up a minor accounting 
discrepancy in computer logs. An investigation lead to the arrests of three Germans in 
Bremen, West Germany [DOE 2007, Stoll1988]. 

• A group of Dutch hackers compromised a wide range of US computers, including those at 
the Kennedy Space Center, the Pentagon's Pacific Fleet Command, the Lawrence 
Livermore National Laboratory and Stanford University. Some activities were filmed by a 
Dutch television station as they broke into a United States military computer [NY Times 
1991]. 

• Former FBI Agent Robert Hanssen conducted espionage for the Soviet Union and later 
Russia, from 1979 until his apprehension in 2001. He made extensive use of technology, 
browsing FBI, NSA, CIA and Department of State databases for useful information. He 
also regularly searched databases for indications he was under investigation. Information 
was printed or copied onto diskettes. He later attempted to pass information more 
directly, including using the wireless capability of his Palm III PDA [Perserec 2002]. 
Information passed by Hanssen lead to the capture and execution of several American 
agents operating in Russia. In May 2002 he was sentenced to life imprisonment without 
parole [lOSS 2004]. 

• Chi Mak, a 66-year-old engineer born in China and a naturalised US citizen, was 
convicted in May 2007 of conspiring to violate export regulations and supply military 
technology to the People's Republic of China. Mak faced a maximum sentence of 35 
years' imprisonment. He had been employed as an electrical engineer at Power Paragon, a 
defence contractor, working on the US Navy's Quiet Electric Drive programme. Mak had 
apparently supplied his brother Tai with Quiet-Drive related documents which were then 
copied onto removable media in order to be couriered to China. The documents were 
unclassified, but the information was proprietary and US export-controlled. This was the 
first of a series of trials involving family members. It emerged during this trial that 
information related to the Space Shuttle programme had also been targeted 
[The Register 2007 A]. 
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4.2.8. Economic Espionage 
Economic espionage, also known as corporate or industrial espionage, is designed to gain an 
economic advantage, steal intellectual property and trade secrets, compromise competitive 
advantage, bankrupt a competitor and a myriad of similar objectives. A great deal of 
information that may have been nationally classified as secret is now in the hands of the 
private sector, contractors to governments and privately-owned critical infrastructure 
organisations. Economic espionage is usually achieved by illegal means and today largely 
requires computer capabilities. While cyber-espionage can obviate the need for human 
intervention on site, where it leads to a cyber-attack and combined with a physical presence, 
it creates a significant multiplier effect. In many cases the economic espionage originates 
with and is organised by foreign governments [Ackerman 2008]. Examples drawn from 
successful prosecutions by the US Department of Justice [USDOJ 2007] include: 

• theft of trade secrets; 
• customer, account, pricing and other proprietary information; 
• software design documents and computer source code; 
• engineering drawings, plans and assembly schematics; 
• access card control information; 
• proprietary databases; 
• customer and business information; and 
• genetic screening discoveries and drug formulae. 

A 2001 study by the Wharton School of Business suggested that rates of intellectual property 
theft had doubled over the previous two years, attributed to increased use and reliance on 
information technology [Whittle 2001]. A 2006 survey commissioned by Microsoft found 
that 22% of employees in the UK admit to unauthorised access of confidential or sensitive 
corporate data. Over half (54%) admitted they would do so, given the opportunity. 
Information ranged from HR and payroll information, to managers and colleagues personal 
notes and passwords. 33% of respondents admitted they would access information of 
previous employers, if they still had access to those systems [IT Pro 2006]. 

Few estimates of the costs of economic espionage are published. US reports on Foreign and 
Industrial Espionage have been unable to provide estimates due to the difficulty in identifying 
losses and estimating fair market value and lost sales as well as other cost factors. It is also 
noted that the size of civil and criminal penalties does not accurately reflect the extent and 
scope of the issue [FECIE 2005]. Economic espionage can have a direct detrimental effect 
on national economies in terms of lost personal and corporate taxes as well as other 
organisational levies and tariffs. A consequential effect may be to reduce governments' 
spending programmes including defence, education, healthcare and other social programmes 
[Jones 2008]. There is also an opportunity cost associated with lost intellectual property. 

A 1996 estimate by a former Canadian Intelligence specialist put the national cost of 
economic espionage at C$1 billion per month [QuinnD 2006]. In a more recent survey by 
ASIS International, survey respondents reported financial impact per organisation ranging 
from less than US$10,000 to more than US$5.5 million. However, no US national estimates 
were reported [ASIS 2007]. Some specific examples of economic espionage include: 
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e The IBM - Hitachi cases, also widely known as the JAPSCAM, dates from the early 
1980s. Hitachi acquired a set of commercially confidential IBM workbooks, containing 
technical and trade secrets, from a former IBM employee. The Japanese diplomatic 
service was also implicated, having used diplomatic communication channels to relay 
instructions to Hitachi employees in the United States. When discovered, there were a 
number of arrests and an out-of-court settlement ofUS$300 million to IBM [Joyal1996]. 

e In 1990, an FBI investigation confirmed reports that France's intelligence service had 
targeted US industrial organisations, seeking industrial and trade secrets. The French had 
attempted to recruit employees in the French offices of IBM, Texas Instruments and other 
US technology organisations. The US State Department responded with a confidential 
protest to the French Government [NY Times 1990B]. 

e In 2003, the US Department of Justice charged two former Boeing managers with 
industrial espionage against Lockheed Martin, in a case dating back to 1997. This case 
related to bids from the rival firms for the US Air Force rocket program. The former 
Boeing managers were alleged to be in the possession of 141 documents, consisting of 
more than 3,800 pages recovered from their work spaces in 1999, and which appeared to 
belong to Lockheed Martin. Of these documents, 36 were labelled "Lockheed Martin 
Proprietary" or "Competition Sensitive" [USDOJ 2003A]. 

The individuals faced a maximum fine of US$850,000 and up to 15 years in prison. The 
former managers had themselves filed suit against Boeing for unfair dismissal. A separate 
US Air Force investigation resulted in Boeing's suspension from bidding for US Air Force 
contracts, stripping Boeing of several existing contracts and awarding those contracts to 
Lockheed Martin. In addition, Boeing lost the right to bid for contracts related to the 
rocket program for a twenty-month period which expired in March 2005. At the same 
time Lockheed Martin sued Boeing, alleging a violation of US Federal anti-racketeering 
laws by mounting a systematic campaign of corporate espionage to win contracts [Decatur 
2003, SpaceNews 2003]. Boeing is reported to have negotiated a settlement of US$500 
million with the US Department of Justice, covering this and multiple other allegations of 
misconduct related to US government contracts [StLouis 2005]. 

e In 2000 the mobile phone company Orange, owned by Vodafone, was bought by France 
Telecom for £31 billion, the deal following an auction with rival European and American 
telecommunication organisations. Orange confirmed it was helping authorities with an 
investigation into a contractor employed by Orange and who had carried out work for 
other British organisations. The Orange investigation was believed to be part of a wider 
investigation by British security services into the passing of confidential information 
relating to British companies to the French intelligence service. There were concerns that 
passing of this information would have given France Telecom an unfair advantage in the 
auction of Orange [BBC 2000A]. 

• In 2001 it was alleged that Proctor & Gamble had used contractors to undertake "dumpster 
diving" at Uni1ever, to obtain commercially sensitive information. The operation obtained 
over 80 documents, relating mainly to the hair care operations ofUnilever. A confidential 
settlement was reached [Eurofood 2001]. 
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• In 2002, the Swedish electronics and telecommunications organisation Ericsson, was the 
target of an international espionage incident. According to court documents, five 
employees were suspected of industrial espionage and passing secret documents to an 
unnamed foreign intelligence service. Their detention was the result of a month-long 
surveillance operation by the Swedish police. Two Russian diplomats were expelled 
[BBC 2002B]. 

• A case involving the development and sale of spyware has resulted in the arrest of 22 
people in Israel and the UK in 2005. The spyware was used by private investigators to 
copy confidential documents from their client's competitors [The Register 2006A]. 

• Also in 2005, a Chinese agent defected in Belgium, revealing a large Chinese intelligence 
gathering operation in Europe, targeting space, defence, telecommunications, chemical 
and heavy industries. The defector had worked in several European universities and 
organisations for over ten years [Telegraph 2005]. 

• In 2006 a secretary to Coca-Cola's global brand director stole confidential documents and 
samples of products and with co-conspirators, attempted to sell the items to PepsiCo for at 
least US$1.5 million. The conspiracy was revealed after Pepsi received a letter and 
informed Coca-Cola. The FBI investigated, resulting in the arrests of three individuals 
including the former secretary [NY Times 2006]. 

• Early in 2007, Milan magistrates ordered the arrest of four Telecom Italia employees, 
including the former head of security at Telecom Italia, who was already imprisoned on 
espionage charges under a separate investigation. The four are accused of spying on 
Italian publishing groups and newspapers. It is alleged they used a Trojan program, 
Telecom Italia resources and computers in Brazil and Switzerland to break into computers 
and steal sensitive data, including a copy of a three-year business plan [Infoworld 2007]. 

• The McLaren Formula One racing team were fined US$100 million, stripped of their 2007 
constructor's championship points and ordered to prove there was no Ferrari intellectual 
property in the McLaren cars before racing in 2008. The incident surfaced when a 780 
page compendium of Ferrari data was found at the home of McLaren's chief designer. 
The information had been received from Ferrari's Chief Mechanic, a long-time colleague. 
Both individuals have lost their positions [BBC 2007 A]. On completion of hearings in 
September 2007, the International Automobile Federation (FIA) released transcripts of the 
proceedings, with confidential information obscured. Unfortunately it was a trivial matter 
to recover the confidential information, exposing a significant lack of understanding of 
electronic documents by the FIA [Jones]. 

• In November 2007, the Renault Formula One racing team were charged, by the FIA, with 
"unauthorised possession of confidential McLaren information". The charges related to 
the period September 2006 to October 2007. The information allegedly included the 
layout and critical dimensions of the McLaren car, details of the fuelling system, gear 
assembly, oil cooling system and hydraulic control system and details of a suspension 
component [TVNZ 2007A]. 

It is interesting to note that many examples demonstrate the state-sponsorship of economic 
espionage activities. This is a. clear indication of the value of information held by the 
organisations targeted. A major current concern is the high level of activity openly attributed 
to Chinese state-sponsored economic espionage by New Zealand, Belgian, German, US and 
UK intelligence sources [DominionPostSept2007B, DominionPostDec2007 A, Stuff 2007 A, 
Telegraph 2007B, SOPHOS 2008B]. 
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In a related report it was revealed that Rolls-Royce and Royal Dutch Shell have been 
subjected to attempts of industrial espionage. Chinese sponsored hackers launched a 
sustained attack and succeeded in compromising a Rolls-Royce internal network. The attack 
was of such magnitude there was concern over the ability of the network to withstand the 
attack. Shell is understood to have detected attempts to recruit Chinese nationals employed 
by Shell, specifically targeting employees with families in China [DominionPostDec2007B]. 

A further illustration of the close coupling of state-sponsored and economic espionage is the 
recent arrest of Dongfan Greg Chung, a former Boeing engineer, who has been charged with 
stealing Space Shuttle, C-1 7 military transport, Delta IV rocket and other aerospace trade 
secrets and passing them to China. He is facing a number of charges including eight counts 
of economic espionage [USDOJ 2008B]. 

4.2.9. Identity Crime 
There is some confusion over descriptions of criminal activity related to identity, commonly 
described as identity theft. A better description is identity crime of which identity theft is one 
element. The term identity crime, is used to encompass all crime related to identity, 
including theft, fraud, false identity and impersonation [Phair 2007]. In most cases identity 
crime is a means to an end, usually fraud. A 2007 UK survey [Garlik 2007] found: 

• There were an estimated 92,000 cases of online identity fraud in the UK during 2006; 
• Approximately 40% of all UK identity frauds are facilitated online; and 
• The top three false or stolen documents used by fraudsters to attempt identity fraud in 

2006 were utility bills, passports and bank statements. 

This report commented "The proportion of identity theft/fraud facilitated online is expected 
to increase throughout 2007 as a result of the increasing technical sophistication and 
organisation of fraudsters and the increasing amount of identity information that may be 
gathered from online sources". 

CIF AS, a UK fraud prevention organisation, continues to report increases in identity fraud 
cases with a startling increase of 146% in facility take-over fraud. Facility take-over fraud is 
identity theft in order to illegally operate another person's or organisation's financial, 
banking or commercial accounts and policies. While the increase is partly attributed to UK's 
economic slowdown, there is a continuing trend of increasing sophistication and volume of 
identity crime. Summary comparative figures are provided in Table 12 below 
[CIFAS 2008A]. 

A report by the US Utica College's Center for Identity Management and Information 
Protection, based on data provided by the US Secret Service, found that "Prosecutors had a 
slightly better chance of sending a convicted identity thief to prison than not (51%) and could 
expect to see the imprisoned offender sentenced to three years or less of incarceration" 
[Utica 2007]. 

The study also revealed that identity theft affected a family member or friend in sixteen 
percent of cases. In about a third of cases, the identity thief was usually an insider with data 
being stolen from an employer. 
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Table 12 - UK Identity Crime Summary Statistics 

In many cases, identity theft is a means to an end. The Utica report analysed 501 cases and 
identified the most common offences facilitated by identity theft. Fraud, theft and forgery 
occurred most often, as shown in Table 13 below [Utica 2007]. It is important to note that 
respondents may have experienced multiple offences. 

Table 13 -Offences Facilitated by Identity Theft 

While the Utica report groups the various types of identity fraud into a single category, 
CIF AS describes eight categories of identity fraud together with a protective entry (category 
0). Category 0 is used where, for example, identity documents have been stolen or lost 
[CIF AS 2008B], shown in Table 14 below. 

Apart from direct financial loss, victims of identity crime are likely to suffer significant 
inconvenience, stress, loss of credit rating, additional costs in rectification of credit records 
and on-going monitoring, such as credit protection, regular credit reports and requests for 
information from retail banks [Purnell 2007B, FTC 2006, ANSI 2008, USDOJ 2008C, 
FBI 2008]. Research by Verisign has illustrated the value of identity information, finding 
that the average UK consumer is worth £10,077 online. The survey also reported a high level 
of online sharing of personal information with banks, retailers and social networking sites 
[Verisign 2008]. 

The US Federal Trade Commission (FTC) has expressed concern over information systems 
vulnerabilities leading to misuse, particularly identity theft. This generally manifests itself in 
the misuse of existing accounts or the creation of new accounts using the victim's identity 
[FTC 2005]. The FTC issued what are described as "Red Flag Rules" in October 2007, 
taking effect on 1 January 2008. All US financial institutions must comply with the new 
mles by 1 November 2008. 
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The Red Flag rules implement sections of the US Fair and Accurate Credit Transactions Act 
(FACTA) of 2003. Of particular interest is the requirement to identify "patterns, practices 
and specific forms of activity . . .signalling possible identity theft" [FTC 2007C, 
FinancialSecurity 2008, RSA 2008A]. 

Table 14- CIFAS Identity Fraud Categories 

3 

4 

5 

6 

7 

1 
Application Fraud (Facility Refused) - An application/proposal for any 
facility with one or more material falsehoods in the information provided - the 

was refused. 
Conversion- Conversion (disposal or sale) of goods (to which the hirer/buyer 
does not have title) under a hire-purchase, conditional sale, contract hire, 

or rental 
First Party Fraud - Opening an account or other facility for a fraudulent 

or the fraudulent misuse of an account or 

8 Insurance Claims Fraud - The making of a claim(s) under one or more 
insurance policy with one or more material falsehoods or by presenting a false 
or document. 

4.3. Cybercrime Today 

The appearance of cybercrime, as we know it today, is tied to the emergence of the Internet 
as a ubiquitous communication, information and commercial channel. In common with other 
types of criminal behaviour it requires the characteristics of opportunity, motivation and 
capability. It also requires a perpetrator, victim and means. 

The Internet has increased opportunity to commit cybercrime and, as succeeding generations 
become more technology literate, the capability to commit cybercrime increases. The means 
by which cybercrime can be undertaken is now widely available at low cost (powerful PC's, 
cheap broadband and widely and freely available guidance on the mechanisms of 
cybercrime). The head of e-crime for the UK's Serious Organised Crime Agency (SOCA) 
has been reported as stating that e-crime is so widespread it now plays a role in nearly every 
criminal investigation [Silicon 2008]. 

With the advent of on-line transactions, ordering, funds transfer, banking and other financial 
activities, frauds originating from external sources have become significant. The KPMG 
2006 Forensic Fraud Survey found that "external frauds represented a higher average value 
per organisation than internal frauds" [KPMG 2006]. 

Chapter 4 - Cybercrime Page 52 



4.4. Classification of Cybercrime 

Cybercrime today covers a wide spectrum of malicious and fraudulent activity. A number of 
attempts have been made to classify cybercrime, most of which provide for the means by 
which a crime is perpetrated as a category in itself. This is typical in legislation such as New 
Zealand's Crimes Act [Legislation 2009]. Another example of such classification is provided 
in the European Convention on Cybercrime [COE 2001]. This approach, however, does not 
adequately classify the activity or the perpetrators of crime. In order to properly analyse and 
mitigate the effects of cybercrime, other characteristics of cybercrime, particularly activity, 
perpetrators and means, also require examination. 

The European Convention on Cybercrime was first agreed in 2001 and took effect from 
July 2004. As at 29 June 2008, forty-four countries have signed this convention, including 
four non-EU countries. Twenty-three of these countries have enabled this convention 
through ratification or by enacting national legislation [COE 2001]. This convention 
classifies cybercrime into five groups of offences, shown in Table 15 below. 

Table 15 -Convention on Cybercrime- Cybercrime Offences 

An additional COE Protocol (ETS 189) to the Convention on Cybercrime criminalises racist 
and xenophobic acts committed using computer systems. Agreed on 28 January 2003, it 
came into force on 1 March 2006. As of 10 August 2008, thirty-three countries had signed 
this protocol with thirteen having passed domestic legislation to ratify the protocol 
[COE 2003A]. A useful Explanatory Report is also provided [COE 2003B]. 

A survey undertaken by Microsoft Asia Pacific in 2006 examined Internet safety, unsolicited 
email, privacy and cyber-security legislation of thirteen Asia-Pacific economies and 
compared this against the European Convention on Cybercrime. New Zealand legislation 
was assessed as having a strong alignment with the provisions of this convention [Microsoft 
2007B]. 

4.5. Summary 

Crime, espionage and treachery have existed for millennia. However, the move to electronic 
environments does allow greater connectivity than at any time in our history and with this 
connectivity comes greater exposure and risk. Having discussed Internet technologies and 
cybercrime, the extensive use made of Internet technologies to conduct cybercrime is 
discussed in Chapter 5- The Tools ofCybercrime. 

The prevalence of cybercrime demands good cyber-hygiene practices, a higher standard of. 
awareness and care of information and ongoing efforts by governments to protect their 
citizens from the worst of the excesses of cybercrime. 
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Chapter 5 ... The Tools of Cybercrime 

5.1. Introduction 

Chapter 5 builds on the context provided in Chapter 3 - A Brief History of The Internet and 
Chapter 4 - Cybercrime. This discussion relates to the channels, mechanisms and techniques 
used by cyber-criminals, providing an understanding of how cybercrime is conducted. Again 
a number of examples are used although the timeframe, in this chapter, has been largely 
restricted to the last decade, recognising the rapidly evolving nature of technology and 
corresponding rapid development of cyber-criminal tools and techniques. 

5.1.1. Cybercrime Objectives 
All computer systems retain valuable data on their owners, regular users and supported 
organisations, intentionally or otherwise. In many cases the existence, nature, location and 
value of this data is not well understood by users. Valuable data is not restricted to stored 
data but may include transient data, including authorisation credentials and other keystrokes, 
screenshots and network traffic. Attackers, on the other hand, have a very clear idea of these 
attributes and how to exploit them for profit [Ianelli 2005]. 

Cybercrime today covers a broad range of criminal activity, which may be conveniently 
categorised by the motivation or objective of the cybercrime. It is considered these fall into 
three principal categories of financial, seeking direct monetary benefit, information, which is 
often used for other purposes including financial gain, blackmail and extortion and thirdly, 
content, which again can lead to other cybercrime. These motivation categories are further 
described in Table 16 below. A benefit of this categorisation is that corresponding cyber 
defences can be similarly grouped to assist in defence management, investigation and 
prosecution as motivation often defines activity (such as in the viewing of pornographic 
material). 

5.1.2. Conduct of Cybercrime 

In addition to the broad objectives of cybercrime , there are four groups of activity. Each 
group is distinct in that the individuals conducting the activity are uniquely identifiable as: 

• Organised, including pornography rings, organised crime, criminal gangs and state
sponsored activity. This activity is likely to be persistent, sustained and can be both 
targeted and widespread; 

• Harassment, generally the activity of an individual or a small group. This activity is likely 
to be persistent and targeted but not widespread; 

• Opportunistic, generally the activity of an individual identifying a specific opportunity. 
This may take place over an extended period of time but is generally not widespread; and 

• Information acquisition, which may be organised, opportunistic or undertaken by an 
individual. This activity may be a single event seeking specific data or be more general 
seeking data of interest over an extended period oftime. 

This grouping by activity similarly groups cyber attack mechanisms, which can assist in 
cyber defence management. Table 17 below provides a further view of the extent of today' s 
cyber-criminal mechanisms. Each of the key mechanisms or cyber-criminal tools listed 
therein are discussed later in this chapter. 
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5.1.3. Information Warfare and Information Operations 

A distinction must be drawn between cybercrime, Information Warfare (IW) and Information 
Operations (IO). IW finds its roots in espionage, misinformation and psychological warfare. 
Today's electronic and Internet-connected world has revolutionised the use of information 
and communication technologies with a corresponding shift in the significance of disruption 
to those technologies. Although it has been earlier described as "Information Age Warfare" 
[Fowler 1997], the term has been shortened to Information Warfare. IW can be viewed as the 
union of classical warfare with the cultural and technological aspects of information and has 
come to mean the wide scale disruption of information and communication assets and 
systems, usually at a national level. IO is the means of conducting IW and encompasses both 
offensive and defensive operations such as electronic warfare, computer network operations 
and defence, psychological operations, military deception and operations security [Fredericks 
2002, USDOD 2006]. 

The tools and mechanisms used to conduct IW and IO are, in many cases, the same tools and 
mechanisms used to perpetrate cybercrime. Examples used in this chapter illustrate the tool, 
rather than differentiate between cybercrime, IW and IO. Although the boundaries between 
cybercrime, IW and IO are blurred, the key differences are those of scale, motivation, intent 
and the perpetrators or "actors". 

5.2. Cyber-Criminal Mechanisms 

There are multiple channels, mechanisms and techniques for the conduct of these activities 
including Internet connectivity, Instant Messaging, IP telephony and mobile devices. In 
many cases these channels, mechanisms and techniques can be used for several activities 
creating overlap between motivation, activities and choice of techniques. For example 
sabotage can be used to facilitate extortion. The electronic tools and techniques used to 
facilitate cyber-criminal activity are sometimes referred to as crimeware [DRS 2006]. 

It should be noted that the key cybercrime mechanisms or crimeware can be, and indeed are 
used by organised cyber-criminals, small groups and individuals as well as in IW and IO. 
The grouping in Tables 16 and 17 represent the most common usage but the mechanisms are 
neither exclusive to a particular group nor are mutually exclusive in use. 
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Table 16- Cybercrime Today 

Fraud 

Counterfeit Drug Sales 

Extortion 

Machine capture 
(Botnet) 

ounterfeiting 

On-line gaming 

Information Spam 

Information theft 

Data corruption 

Sabotage 

Economic espionage 

Identity theft 

Social Engineering 

Pretexting 
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Organised crime and terrorist groups. May include 
sale of or stolen 
Covering the many types of fraud, some of which 
are described in Table 10, page 37, Chapter 4 above 
and including investment, accounting, credit card 
and fraud. 

worms. 
Compromise of a computing device for use in 
botnets, access to which is later traded or used for 
other malicious activities. 
Illegal copies of software, music, DVDs, fashion 

often distributed over the Internet. 
Theft of virtual possessions from an on-line game, 
sold for real-world 
Misuse of corporate resources and additional cost 
in 
Including intellectual property, trademarks, 
copyright, customer lists, software & recorded 
media piracy, etc. Sometimes facilitated by 

ans & rootkits. 

Intellectual property, trade secret, plans, customer 
lists etc. theft. 
Usually for the execution of some other crime. Can 
include phishing and the use of mal ware (e.g. 

A form of social engineering. Pretexting for 
financial information is now illegal in the United 
States. 
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Table 16 - Cybercrime Today (Continued) 

Cyber -stalking 

Hate Crime 

Perverting the course of 
justice 

Gambling 

Table 17 - Cyber-Criminal Mechanisms 
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On-line casinos and other Internet gambling 
sites which are illegal in some jurisdictions. 
This can also lead to blackmail and extortion. 
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5.2.1. Phishing 
Several definitions of phishing are available from numerous government and industry groups 
such as the Federal Trade Commission, the UK's BankSafeOnline and the Anti-Phishing 
Working Group [FTC 2009, Banksafe 2009, Anti-Phishing 2009]. Phishing is the term used 
to describe the use of deception, utilising the Internet, to perpetrate an online fraud, 
masquerade as a legitimate company or impersonate an individual in order to obtain 
organisational, personal or financial information. Typically cyber-criminals are exploiting 
greed, ignorance and gullibility of the targets. The information thus obtained is frequently 
used to fraudulently access bank accounts and other sources of money. A phishing technique 
was described in detail as early as 1987 in a paper by Felix and Hauck, presented to the 
International Hewlett-Packard Users Group, HP-Interex conference [Felix 1987]. Online 
phishing has been traced as far back as 1996, where hackers were obtaining AOL user 
passwords [NEXT 2004]. The term was first recorded in an AOL user group (Usenet 
newsgroup) discussion in 1996 [OED 2009]. 

Phishing is a widely used social engineering tool used to obtain personal or organisational 
identity, credential or financial information. Usually propagated through email or Instant 
Messaging (IM), it relies on the exploitation of the human traits of curiosity, greed, peer 
pressure, fear, respect for authority and a desire to please to entice the recipient into opening 
or following the instructions in the email. The instructions often lead to a bogus web site. 
The information thus obtained is used for criminal purposes such as fraud [USDOJ 2004B]. 
Once personal details have been obtained, they are regularly used for identity crime in order 
to conduct some type of fraud, or to directly access an individual's or organisation's bank 
accounts, financial resources and important data repositories. Phishing attacks are 
increasingly relying on contextual information to maximise yield and minimise risk 
[Jakobsson 2007]. 

Some of the earliest phishing activities were recorded in Brazil. Australia also recorded 
phishing activity as early as 2003 [Phair 2007]. The first recorded IM phishing attack was 
reported in March 2005 and attempted to coerce Yahoo Messenger users into providing 
sensitive information [Information Week 2005]. 

Phishing has become a widely used cyber-criminal tool and exponential growth has been 
recorded since it first appeared. Early phishing attempts were relatively crude, often 
containing spelling and grammatical errors. Today, however, it is difficult to discern the 
differences between legitimate email from authorised correspondents and phishing attempts. 
Phishing email today also regularly carry a malicious payload (malware) such as keyloggers, 
trojans and viruses. 

World events are also frequently used to entice users to respond to the phishing email. The 
9/11 World Trade Centre, 2004 Indian Ocean Tsunami, 2005's Hurricane Katrina and the 
2008 Olympics have all been used in this way. A 2007 example is the misuse of the 
American Red Cross targeting families of military members. An individual is advised that a 
family member has been injured while on duty. In order to get immediate aid to the injured, 
paperwork must be completed and personal information verified [FTC 2007A]. 

Sophos, a security company, publishes monthly reports which include the top ten web and 
email borne threats, hoaxes and scams, including phishing attempts. The subject line of the 
phishing email is intended to rouse the curiosity of the recipient, as illustrated in Table 18 
below [SOPHOS 2007C]. It is interesting to note the publication of the 2007 Forbes 
Magazine report on the ranking of the world's billionaires [FORBES 2007] and the 
concurrent appearance of item 6 -"Bill Gates Fortune". 
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Table 18 - Email Threats, Hoaxes and Scams 

Position Threat/Hoax/Scam Percentage of 
reports 

1 Hotmail Hoax 23 .7 
2 A virtual card for you 10.6 
3 Olympic torch 6.7 
4 Bonsai kitten 2.0 
5 MySpace J Neutron07 virus 1.8 
6 Bill Gates Fortune 1.7 
7 Justice for Jamie 1.6 
8 Heart attacks and warm water 1.5 
9 Meninas da Playboy 1.3 
10 Budweiser frogs screensaver 1.3 

Others 47.8 

Another example in Figure 6 below [TechRepublic 2005] dates from 2005 and uses 
Christmas holidays to gain attention. It then seeks to obtain the recipient's online credentials, 
which would be used for fraudulent purposes. 

Figure 6 - Ebay Phishing Email 
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Because a key objective in phishing is to obtain access to banking accounts, the web sites of 
banking organisations are often imitated. Typically only a small number of institutions, three 
or four, will be the target of the majority of phishing attacks at any one time. Phishing 
statistics provided by Marshal, a security organisation, testify to this. Table 19 identifies 
financial institutions targeted in phishing attacks for the week ended 26 August 2007 
[Marshal 2007]. 

Chapter 5 - The Tools of Cybercrime Page 59 



Table 19 - Phishing Statistics- Week Ended 26 August 2007 

In the six months to June 2007, 86% of phishing sites identified by Symantec were hosted on 
30% of identified Internet addresses [Symantec 2007]. In the six months to December 2007, 
Symantec detected 207,547 unique phishing messages, a five percent increase over the 
previous six months, equating to an average of 1,134 unique phishing messages per day for 
the reporting period [Symantec 2008B]. 

In 2003, at least 200 New Zealand customers of Westpac Bank provided online banking 
details, including passwords, in response to a phishing attempt, believed to originate in 
Russia. The attempt was indiscriminate in that it covered the entire .nz domain, not just 
Westpac customers. The Internet Service Provider (ISP) Orcon Internet reported over 
100,000 copies per day attempting to traverse their systems [ComputerWorld 2003]. 

A 2007 example, reported by Sophos [SOPHOS 2007D], was a suspected organised crime 
attack against international online broker firm, TD Ameritrade. Hackers gained access to its 
database of 6.3 million customer email addresses. The information was subsequently used to 
conduct targeted phishing attempts (also known as spear phishing), see Figure 7 below. It 
should be noted that the stolen database of 6.3 million email addresses is a valuable and 
tradable commodity and may be sold, in whole or in part, to other cyber criminal groups. 

Figure 7 - Ameritrade Phishing Attempt 
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Another example of spear phishing is the 2008 targeting of Chief Executive Officers (CEO's) 
and other senior corporate officers with fraudulent legal documents and subpoenas. The 
target is advised that they have been sued in federal court and must click on a Web link to 
download the necessary legal documents. Victims are directed to a fake Web site where they 
are told they need to install browser plug-in software to view the documents. The software is 
malicious and provides access to the victim's computer [ComputerWorld 2008B]. 

A 2006 Gartner survey reported that approximately 109 million U.S. adults received phishing 
e-mail, up from 57 million U.S. adults in 2004. The average loss per victim grew from 
US$257 in 2004 to US$1 ,244 in 2006 [Gartner 2006]. Gartner also reported that 24.4 million 
Americans clicked on a phishing e-mail in 2006, while 3.5 million provided sensitive 
information. 

The Anti-Phishing Working Group (APWG), a global commercial and law enforcement 
association, reported in their Phishing Activity Trends report for May 2007 they had detected 
37,438 unique phishing web sites. This included 149 hijacked brands with 23,415 unique 
phishing reports submitted to APWG. Financial Services continue to be the most targeted 
industry sector accounting for 96.9% of all attacks in this period [Anti-Phishing 2007B]. The 
APWG's Global Phishing Survey covering trends from 2007 reported that phishing took 
place on 182 of the 273 top level domains that exist, utilising 51,989 unique domain names 
[Anti-Phishing 2007 A]. While the majority of phishing targets western financial institutions 
where many clients use on-line services, February 2007 recorded a rare phishing attempt 
against the Russian organisation, Alfa Bank [Kaspersky 2007B]. 

Phishing is difficult to prosecute because of the anonymity of the source, the use of botnets, 
the multiple jurisdictions likely to be traversed in the transmission of the phishing attempt, 
the resource required to gather sufficient evidence, the lack of law enforcement resources for 
investigating and prosecuting this activity and the generally low individual value of loss. 
Where bank accounts are compromised, the banks will generally cover losses to individuals, 
provided the individual has not been reckless. Where the source has been traced, the cyber
criminal is often resident in a jurisdiction with poor law enforcement resources and poor 
legislation, which is unlikely to allow a successful prosecution. Phishing attempts continue to 
increase in sophistication, as illustrated in Figure 8 below [BELL 2007]. 

Figure 8- BeiiSouth Phishing Email 
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5.2.2. Social Engineering 
Social engineering is the technique of persuading an individual to volunteer information 
which would normally remain private. This can include revealing passwords, providing 
access to premises, computer terminals or obtaining personal information and, in the process, 
circumventing technological safeguards, controls and security measures. It is a tool used by 
cyber-criminals to gain access to systems or premises. The key difference between phishing 
and social engineering is direct personal interaction, either in person or by phone. In many 
cases, as with phishing, social engineering relies on the human characteristics of curiosity, 
greed, peer pressure, fear, respect for authority and a desire to please others. 

An intruder will often seem unassuming and respectable, appropriately dressed for the 
assumed role, for example claiming to be a new employee or maintenance contractor, and 
providing credentials to support the assumed role [USCERT 2004]. The attributes of the 
consummate social engineer will include [Rattray 2008]: 

• Accomplished actor and liar; 
• Creative in establishing the pretext or cover story; 
• Well prepared and able to improvise; 
• Calm, confident, charming, persistent; and 
• A good listener. 

An example of this method is provided by the 2005 KPMG case [Business Week 2007]. 
KPMG Financial Advisory Services were undertaking an audit of IPOC International Growth 
Fund Ltd., a Bermuda-based investment organisation. An accountant working for KPMG 
was approached by an individual purporting to work for the British Intelligence Services. 
Persuaded this was in the interests of Britain, the KPMG accountant deposited a series of 
confidential audit documents at several "dead-drops" over a period of some months. The 
operation ended when incriminating papers were deposited with a US office of KPMG and it 
transpired that the supposed intelligence officer was co-founder of a Washington-based 
private intelligence firm and working for a lobbying group representing a Russian 
conglomerate and fierce competitor to IPOC. 

KPMG sued the private intelligence firm but the case was settled for US$1.7 million. IPOC 
subsequently sued both the private intelligence firm and their client. At the time of writing 
the matter was yet to be decided. 

A social engineering attack will usually follow a number of identifiable stages including: 

• Planning and reconnaissance; 
• Preparing the pretext (cover story). This may include acquisition of clothing and 

equipment as a disguise; 
• Contact to develop rapport and trust with information sources. Sometimes through 

several contacts; and 
• Executing the attack and exploiting the target. 

In some cases, if the intruder is unable to glean sufficient information from one source, they 
will gather information from several individuals over a period of time. Information already 
gathered is used to legitimise requests .. Information can also be obtained from "dumpster 
diving"; the searching of corporate trash for items such as company phone listings, 
organisation charts, internal correspondence, policy or system manuals, calendars and 
meeting schedules, printouts of sensitive data such as payrolls and source code, old computer 
media, company letterheads and outdated hardware from which data can be recovered. 
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A 2007 study conducted by Honeywell examined the convergence of physical and cyber
security and the use of multiple techniques by attackers. It identified the need for an 
organisation-wide view of risk and the need for a co-ordinated approach to security in order 
to combat "converged attacks" [Honeywell 2007]. 

Table 20- Social Engineering Intrusion Tactics 

Reception, Help 
Desk 

Office/ 
workstation 

Office 

Office 

Mail room 

Social Networks 

Computer 
room/phone 
/wiring closet 

Network 

Telephone & 
PBX 

Rubbish skips/ 
Dumpsters 

General, 
Psychological 

Impersonation and persuasion, 
pretexting. 

Impersonation when calling help 
desk, pretexting. 

Shoulder surfing (oversight of 
login details, password entry, 
sensitive emails and reports, 
particularly in public areas such as 

& Internet 
Roaming through corporate 
facilities. 
Stealing sensitive documents. 

Insertion of forged 
instructions/memos to staff. 
"Buddy Mining". 

Attempting to gain access, remove 
equipment, and/or attach a 
protocol analyser to obtain 
confidential data. 
Insertion of monitoring equipment 
(sniffer) on network to obtain 

swords. 
Telephone/toll call access. 

Dumpster diving. 

Impersonation & persuasion, 
pretexting. 
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confidential information 
All employees assigned a PIN to 
authorise help desk support, call
back to authorised numbers, user 
awareness. 
A void oversight. 

Require all guests/contractors to 

Mark & protect documents 
according to a classification 
scheme. 
Control access to and monitor 
room. 
Corporate policy on social 
networks. User awareness of 

risks in social networks. 
Access control for sensitive 
facilities. Current inventory for 
equipment. Access control on 

cabinets. 
Continual awareness of system 
network changes, training on 

word use. 
Control overseas & long-distance 
calls, trace calls, refuse transfers, 
and disable access 
Keep all rubbish in secured, 
monitored areas, shred important 
data, erase magnetic media, secure 

of 
Strong security policy, continued 
awareness training and security 
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Symptoms of a typical social engineering attempt may include failure or refusal to provide 
contact information, the stated urgency of the request, name-dropping, veiled threats and 
intimidation, small mistakes related to corporate knowledge such as (mis-spellings, mis
naming, unusual questions, questions on matters that are common corporate knowledge), and 
requesting confidential or protected information. Some common intrusion tactics and 
preventative measures are listed in Table 20 above (adapted from [SecurityFocus 2002, 
SearchSecurity 2008A, Mitnick 2002]). 

A notorious user of social engineering techniques was Kevin Mitnick, whose crimes included 
hacking into technology organisations such as Motorola, Novell, Fujitsu, Sun Microsystems 
and Nokia. Many intrusions lead to the theft of software. He was arrested in 1995 after 
spending two years on the run from the FBI and living under several assumed names. He 
subsequently spent more than five years in jail. [Mitnick 2002]. 

An early example of the use of social engineering was the 1978 case of Stanley Mark Rifkin. 
He defrauded Security Pacific National Bank headquarters in Los Angeles of US$10.2 
million, used the money to purchase diamonds in Geneva, smuggled the diamonds into the 
United States and then started disposing ofthe diamonds to a series of jewellers (an example 
of money laundering). He was arrested by the FBI after a tip-off [TIME 1978]. The bank 
was unaware of the loss until the FBI advised them of Rifkin's scam. 

Rifkin was an independent computer consultant and obtained access to the bank's wire 
transfer room where he obtained transfer codes through social engineering. He later used 
these codes to transfer money to a New York financial institution and then used these funds 
to purchase diamonds. Convicted of wire fraud, Rifkin was sentenced to eight years jail. 

In a twist to phishing and social engineering, The Telegraph reported the development of the 
"CyberLover" Russian software. This software interacts with visitors to chat rooms or dating 
sites, conducting conversations as a means of extracting important personal information in 
order to commit identity crime. The software creators suggest this software can establish a 
new online relationship with ten people every thirty minutes [Telegraph 2007 A]. 

5.2.3. Pretexting 
Pretexting is a particular form of social engineering where the intruder deliberately misleads, 
and sometimes lies, about their identity and purpose. In the United States this practice, in 
relation to obtaining financial data from consumers or personal and non-public information 
from financial institutions, was made illegal in 1999 under the Gramm-Leach-Bliley Act. In 
January 2007, the Telephone Records and Privacy Protection Act of2006, was passed by the 
US Congress [Telephone 2006]. This act is designed to protect consumers' telephone 
records from pretexting, also protecting V oiP records. Many private and insurance 
investigators and cyber-criminals continue to use pretexting as a means of obtaining other 
types of information. 

In a 2005 case, a firm contracted by Hewlett Packard (HP) used pretexting to access 
telephone records of HP's board of directors. The investigative firm was employed after 
information about HP's long-term strategic plans was leaked to the media. The company also 
admitted it obtained or tried to obtain the phone records of more than a dozen people, 
including current and former directors, employees and journalists [ZDNet 2007A, 
Tribune 2006]. 
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5.2.4. Botnets 

The term botnet is a contraction of the description roBOT NETwork used to describe a 
network of compromised computers [Gu 2008]. The compromise is usually effected through 
the inadvertent download of malware which runs autonomously and without the user's 
consent. Botnets provide a platform for the delivery of malware, spam or to support the 
execution of cybercrime. The individual compromised computers are sometimes referred to 
as zombies and botnets sometimes referred to collectively as zombie armies. Large botnets 
are susceptible to early discovery and security companies have identified a trend to use 
multiple, smaller botnets in a technique described as a botnet swarm [Jaques 2007]. 

The cyber-criminal controlling the network of compromised computers is sometimes referred 
to as a botnet community controller or a bot-herder. A 2005 analysis from Symantec 
identifies principal countries of residence of active command and control servers, although 
the bot-herder could be resident in another jurisdiction [Symantec 2005], as shown in 
Figure 9 below. 

Figure 9 - Bot Command and Control Servers 
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In the last six months of 2007, Symantec identified 4,091 bot command-and-control servers, 
the greatest number of which (45 percent) were located in the United States 
[Symantec 2008B]. 
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The compromised computers are often home computers with a broadband connection, as 
these computers are frequently less well-managed and secured, have blank or weak 
passwords and are thus vulnerable to a range of mal ware and cyber-attacks. Often grouped in 
thousands, and sometimes in tens of thousands, botnets are a tradable commodity in the 
cyber-criminal world. 

Botnets targeting particular applications are also designed, implemented and traded amongst 
cyber-criminals. The nature of botnets is that they are widespread, often across several 
countries and possibly even global. 

The computing resources, storage capacity and bandwidth available through botnets are 
valued by the cyber-criminal community, as is the ability of a botnet to launch attacks, 
deliver spam and distribute malware [Ianelli 2005]. According to Vint Cerf, a prominent 
Internet specialist, in 2007 there were an estimated 600 million computers connected to the 
Internet, and between 100 and 150 million of these were members ofbotnets [BBC 2007B]. 

Some cyber-criminal activity generates and trades botnets and other useful information 
without conducting other malicious activity. There are also detailed lists of potential targets, 
arranged by IP address, available for sale. This may include [Ianelli 2005]: 

• vulnerable systems; 
• monitored systems to be avoided; 
• unroutable or unallocated address ranges; and 
• address ranges allocated by organisation type, for example, education, schools, 

government and ISPs. 

A May 2008 report by Finjan described the discovery of a "crimeserver" containing stolen 
data including log files, personnel files, banking and insurance details, medical records, 
credit card details and confidential corporate email. Over 40 global businesses were affected 
from several countries including Britain, France Germany, Spain, Italy, The Netherlands, 
Turkey, India, Canada and the US. Law enforcement agencies and financial institutions in 
the respective countries were notified [Stuff2008C, Finjan 2008A]. 

The sophistication of botnet activity is increasing where, for example, once a computer has 
been compromised, a bot-herder will apply any necessary software updates, security patches 
and virus updates to prevent other bot-herders from compromising that computer. The 
software to create botnets is widely available from web sites specialising in distributing 
botnet source code and tools. 

In order to entice the user to download malware which will lead to the compromise of a 
computer, popular activities, such as the sharing of movies and music, are targeted. The use 
of open-source, free software such as BitTorrent, is an example where the transfer of movies 
and music files acts as a malware carrier [Phair 2007], see also Peer to Peer, section 3.4.8 on 
page 19 above. In a related 2007 example, the web site of the French Embassy in Libya was 
found to be serving malware. The compromised web site redirected users through a Hong 
Kong web site to the Ukraine when an attempt was made to load malware on the users 
computer [PCAuthority 2007]. 

The growth in the use of botnets has been particularly marked over the last five years and 
recent reports continue to shown high levels of growth. An April 2009 report from 
MessageLabs identified an average of 42.6% of "inbound messages intercepted from botnets 
and other known malicious sources" [MessageLabs 2009]. 
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Symantec reported in April 2009 that the enforced shutdown of a U.S.-based ISP and two 
U.S.-based web hosting services saw a significant decrease in botnet activity during 
September and November 2008. However, botnet infections quickly rose to their pre
shutdown levels as botnet command and control was transferred to other systems. Symantec 
also reported observing an average of 75,158 active bot-infected computers per day in 2008 
representing a thirty-one percent increase over from 2007 figures [Symantec 2009]. 

Although some very large botnets have been discovered, in one case comprising over 1.5 
million compromised computers [The Register 2004B], there are some indications that botnet 
size is now being limited in order to reduce the chance of detection [Vogt 2006]. Examples 
ofbotnets include: 

• A 2004 botnet comprising approximately 10,000 computers was closed by the Norwegian 
telecommunications organisation, Telenor, who located and deactivated its controlling 
server [The Register 2004B]. 

• A 2005 Dutch controlled botnet comprising 1.5 million machines. The botnet was used to 
threaten a U.S. company with a denial of service attack, steal identities, and distribute 
spyware [TechWeb 2005]. Run over a six month period, this operation is estimated to 
have generated an income of €60,000. The three suspects, ages 19, 22, and 27, were 
arrested and subsequently fined and sentenced to jail [The Register 2007 B]. 

• In 2006, a 20-year-old pleaded guilty to causing damage to computers when his botnet 
software compromised systems in Seattle's Northwest Hospital. The botnet installed 
adware on the compromised computers earning more than US$100,000 in affiliate 
advertising income. At Northwest Hospital the compromised computers affected doors to 
the operating room which failed to open, pagers did not operate, and computers in the 
intensive care unit were adversely affected [SecurityFocus 2006]. 

• In 2007 a report by the UK' s Metropolitan Police Authority reported a joint investigation 
conducted by the Metropolitan Police, Federal Bureau of Investigation (FBI) and the 
Royal Canadian Mounted Police (RCMP), of a Botnet consisting of approximately 19,000 
compromised computers. Analysis of the mal ware revealed that the Botnet was intended 
to generate spam and steal passwords from compromised computers. The damage in 
computer downtime was conservatively estimated at £58,000. This investigation involved 
enquiries with German, Norwegian, Australian, Korean, US, Brazilian and Canadian 
Police agencies [MP A 2007]. 

• In September 2007, the head of Auckland's Police E-Crime Lab revealed an on-going 
investigation into New Zealand resident bot-herders. Apparently attacks were being 
conducted from New Zealand, targeting academic and business systems, mainly in the 
United States and Asia. A specific instance was identified after acting on a complaint 
from a Brazilian Bank in connection with phishing being conducted from an Auckland 
Hotel. On investigation it was determined that the hotels' systems had been compromised 
and the hotel was unwittingly hosting the phishing site on behalf of cyber criminals 
[ComputerWorld 2007C]. 

As a demonstration of the ease with which botnets can be created, in March 2009 the BBC's 
Click technology programme researchers controversially used easily . obtainable botnet 
software to compromise around 22 000 PCs. Although the BBC maintain it acted within the 
law and in the public interest, it was unclear whether they had permission from all PC owners 
to compromise the PCs. 
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This defence has been severely criticised by security and legal professionals as an offence 
may well have been committed under the UK's Computer Misuse Act which includes the 
provision that criminal liability exists if the offender commits, or intends to commit, an 
unauthorised act on a computer that would impair its operation or the operation of any of its 
applications. If the PCs resided outside the UK, the BBC may well have also committed an 
offence in the country of residence of the PC as, for example in countries such as New 
Zealand and Finland, unauthorised use or access may be a crime [Infosecurity 2009, The 
Register 2009A, The Register 2009B]. 

5.2.5. Spambots 

There is a growing association of botnets with spam. For example, the Storm Worm (2007) 
was estimated to require some 500,000 nodes to deliver an estimated 30% of global spam. In 
May 2008, the Srizbi botnet was thought to deliver 60 billion messages per day from 300,000 
nodes and was estimated to be responsible for 50% of the spam at that time 
[ComputerWorld 2008C, Govtech 2008]. Other currently active botnets include Mega-D, 
Rustock, Bobax/Kraken and Pushdo. Marshal, a security organisation, provides snapshots of 
botnets generating spam, described as spambots, and illustrated in Figure 10 below [Marshal 
2008]. 

Figure 10- Spam by SPAMBOT type for the week ending 15 June 2008 

SR I ZBI . 47.1% 
MEGA-D II 16.0% 

RUSTOC K D 10.6 % 
PUSHDO 5 .7% 

BOBAX 0 5.1% 
GRUM 11 1.1% 

STORM • 0.9% 
OT HER SOU RCES D 13.5% 

5.2.6. Extortion 

Source- Marshal 

Extortion is the use of, either express or implicit, threats of violence or harm to a person, 
reputation or property as a means of obtaining property or monies. In some cases non
financial considerations, such as sexual favours, provision of information or other 
discretionary actions are demanded. In the cyber-world, extortion can be sophisticated, 
combining a number of intrusion, compromise and social engineering techniques. It has been 
related to demands for money to prevent threatened damage to information systems, 
sometimes complicated by the threat to use compromised information systems of other 
businesses to damage an organisation's systems. 
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Associated with extortion is ransomware or malware that encrypts data files and then 
demands payment to provide the decryption key. Also known as a cryptovirus, the concept 
was discussed in a 1996 paper Cryptovirology: Extortion-Based Security Threats and 
Countermeasures. Early extortion attempts generally used weak encryption. More recently 
ransomware is using 1 024-bit RSA encryption which has proved considerably more resistant 
to reverse engineering and decryption [SearchSecurity 2008 B, Young 1996]. 

A recent development in cyber-extortion is the targeting of individuals using cyber-crirninal 
techniques and threatening personal harm. In many cases of extortion, a Denial of Service 
(DoS) or Distributed Denial of Service (DDoS) attack is the key threat - see DoS below. An 
example of the wide use of cyber-criminal extortion techniques is the 2006 case in Spain, 
where the control of webcams was subverted and the webcams were used to record 
compromising images of students, later used for blackmail. Confidential information was 
also obtained and used for identity crime [Vnunet 2006]. Deflem and Hudak describe five 
types of cyber-extortion [Deflem 2008], as shown in Table 21 below. 

Table 21 - Cyber-Extortion Types 

Examples of extortion attempts include: 

• In December 2000, systems enabling merchants to accept online payments and maintained 
by Creditcards.com were compromised. Approximately 55,000 credit card numbers were 
stolen. The hacker then attempted to extort payment for the return of the numbers and 
when the company refused to pay, exposed the numbers by posting them on the Internet 
[ZDNet 2002]. 

• Ecount is a US gift certificate service. In 2001 their systems were compromised and the 
company's customers emailed by the hacker telling them of the compromise and 
threatening to expose credit card numbers. The email included home addresses. In fact 
the hacker did not have credit card numbers. Nonetheless, this was followed demands for 
$45,000 to prevent the exposure of personal information of 350,000 customers. 
[ZDNET 2002, Internet Retailer 2001]. 

• Another example of extortion was the interference with the control systems of the 
Australian Maroochy Shire water treatment plant resulting in the discharge of untreated 
sewage into local waterways. Vitek Boden had worked for a contractor to the Shire and 
later sought employment with them. His application was declined, motivating the attacks 
and assuming the Shire would now require his expertise. Retribution was also a 
motivation. On at least 46 occasions between February and April 2000 Boden accessed 
remote sewage and pumping equipment causing discharges of over 800,000 litres of raw 
sewage. He was apprehended when stopped for a traffic offence. He was later sentenced 
to two years jail and ordered to reimburse the Shire for cleanup costs [Abrams 2008, Slay 
2008, The Register 2001C]. 
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• In 2003, the US Department of Justice reported that Oleg Zezev, a Kazakhstan citizen, 
was convicted of extortion and computer hacking and sentenced to 51 months in prison. 
Zezev attempted to hack into the Bloomberg computer system and steal confidential 
information. He intended to use that information to extort payments from Bloomberg's 
founder, threatening to disclose this information to customers and the media [USDOJ 
2003B]. 

• Also in 2003, the US Department of Justice reported the conviction of Alexey V. Ivanov 
on several charges of conspiracy, computer intrusion, computer fraud, credit card fraud, 
wire fraud, and extortion. Ivanov and others, operating from Russia, hacked into a large 
number of US computers, stealing personal and financial data, and then extorting those 
victims with the threat of deleting their data and destroying their computer systems 
[USDOJ 2003C]. 

o In 2004, Authorize.Net, a US payments-processing firm which authorises credit card 
transactions for more than 114,000 small and medium-sized merchants, had its Internet
based service disrupted by extortionists in a massive DDoS attack through a botnet. 
Payment demands ranged from $10,000 to several million dollars. Authorize.Net went 
public and issued a statement apologising for the intermittent disruption in its service and 
publicising the extortion demands [CCRC 2005, Network World]. 

• In 2006, Russian gang members Ivan Maksakov, Alexander Petrov and Denis Stepanov 
were fined and sentenced to eight years in prison in Russia. The gang was thought to have 
thought to have extorted as much as £2m from UK gambling sites. It was the subject of a 
two-year investigation involving the Russian authorities, Interpol, the FBI and the UK's 
National High Tech Crime Unit. The gang used threats of DoS attacks to extort money, 
often around key betting events in the sporting calendar. One victim, Canbet Sports 
Bookmakers, refused to pay a £5,000 ransom note, and was the victim of a DoS attack 
which disabled its web site during an important sporting event. The company estimated 
losses of £100,000 for each day the site remained unavailable over the event. The gang is 
thought by prosecutors to have launched fifty such campaigns across thirty different 
countries during six months of activity [PCPRO 2006]. 

• In January 2008, the compromise of power companies' systems resulted in at least one 
major power outage affecting several cities [FORBES 2008, Control Engineering 2008]. 

• In March 2008 the "Hitman" email scam surfaced. The email threatened to kill the 
recipient unless demands ranging from $1000 to over $100,000 were paid. The email 
included a warning not to contact the police or the threat would be "extended" to the 
recipient's family. Versions of the email have been seen in the US, Australia and New 
Zealand [Stuff2008A]. 

• In April 2008 it was reported the University of Otago had an email system hacked and 
hundreds of emails were sent in an apparent attempt to discredit a senior academic. The 
malicious emails discussed salaries, research grants, assessments of doctoral theses, staff 
appointments, criticism of staff, character judgements and other sensitive subjects. At the 
time of writing, the matter was under investigation by the NZ Police [Stuff 2008B]. 
Whether this is simply malicious or linked to an extortion attempt was unclear at this 
stage. 
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5.2.7. Denial of Service (DoS) 
A "denial-of-service" attack is designed to prevent legitimate users from using or accessing a 
service. Characteristics of aDoS include [CERT/CC 2001]: 

• Overwhelming a network with excessive data traffic, thus disrupting legitimate 
traffic; 

• Providing traffic that does not conform to expected protocols; 
• Attempting to disrupt specific connections between networks or components of 

networks; 
• Attacks targeting an individual; and 
• Attacks targeting services provided by a specific system. 

The first occurrences of this type of attack were from a single source. This soon developed 
into Distributed Denial of Service (DDoS) attacks which are launched simultaneously from 
multiple sources, making such attacks more difficult to contain. 

It is interesting to note that a DoS can be unintentional and self-inflicted through poorly 
configured systems that generate large volumes of network traffic. This can also occur 
through linking to a popular web site which generates large numbers of linking requests, 
overwhelming the smaller web site. This is often known as "slashdotting" after the 
technology-related news web site Slashdot which was widely linked and referenced. 

A good illustration of a DDoS was the attack on Estonia in April 2007. This is the first 
example of a DDoS on a nation. The attack was apparently triggered by the removal of a 
Soviet Era memorial and continued in waves over several weeks. The most serious attacks 
lasted up to 10 hours each. Attacks originated from all around the globe including Chile, 
Vietnam, China and the United States. There is also some speculation that attackers rented 
time on other botnets. The chronology of the Estonian attack was [NY Times 2007]: 

• April 26-27 -First wave of a national DDoS attack; 
• April 30 - Web Sites of several newspapers disabled. Estonian Government calls 

emergency meeting; 
• May 2 - ISPs world-wide assist in blocking attack; 
• May 9-10- Botnet DDoS attack, banks forced to shut down on-line services; and 
• May 18 - Last major wave of attacks. 

Another example is the serious confrontation between Internet users in China and the United 
States after the collision between a US Navy EP3 and a Chinese F8 interceptor in 2001. 
Internet chat related to the EP3 incident escalated into retaliatory web site hacking by 
Chinese and US hackers over a period of some weeks. In addition to China and the US, 
individual hackers from several other nations participated and were roughly divided into two 
camps. Those from Saudi Arabia, Pakistan, India, Argentina, and Malaysia supported the 
US. Those from Korea, Indonesia, and Japan supported China. Hackers in some countries, 
such as Brazil, supported both. 

The scale of activity increased and a "hacker war" was declared covering the period 30 April 
to 8 May 2001. On 26 April, a US Navy spokesman stated that the Navy was at 
INFOCONALPHA, a heightened degree of alert related to cyber-activities and indicating the 
degree of seriousness with which this activity was viewed [Thomas 2001]. Interpretations 
vary but it was estimated that 1,100 American web sites and 1,600 Chinese sites were 
affected by this malicious activity [Bacon 2001]. 
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A DDoS can also be caused by attracting large volumes of traffic to a web site, rather than a 
direct attack on the site. This form of attack can be extremely difficult to contain as the 
sources can be spread through a large part of a population or be global. Where important 
informational web sites are unavailable, this can spark a panic, creating multiple difficulties 
for authorities. 

The Russian nuclear power industry supports the Automatic Radiation Environment Control 
System (ASKRO) which provides information to the public on the current status of the 
industry, radiation and radioactive emissions. In May 2008, Ria Novosti, the Russian News 
and Information Agency, reported that hackers had shut down various ASKRO web sites. At 
the same time reports of an accident near St Petersburg, including planned evacuation of 
local residents, were published on several web sites. When concerned citizens attempted to 
check these reports by referencing the ASKRO web sites, the difficulty in accessing the web 
sites and obtaining reliable information caused considerable alarm [RIA 2008]. 

A further recent example of DDoS is the series of cyber-attacks on Georgia, coinciding with 
the crossing of Russian troops into South Ossetia on 8 August 2008. This was a cyber-attack 
using several techniques against the Georgian information infrastructure and important 
government web sites, including the central government web site, the Ministry of Foreign 
Affairs and the Ministry of Defence. Attacks included web site defacement, web-based 
psychological operations incorporating a fierce propaganda and disinformation campaign and 
DDoS [DefenseTech 2008B, Telegraph 2008B]. While the cyber-attacks were considered to 
have little military significance, nonetheless they had little economic effect as Georgia is a 
low user of the Internet, ranking 93rd in a list of 122 nations published by the World 
Economic Forum. However, similar attacks on Internet-dependent nations could have much 
more serious consequences [DefenseNews 2008B]. 

Recent examples of widespread DDoS attacks are those of the systematic attack on 
Kyrgzstan's ISP's in February 2009 and the attacks on South Korean and US websites in July 
2009. There is speculation that the Kyrgzstan attack was conducted by Russia in order to 
silence opposition to investment negotiations between Kyrgzstan and Russia, which included 
the closing of a US airbase [Guardian 2009]. 

The July attack on South Korean and US websites were thought to have been conducted by 
North Korea, possibly with the support of China. The botn~ts used to conduct the attack 
were thought to contain between 30,000 and 60,000 compromised computers. Targets 
included government, financial and media websites. AT the time of writing, the motive for 
the attack is unclear, although there Is speculation that this was an exercise conducted by a 
"technology reconnaissance unit" of the North Koreans People's Army [KoreaHerald 2009, 
WashingtonTimes 2009] 

5.2.8. Money Laundering 

Money laundering obscures and disguises the source and ownership of funds, usually 
obtained through some criminal activity or intended to support some illegal activity. 
Legitimate business or trading activity is used to conceal criminal activity. The 2005 US 
Money Laundering Threat Assessment identified thirteen money laundering mechanisms. 
Other authorities have similarly identified money laundering methods. These are 
summarised in Table 22 below [AUSTRAC 2007, USTreasury 2005, Interpol 2000, 
NZ Police 2005, Quirk 1997]. 
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Some of the international mechanisms established to combat money laundering include the 
Basel Committee on Banking Supervision, the Financial Action Task Force on Money 
Laundering (FATF), the ED's Strasbourg Convention (Council of Europe Convention No. 
141 on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime) and the 
Asia/Pacific Group on Money Laundering (APG). New Zealand has been a member ofFATF 
since its inception in 1989 and is a member of the APG. The FATF has published forty 
recommendations to combat money laundering and nine recommendations on countering 
terrorist financing [F ATF 2007]. It is interesting to note that the APG was itself the subject 
of a phishing attempt in 2007 where fees were requested for the verification of origin of 
funds, using the APG's name. A fraud warning was first published in their 2006-2007 
Annual Report and is currently on their web site [APG 2008]. 

There are a number of anti-terrorism conventions and international agreements which also 
seek to prevent funding of terrorist organisations through money laundering, for example, the 
1999 United Nations International Convention for the Suppression of the Financing of 
Terrorism. Money laundering is typically associated with some other crime and a number of 
examples have been provided in previous discussion. The examples below have all made use 
of electronic funds transfers and Internet banking to move and withdraw funds: 

• In May 2007, Earl E. Brew ley and Esmond J. Modeste were sentenced for their roles in an 
elaborate bribery and kickback scheme to defraud the U.S. Virgin Islands government of 
approximately $1.4 million. After depositing contract payments, cash withdrawals 
totalling over US$350,000 were made in increments under $10,000, in order to avoid the 
bank's requirements to file Currency Transaction Reports (CTRs). They were also 
convicted of mail fraud and structuring currency transactions [USIRS 2007]. 

• In July 2007, three British members of a radical Islamic group were convicted of using the 
Internet to incite terrorist murder. The group also allegedly laundered money through 
online gambling sites, using accounts set up with stolen credit card numbers and victims' 
identities. They conducted 350 transactions at 43 different online gambling sites, using 
more than 130 compromised credit card accounts. Winnings were withdrawn and 
transferred to online bank accounts the men controlled [BBC 2007E, W ashingtonPost 
2007]. 

• In August 2007, James Ray Mast was sentenced to 51 months in jail after pleading guilty 
mail fraud and money laundering. Mast promoted a fraudulent investment scheme in the 
name of GlobalTech Partners, collecting over US$4 million from investors, a portion of 
which he laundered through a casino in Las Vegas [USIRS 2007]. 

• In December 2007 Philip Cheng was sentenced to 24 months in jail for his role in 
brokering the illegal export of a night vision camera and its accompanying technology to 
China. He was charged with conspiracy to violate the federal Arms Export Control Act 
and the International Traffic in Arms regulations, brokering the illegal export of defence 
articles and services, and three counts of money laundering [USIRS 2008]. 

• In January 2008 the Washington Post reported two cases involving "money mules" where 
seemingly legitimate online organisations recruited "at home" workers and used their 
PayPal accounts to receive money from online auctions. The recipients were then asked 
to deposit the funds in their bank account and transfer the cash via Western Union. In one 
case two separate addresses in India were provided [WashingtonPost 2008]. 
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• In May 2008, Robert Cashrnon, was sentenced to 36 months in jail after pleading guilty to 
several counts of drugs, distribution and money laundering charges. Cashmon was 
operating a steroid production and distribution operation over several years, mailing the 
steroids to purchasers around the United States and receiving payment via Western Union, 
Moneygram, deposits to electronic accounts such as e-gold and Green Dot, and through 
cash hidden in greeting cards [USIRS 2008]. In July 2008, e-gold themselves entered a 
plea bargain with the US department of Justice, pleading guilty to money laundering and 
illegal money transmitting charges [USDOJ 2008D]. 

Table 22- Money Laundering Methods 

Interbank transfers 

U-turn transactions 

Smurfing/Structuring 

Money Transmitters/ 
Parallel credit 
transactions 

Money Orders 

Stored Value Cards 

Online Payment 

Informal Value 
Transfer Systems 

Bulk Cash Smuggling 

Trade-based Money 
Laundering 

May not be subject to reporting on money laundering. May 
involve of bank officials. 
The transfer of funds into a country and soon transferred to a 
different country. Conversely, the funds may be exported and 
then returned. 
Multiple cash deposits, each less than the minimum cash 
reporting requirement, use of multiple financial institutions or 
branches of a financial institution and the use of third parties to 

· funds into 

Money orders issued anonymously for smaller amounts, thus 
facilitating transfer. Western Union and the US Postal Service 
are the world's issuers of orders. 
Prepaid or debit cards, usually anonymous for smaller amounts, 
are a to transfer funds. 
These can operate as international, person-to-person funds 
transfer are also a of 
Sometimes known as Alternative Remittance Systems (ARS), 
they operate outside normal banking channels. Also known under 
various ethnic names reflecting a centuries-old history. These 
include Fei ch' Phoe Kuan and Door to Door. 

There is some indication this is increasing, reflecting the 
introduction of effective anti-money laundering domestic 
legislation, international agreements and multi-jurisdictional co-

Several methods including falsifying trade documents, use of 
precious metals and gemstones and purchase and sale of trade 
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Table 22- Money Laundering Methods (continued) 

Co-mingling of funds 

Misinvoicing 

False Loans/Loan 
manipulation 

Insurance 
Companies/Pension/ 
Superannuation Funds 

Shell Companies and 
Trusts 

Derivatives 

Casinos 

Barter 

Combining the proceedings of illicit activities with income in a 
legitimate business for the purpose of disguising the source of the 
income. difficult to in a cash business. 
False invoicing or misinvoicing of exports and falsification of 
import letters of credit and customs declarations to conceal cross
border funds transfers. 
Loans obtained in false names or for the purposes other than those 
for which they are intended. Funds laundered by paying out the 
loan possibly in one large payment or repayments over a short 
period of time. 
Loans and investments as vehicles to integrate funds into other 
assets. A loan or other investment is obtained and payments are 
immediately made in structured cash amounts or structured 
domestic transfers. 
Misuse of insurance premiums and annuity products for life, 
health and accident insurance. The misuse of 
pension/superannuation funds can occur through the establishment 
of a self managed fund by allowing others to deposit illicit money 
into this fund. 
The money can be withdrawn from this pension/superannuation 
fund and · to the who into the fund. 
Established in tax havens and jurisdictions with poor regulatory 
environments as a vehicle for transfer of funds, concealing 
ownership and masking financial details. The Caribbean islands, 
Cook Islands and Niue are often mentioned. 

Stolen property (e.g., antiques or high-value vehicles) exchanged 
for etc. Can cross national borders. 

The Washington Post noted that most "money mule" scams impersonate legitimate online 
organisations by copying web content, logos, trademarks and designs. Email and web site 
addresses are designed to closely imitate legitimate addresses. Many scams are unreported as 
the "mule" realises they have become involved in a criminal operation and are reluctant to go 
to the authorities [WashingtonPost 2008]. 

While impossible to derive an accurate figure, the scale and value of money laundering 
activities is estimated from reports from several countries by such authorities as the World 
Bank, the FATF, UN, Interpol and the International Monetary Fund. A 1994 report from 
London's Financial Times estimated that the amount of money laundered annually in the 
financial system world-wide was roughly US$500 billion or approx;imately two percent of 
global GDP [Quirk 1997]. A 1999 report conservatively estimated that approximately 
US$150 billion was laundered annually in the Asia-Pacific region. Of this approximately 
US$75 to US$100 billion was associated with the drug trade [Castle 1999]. 
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The US Government Accountability Office (GAO) 2003 report Combating Money 
Laundering, Opportunities Exist To Improve The National Strategy, estimated that between 
US$500 billion and US$1 trillion was laundered world-wide annually [GAO 2003]. The 
most recent estimate from the UN's Office on Drugs and Crime was between two and five 
percent of global GDP, or between US$800 billion and US$2 trillion [UNODC 2008]. While 
the range of these estimates is large, the lower estimate in itself highlights the extent and 
seriousness of the problem. 

An Australian estimate was derived from study undertaken by The Australian Transaction 
Reports and Analysis Centre (AUSTRAC) suggesting that between A$1 billion and A$4.5 
billion may be laundered in and through the Australian jurisdiction annually, with the most 
likely figure being around $A3.5 billion [Mackrell1996]. 

5.2.9. Spam 
The term originated with the SPAM sketch in the UK comedy series, Monty Python's Flying 
Circus. In this sketch, a restaurant serves all food with copious quantities of SPAM (the 
tinned luncheon meat), and the waitress continuously uses the word to demonstrate the large 
quantity of SP AM provided. The term has come to mean something that repeats and causes 
significant annoyance. In the electronic world, spam is used to describe the high volume of 
unsolicited electronic mail, junk email, advertising and fraud attempts seen on the Internet 
today. Spam over Instant Messenger is known as SPIM. Spam over Internet Telephony is 
known as SPIT. A 2007 development is the use of MP3 audio files in place of printed spam. 
The emails often have no subject line or message body but have MP3 files attached, named to 
resemble popular music. The recording encourages recipients to view a web site related to a 
"pump and dump" stock scam [The Register 2007C, PandaLabs 2007]. 

Although there had been earlier examples of spam, the earliest commercial and large-scale 
spam originated with Canter and Siegel, a husband and wife legal firm of US immigration 
lawyers. In April1994, they generated advertisements to encourage applicants to enrol in the 
US "Green Card Lottery". The lottery was devised by the US Congress in the early 1990's to 
encourage diversity in immigration. The advertisement was distributed to at least 6,000 
U senet discussion groups, creating a considerable uproar and a large number of complaints to 
the American Immigration Lawyers Association. Canter was later disbarred by the Supreme 
Court of Tennessee for illegal advertising practices, as well as other malpractice and is 
thought to be the first attorney disciplined for unsolicited advertising on the Internet. 

The continued stream of unsolicited messages from Canter and Siegel indicated that the spam 
was not being blocked by recipients, attracting the attention of others as a means of 
advertising at (practically) no cost.. The wave ofUSENET spam that followed undermined 
the effectiveness and credibility of news groups with bulk mailers soon turning their attention 
to email [Flynn 1994, Craddock 1997, Church 1999, The Register 2004A] 
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As with other social engineering based cybercrime, readers are enticed to open the spam with 
"taglines" that invite curiosity, and some of which are salacious [MessageLabs 2008C]. See 
also Table 18, page 59 above- Email Threats, Hoaxes and Scams. 

• 'Brad Pitt strips naked for Playgirl'; 
• 'Christina Aguilera tied to the bedpost'; 
• 'Eminem prank calls LL Cool J'; 
• 'Incredible Hulk premiere highlights'; 
• 'Kobe Bryant's incredible dunk'; 
• 'Man goes berserk in office'; 
• 'Olsen twins caught nude on camera'; 
• 'Plane crashes into White House, injuring hundreds'; 
• 'Russel Crowe admits to love affair with Angelina'; 
• 'Unreleased footage Sex and the City'; 
• 'Video of rampage in Tokyo'; and 
• 'Watch Scarlett go down on Britney; scandalous video'. 

The rise in international oil prices has seen growing interest in bio-fuels. Symantec reported 
in February 2008 Russian spam promoting a device allowing the conversion of manure into 
bio-fuel and the ability to sell surplus electricity and gas made from the manure to friends and 
family. The spamrner claimed "With 1 ton of manure equalling 50 litters (sic) of diesel fuel 
there is an opportunity to be had" [Symantec 2008A] 

Sophos reports the overall global volume of spam increasing by nine percent during the 
second quarter of 2007 compared with the same quarter in 2006. Countries originating spam 
were also identified with the United States relaying 19. 7%, China relaying 7. 7% and South 
Korea relaying 6.7% of global spam [SOPHOS 2007B]. 

In July 2007 MessageLabs reported a global proportion of spam to total email of 71.0% with 
a six month average of 75%. One in every 72.4 emails contained mal ware and one in every 
111.8 emails was a phishing attack. In June 2008 spam was recorded as 76.5% of email, with 
one in 133.9 emails containing malware and one in 277.2 emails a phishing attack. Spam 
trends have shown consistently high levels of spam since 2005 [MessageLabs 2007 A, 
MessageLabs 2008B, MessageLabs 2008C]. 

Spam is widely used as a delivery mechanism and attack vector for computer malware, 
phishing, identity theft and fraud. The high ratio of spam to email imposes a significant 
administration and security overhead on IT operations, impacting productivity and 
consuming resources. Spam also undermines confidence in electronic systems. Spam has 
become a significant social and economic issue for many countries, representing a drain on 
the business resources, productivity and electronic bandwidth. 

There are a number of global initiatives to mitigate the effects of spam, including government 
and vendor-lead initiatives. One such example is the 2004 US Federal Trade Commission's 
"Secure Your Server" campaign which operates with the support of thirty-six agencies in 
twenty-six nations world-wide. Participating countries include the UK, Korea, Japan, Brazil, 
Argentina and Taiwan [FTC 2004B]. Another example is the International 
Telecommunication Union's (ITU) Global Cybersecurity Agenda (GCA), a framework for 
international co-operation and intended to proposing strategies for solutions to enhance 
confidence and security in the information society [ITU 2007]. 

Chapter 5 -The Tools of Cybercrime Page 77 



.. 

.. 

' 

, .. 

.. 

\ 

The StopSpamAlliance is an initiative undertaken by APEC, the EU Contact Network of 
Spam Authorities (CNSA), the ITU, the London Action Plan, the OECD and the Seoul
Melbourne Anti-Spam Group. The initiative is designed to curb the flow of spam [ITU 
2007]. Other international organisations, such as the United Nations (UN) and the ASEAN 
Regional Forum (ARF), have encouraged member countries to harmonise legislation against 
spam, or introduce such legislation where it does not already exist. In the first six months of 
2008, Russia, Turkey, and the U.S. accounted for over twenty-five percent of world-wide 
spam, illustrated in Figure 11 below [IBM 2008]. 

Sophos reported a noticeable trend in the first seven months of 2008 described as backscatter 
spam. With the high levels of spam, non-delivery report (NDR) messages generated by mail 
system delivery errors, such as "mailbox full" or "user doesn't exist", are increasing. The 
receiving system will the generally respond to these errors with a "bounce" message to the 
recorded sender. As most spam email sender details are forged, the unintended recipient of 
the "bounce" message is receiving a high volume ofNDR messages [SOPHOS July 2008]. 

Figure 11 - Spam Origins 
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A relatively new phenomenon is BACN (pronounced "bacon") which is self-inflicted spam. 
Bacn is usually the result of subscription to, for example, bank statements, frequent flyers, 
news lists, white paper alerts, watch lists and social networking groups such as Facebook and 
MySpace. While this email is not spam (unsolicited) in the strictest sense, it is often filed but 
unread for considerable periods of time. BACN derives from the concept it is "better than 
SPAM, but not as good as a personal e-mail"[NPR 2007] in a reference to the SPAM 
luncheon meat. The term was coined at a technology conference in August 2007. The 
increasing volume of BACN is also starting to overwhelm mailboxes and consume network 
resources. Whether this term will be widely adopted is yet to be seen . 
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5.3. Malware 

Mal ware is a contraction of the term MALicious SoftWARE, used to describe any utility, 
application, code, programme or script intended to compromise, damage or interfere with 
another computer, system or network. There are several categories of malware listed in 
Table 23 below. 

Malware has been widely available through the Internet for some considerable time, usually 
through specialist hacker and criminal forums where entry was by introduction and 
invitation. In 2007 it was reported that hacker toolkits are now being sold openly on Internet 
auction sites such as eBay. The toolkits offered included hacking tools, web-site hacking 
utilities and malware loaders [CIMA 2007]. As with many cyber-criminal techniques, 
malware is becoming more sophisticated and can now be self-defending. Malware now 
includes such behaviours as [Microsoft 2004, Network World 2007]: 

• Automatic reinstall if removed, sometimes using different file names; 
• Restoration of the mal ware if changes are made; 
• Removes other mal ware; 
• An awareness of virtual environments to avoid debugging; 
• Using hidden files; 
• Registering mal ware processes as an authorised service (e.g. a Microsoft Windows 

Service); and 
• Changing a user's rights so the malware cannot be removed with normal removal 

processes. 

Growth in malware continues to accelerate with approximately 87,000 known instances of 
malware reported by Kaspersky Laboratories in January 2007 [Kaspersky 2007A]. The 
growth in recorded malware is illustrated in Figure 12 below. 

Figure 12 - Growth in Malware 
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Symantec Corporation has provided semi-annual Internet Threat Reports since January 2002. 
According to the January-June 2007 report, Symantec detected 212,101 new malicious code 
threats, illustrated in Figure 13 below [Symantec 2007]. 

Table 23 - Malware 

Adware is any code which automatically plays, displays, or downloads 
material to a 

Key logger A device or software programme that captures keyboard and other input 
device data in order to surreptitiously discover login and authentication 
details. 

Screen Scraper Software that captures screen images, particularly those containing login 
and authentication credentials. 

Rootkit A generic description for a suite (or kit) of software utilities and 
programmes designed to provide privileged access to and subvert control 
of an operating system from its legitimate operators. A rootkit will usually 
obfuscate its installation and and its removal. 

Spyware Spyware is installed to intercept or interfere with user interaction with the 
computer, normally without the user's approval or consent. Spyware 
functions include monitoring, tracking, collection of personal or 
organisational financial information, installing unapproved software and 

trf>t'.ttncrweb browser 
Trojan A Trojan or Trojan Horse programme, hidden within an apparently useful 

programme, and covertly installs malware. The malware may include 
rootkits and spyware. A Trojan can be used to create backdoors or 
trapdoors for covert unauthorised access. They can also act as "tricklers" 
to automatically download additional malware in parts for later re-

and over a · of time to avoid detection. 
Virus A virus is an unauthorised, self-contained, self-replicating programme that 

"infects" a computer, without the knowledge or approval of the user. 
Infected systems then propagate the virus to other systems. A virus may 
also a malicious or information 

Worm A programme which replicates itself through a computer system or 
network, without the use of a host file and consuming resources in the 

A worm does not · itself into other 

Security vendors record and measure malware in different ways, with some recording each 
malware variant individually. As there can be twenty or thirty identifiable variants of each 
piece of mal ware, the gross measurements can differ substantially. What is clear, however, is 
that there is an alarming growth in mal ware and there is a consistent view of accelerating and 
almost exponential growth. Reports from other security vendors, such as IBM, Sophos, 
F-Secure and McAfee support this view. 
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Figure 13 - Malicious Code Threats 
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Malware can have a detrimental effect on system performance as well as exfiltrating sensitive 
data, unauthorised use of system resources and creating significant system overheads. In July 
2008, IBM's X-Force@ 2008 Mid-Year Trend Statistics reported [IBM 2008] : 

• Number of vulnerabilities continuing to rise; 
• Web-based vulnerabilities and threats continuing to increase; 
• Complex spam is declining but being replaced by simpler spam types relying on web links 

and short messages within spam email; 
• Spam URL's are more mobile to avoid blocking; 
• Financial institutions continue to be the principal targets of phishing; 
• Malware targeting online games is a major threat. 

5.3.1. Blended Threats 

The term blended threats was first used to describe multiple methods of propagation and 
attack by multiple forms of mal ware, combined into a single payload. Sometimes also known 
as hybrid threats, the term now also encompasses the simultaneous use of social engineering 
and physical attack methods to support malware attacks. Blended threats mandate holistic 
and integrated security design, architecture and management in order to deal with 
simultaneous multiple forms of attack. Characteristics of blended malware threats are 
described in Table 24 below [Sullivan 2005, Symantec 2008C, Johnson 2005]. 
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Table 24 - Characteristics of Blended Malware Threats 

Feature Damage 
Damage and harm File damage, operating system corruption, overwhelm network 

resources, DoS, web site defacement, trojan for later execution. 
Embeds HTML code to infect visitors to an infected web site. 
Sends unauthorised infected email. 

Multiple propagation Propagates through any viable channel including email, IRC, 
methods file-sharing networks, download copies of itself. 

Some malware incorporates SMTP engines, FTP and common 
network utilities to avoid using operating system utilities and 
circumvent normal safeguards in order to assist propagation. 

Vulnerability probe To identify known and unpatched vulnerabilities, default 
passwords. 

Multiple attack points Compromising an identified vulnerability. 
Automated Does not require human intervention once launched. Undertakes 

continuous scans and attacks. 
Self-maintenance To download updates for the malware, patch the infected system 

to avoid infection by other malware. 

Although multiple attack methods and multiple methods of propagation are not a new 
concept, it was not until 2002 that blended threats became a significant threat in their own 
right. Symantec reported a twenty percent increase in blended threats between the July to 
December 2002 and January to June 2003 periods [Symantec 2003] . Recent examples of 
blended threats include: 

• March 2008, A spam email containing a link to an ecard in an attempt to entice the 
recipient to access an infected web site and download the Storm trojan, as shown in Figure 
14 below [Herson 2008]. 

• June 2008, Chinese earthquake message, propagated through email and containing links to 
infected sites and a video clip linked to an infected site. 

• June 2008, Microsoft issued an alert warning Windows users that installation of Apple's 
Safari for Windows browser may create an attack vulnerability through the "blending" of 
Safari default characteristics with Windows file handling routines. 

Figure 14 - Blended Threat ecard 

Your download will start in 5 seconds. 
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5.3.2. Adware 
Adware, or advertising-supported software, is embedded in computer applications and 
displays or downloads advertising material while the application is in use. The common 
justification for this behaviour is that it assists in development cost recovery and reduces the 
cost for the user. Adware usually includes code that can retain personal information and pass 
that information to third parties, without authorisation or knowledge of the user, a behaviour 
similar to spyware. The user has little control over these actions. Many less-reputable 
software companies pay commissions based on the number of installed copies of their 
software, with little regard for the preferences of the user [Microsoft 2007 A] . 

Apart from the annoyance of the advertising "pop-ups" disrupting activity, adware may add 
bookmarks to your web browser and your desktop and change default homepage, search 
engine and security settings. Badly infected systems may display aberrant behaviour, slow 
operation, "hang up", or even fail to start. 

Adware can also use social engineering techniques to entice, or frighten the user into 
downloading mal ware, as shown in Figure 15 below [Microsoft 2004]. 

Figure 15 - Malware Social Engineering 
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Adware is often closely coupled with spyware (see below), for example the movie download 
service movieland included repeated and persistent popup windows with demands for 
payment, causing significant disruption. Also known as Moviepass.tv and Popcorn.net, this 
was the subject of a complaint to the US Federal Trade Commission (FTC) who charged 
them with having "engaged in a nation-wide scheme to use deception and coercion to extract 
payments from consumers". A number of other online organisations were named in the same 
complaint. A settlement was reached in September 2007 with Movieland having to pay more 
than US$500,000 in consumer redress and having to modify their software [FTC 2007D]. 
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5.3.3. Keylogger 
A key/agger is a device or software programme that captures keyboard, mouse or pointing 
device input in order to surreptitiously discover login and authentication details. Some 
devices are hard to detect as they are generally plugged into the rear of the computer, an area 
seldom inspected by most users. Other devices can be secreted inside keyboards. Early 
devices had limited capacity but were intended to capture only important data. As such, they 
may have been in place for some weeks before retrieval. Developments are such that devices 
with a capacity of several GB are now available. 

Software keyloggers can be controlled remotely and any data captured downloaded on 
command. Keyloggers record keystroke data before it is encrypted and forwarded for 
processing. This can lead to compromise of encrypted systems. Keyloggers are usually 
activated by particular events or keywords to avoid capturing excessive amounts of data. 
Keyloggers typically capture [Ianelli 2005]: 

• Logon and authentication credentials; 
• Personal information for identity theft; 
• Financial information such as credit card or bank account numbers; and 
• Selected email and IM contacts and content. 

The capture of the login and authentication credentials is a means to an end, such as 
authorising the money transfers. Keylogger attacks, therefore, usually target specific 
individuals or organisations. Examples ofkeylogger use include: 

• An investigation into an attempt to steal an estimated £220m from the Sumitomo Mitsui 
Bank in the City of London is reported to have found hardware keyloggers at the rear of 
the computers, apparently placed by cleaning staff [The Register 2005A]. Police in Israel 
arrested a 32-year-old man after he attempted to transfer £13.9m into his account. Four 
UK citizens were subsequently arrested and are facing a number of charges [Scotsman 
2008]. 

• In July 2007 an example was reported of keyloggers being used in a targeted attack 
against US government agencies and contractors in the transportation sector, recording 
passwords to databases under the guise of an extortion attempt [W ebSecurity 2007]. 
Organisations affected included the US Department of Transportation, consulting firm 
Booz Allen, technology organisation Hewlett-Packard and satellite network company 
Hughes Network Systems. 

• In 2007 a BBC South Inside Out investigation was able to compromise security at the 
House of Commons, infiltrate a keylogger and install it on a computer. While there is an 
element of television drama in this report, it is clear that Parliamentary security was 
focused on weapons, explosives and other dangerous items and not on items that can 
compromise computer security [BBC 2007C]. 
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5.3.4. Rootkit 
The term rootkit is a generic description for a suite (or kit) of software utilities and 
programmes designed to provide privileged access to an operating system. While rootkits 
can be used for legitimate purposes, today they are most often used to subvert control of an 
operating system from its legitimate operators. A rootkit will usually cloak its installation 
and presence and resist attempts to prevent its removal by hiding files, registry entries and 
other vital operating system information, thus allowing a persistent but generally 
undetectable presence. This characteristic can also allow other malware to install and run 
undetected by anti-virus, spyware and other malware detection software. The term root 
derives from UNIX operating systems and indicates the highest level of privileged access to 
an operating system. 

Rootkits have two principal functions; command and control and eavesdropping. Among 
other capabilities, the command and control function is usually facilitated by the installation 
of a back/trap door and allows: 

• The compromised computer to relay and proxy command, thus disguising the source; 
• Remote storage, often found in pornography and hacker networks; and 
• Denial of Service attacks by destroying data and network functionality on the local 

network. 

The eavesdropping function commonly uses spyware and programs that monitor keystrokes, 
traffic and email. As such they are a security risk and can tum computers into "zombies" as 
part of botnets serving as a transmitter of mal ware. A tool named "BlackEnergy" is a recent 
addition to rootkits. Costing around US$40, BlackEnergy is HTML based, provides a 
graphical interface and is designed to conduct DDoS attacks [The Register 2008A]. 

Rootkits first appeared in the late 1980's comprising collections of legitimate tools and 
utilities to facilitate administrator's tasks but also provided a means of manipulating UNIX 
log-files and hiding the presence of selected users [Dittrich 2002]. Rootkits could serve a 
malicious purpose and Kernel Rootkits appeared on Sun and Linux systems in the 1990's. By 
the end of the 1990's kernel rootkits were available for most UNIX-style operating systems. 
At the same time rootkits for the Microsoft Windows operating systems appeared 
[Bunten 2004, TechFocus 2008]. 

With Windows systems there are two principal categories of rootkit, the User Mode and 
Kernel Mode rootkit. User mode rootkits run either as a separate application or within an 
existing application. Kernel mode rootkits are more powerful, running at a low level within 
the operating system. Rootkits may not have any direct effect on the compromised system 
and are generally installed as the foundation of a suite of malware. Virus writers are also 
now using rootkit philosophies to evade detection. 

In 2005 Sony BMG was discovered to be using rootkit techniques as a means of copy 
protection when any Sony music CD was played on a computer. Although not intended to 
be malicious in itself, attempts to remove the programme proved difficult, resulting in 
anomalous computer behaviours, such as the CD-ROM drive not being recognised or the 
computer crashing. Several class action lawsuits were launched in the US, a criminal 
investigation was started in Italy, and anti-virus and anti-spyware companies updated their 
programmes to identify and remove the Sony rootkit. 
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Sony was forced to issue an apology, suspend use of the rootkit and issue a software patch to 
remove the rootkit. Unfortunately this patch created its own problems and forced Sony to 
withdraw the patch. Sony also recalled millions of copies of 52 affected CDs. Researchers 
estimated that the Sony rootkit had infected at least 500,000 computers in 165 countries. 
Further embarrassment resulted from an analysis of the rootkit which revealed that it 
included open source software code contravening the relevant software licences 
[BBC 2005B]. 

In August 2007, F-Secure reported finding software supplied with the Sony MicroVault 
USM-F (a USB drive with fingerprint reader) using rootkit techniques to hide a directory 
from operating systems, again raising speculation and concerns over Sony's intentions 
[F-Secure 2007C]. 

Today, rootkits by design are covert and difficult to identify and remove. They are also 
designed to survive reboot of the system. In some cases the only viable option is to purge 
and rebuild a system. While well-written rootkits are almost undetectable, there are also 
many poorly written examples. Rootkits can intercept and filter low level operating system 
and application programming interface (API) calls. These modifications require high skill 
levels and are difficult to achieve seamlessly. Poorly written rootkits frequently result in 
system instability [Microsoft 2007 A]. Some typical symptoms that a poorly written rootkit 
may exhibit, but which can also indicate other types of mal ware, are presented in Table 25 
below. 

Table 25- Rootkit Symptoms 

Even well-written rootkits may leave some trace. CERT/CC and AusCERT produced a 
Windows Intruder Detection Checklist outlining some useful indicators and recommended 
actions as shown in Table 26 below [CERT/CC]. 
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Table 26- Rootkit Indicators and Remedial Actions 

5.3.5. Spyware 

Examine log files for continuity, tampering, connections from 
unusual sources and other anomalous 
UnusuaVunauthorised user accounts, groups, memberships and 
user 
Particularly those which start automatically. Check the registry 
for start entries. 
Check system binaries for changes. Compare with known good, 
off-line 

Use 

Spyware is a form of malware installed on a workstation or personal computer without the 
user's or organisation's approval or consent. Spyware can collect personal and financial 
information, subvert control of the computer with actions such as downloading other 
programmes, modifying computer configurations and redirecting web browser activity, 
including modifying home and search page defaults. Spyware is not usually designed to self
replicate. 

While the term had been used to describe the hardware of espionage, the first recorded use of 
the term "spyware" to indicate malware, was in 1995 in a satirical Usenet posting directed at 
Microsoft's Marketing Strategy [Usenet 1995]. The next recorded use was in 1999 in a Zone 
Labs press release [CNET 2004]. Since then the term has been widely adopted and used to 
indicate a specific form of mal ware. 

Low cost (or no-cost) software (shareware and freeware) is often supported by the inclusion 
of advertising and has frequently been found to contain spyware. If advertising is removed or 
disabled by the user or by anti-spyware programmes, the downloaded software may cease to 
function correctly. This forces the user to either accept advertising and any "added features" 
or find alternative software. Other means of propagation are embedding the spyware in 
utilities (such as "disk cleaners", web download accelerators and toolbars), masquerading as 
security software and embedding with music and movie downloads. 

The incidence of spyware and the risk of infection is increasing. A 2006 study by security 
organisation Finjan reported that in monitoring web traffic of selected sites, spyware 
accounted for 67% of security policy violations in a financial institution. Access to web sites 
that served spyware accounted for 62% of security policy violations in a government 
organisation [Finjan 2006]. 
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Spyware infections are not always evident. However, spyware can create significant CPU 
and disk activity which degrades performance. Typical symptoms are aberrant computer 
behaviours, poor performance, slow programme loading, connectivity difficulties and poor 
system stability. The FTC lists the following symptoms [FTC 2007B]: 

• Multiple pop-up ads; 
• Hijacked browser; 
• Changes to the browser home page; 
• New and unexpected toolbars or icons in the system tray; 
• Keys not operating, or not operating correctly; 
• Error messages; and 
• Slow system performance when opening or saving files. 

Once the purview of specialist security vendors, many anti-virus vendors now include anti
spyware capabilities in their products. Spyware developers have reacted to the improved 
defences by utilising rootkit and other stealth technologies to propagate their spyware 
[Eweek 2005]. 

5.3.6. Trojan 

In computing, a Trojan or Trojan Horse is a code shell, carrying a malicious payload and 
designed to surreptitiously infiltrate malware into computer systems. Trojans will invariably 
require user intervention to activate and the success of a trojan attack frequently depends on 
social engineering (as with email trojans). A trojan is not a virus per se, as it does not 
replicate, merely carries a malicious payload. 

The term was attributed to Daniel Edwards of the US National Security Agency in the 1972 
paper "Computer Security Technology Planning Study", a discussion of electronic attack 
forms. At the time it was described as "placing code with trap doors into a target system" 
[Anderson 1972]. The term is derived from the classical Greek tale of the Trojan Horse. 
Trojans are generally categorised according to their type of malicious payload, the main types 
described in Table 27 below. 

Trojans can be invasive, pervasive and indiscriminate. Some are designed to target a 
particular individual, group or sector. For example, the SilentBanker trojan, first identified in 
December 2007 is reported to have targeted over 400 banks world-wide 
[DefenseTech 2008A]. 

In a May 2008 report, Trend Micro reported that over 500,000 legitimate web sites were 
compromised and redirected visitors through several servers to a site that tested the visitors 
computer for a series of vulnerabilities. If vulnerabilities were found, the visitor's computer 
was infected with a variant of the Zlob trojan. All of the compromised web sites were 
running the open source message forum manager phpBB [ComputerWorld 2008D]. 

Chapter 5 - The Tools of Cybercrime Page 88 



Table 27- Types of Trojans 

Remote Access Trojan 
(RAT) 

Data Sending 

Email Sending 

FTP 

Security software disabler 

5.3.7. Virus 

Created to identify and transmit sensitive data such as 
passwords, credit card numbers, bank account numbers and 
log files. This type can also be configured to identify 
particular data sets, such as contracts or customer lists, and 
exfiltrate data. 
Uses address books on the victim computer to send malicio 
and/or infected email. 

Uses the victim computer as a proxy in order to obfuscate the 
source. Often used in BotNets. 
Similar to a RAT, an FTP trojan opens port 21 to allow 

Directs victim systems to specific URLs where high charges 
be incurred. 

Similar to a RAT, allows remote access at some future time 
without 

In biological terms a virus is a micro-organism that injects copies of its own genetic code into 
another (usually larger) organism, infecting that organism and modifying its DNA to produce 
copies of the virus. Self-replicating programs had been discussed in academic writing as 
early as 1949 when von Neumann's paper Theory and Organization of Complicated 
Automata postulated that a computer program could reproduce [Burks 1966]. In the 1950's, 
Bell Labs employees created a computer game called Core Wars, utilising von Neumann's 
theory. In this game, two players would write one program each in a low-level assembly 
language named REDCODE. The programmes or "organisms" were placed in the computer 
memory or Core and run by alternately executing one instruction of each in a simple time
sharing system. The two programmes attacked each other, seeking in turn to avoid or to 
repair any damage. The game ended when a sequenced instruction could not be executed 
[Jones 1984]. 

In the early 1960s, researchers at Bell Labs created a computer game named Darwin. 
Described in a 1972 article, the object of the game was survival; the programs ("organisms") 
had the ability to "kill" each other, and could create copies of themselves. The text mentions 
that one of the players "invented a virus- an unkillable organism" [Johnson 2007]. 

The concept of a computer virus was also in use in science fiction writings of the 1970s. The 
use of the term in information technology dates back to the early 1980s when it was adopted 
by US computer scientist and academic Fred Cohen in his paper Computer Viruses-Theory 
and Experiments [Cohen 1984]. 
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A computer virus is a self-replicating and self-contained piece of code. It attaches itself to an 
existing programme and is executed when the host programme is run. Early viruses generally 
required human intervention to activate and propagate. The plural of virus is either virii or 
viruses. Viruses is more generally used. 

One of the earliest computer virus to propagate widely was Elk Cloner which infected Apple 
II machines. This was written in 1982 by Richard Skrenta, a Pittsburgh high school student. 
The virus propagated through infected floppy disks and carried a payload of some verse, 
reproduced below. 

ELK CLONER: 
THE PROGRAM WITH A PERSONALITY 

IT WILL GET ON ALL YOUR DISKS 
IT WILL INFILTRATE YOUR CHIPS 
YES IT'S CLONER! 

IT WILL STICK TO YOU LIKE GLUE 
IT WILL MODIFY RAM TOO 
SEND IN THE CLONER! 

An early PC virus was Brain, discovered in January 1986. It was thought to have been 
created by a Pakistani software firm to help protect their software by placing a copyright 
message on copies of the software disks. Brain was a boot-sector virus (BSV) and 
propagated through the copying of floppy disks. The payload is reproduced below. 

Welcome to the Dungeon 
©1986 Basit & Amjad (pvt) Ltd. 
BRAIN COMPUTER SERVICES 
730 NIZAB BLOCK ALLAMA IQBAL TOWN 
LAHORE-PAKISTAN 
PHONE :430791,443248,280530. 
Beware of this VIRUS .... 
Contact us for vaccination....... . . . . . $#@%$@! ! 

By the end of the 1990s, viruses were capable of directly attacking firmware, such as the 
Basic Input-Output System (BIOS). The BIOS initialises key hardware components when the 
computer is powered on. The Chernobyl virus was the first such virus to be publicly 
identified [SOPHOS 2006]. The number of individually identifiable viruses has continued to 
grow, reaching 50,000 mark in 2000, 75,000 in 2002, 115,000 in 2005 and approximately 
208,000 in 2006 [SOPHOS 2006, SOPHOS 2007A, SOPHOS 2008A]. 

From this point security organisations simply reported malware, rather than separately 
identifying viruses. This is probably due to the growing number of blended threats and the 
difficulty in properly classifying this malware. However, the malware databases of these 
security vendors continue to report the nature and behaviour of the malware. In the six 
months to December 2007, Symantec reported 499,811 new malicious code threats; a 136 
percent increase over the first half of 2007 [Symantec 2008B]. As at June 2008, Sophos 
reported over 11 million identifiable malware threats [SOPHOS 2008C]. · 
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Most viruses are now compressed and encrypted and there are a number of freely available 
utilities to assist the inexperienced virus writer. Custom-written utilities often use 
obfuscation, in addition to compression and encryption, to deter analysis. Microsoft 
estimates that over half of new malware is merely existing malware, compressed with 
different utilities [Microsoft 2007 A]. Many viruses are now described as "blended threats" 
with multiple attack vectors and the older form of classification (Table 28) has less 
relevance. Most anti-virus organisations provide free access to databases containing 
descriptions of a virus, attack vectors, risk, potential damage and remedial actions. Table 28 
describes an early classification of computer viruses from [Solomon 1992]. 

Table 28- Computer Virus Classification 

Boot Sector Virus 
(BSV) 

Partition Sector 
Virus 
Direct Action File 
Virus (DAFV) 

Indirect Action File 
Virus 
File Allocation 
Table (FAT) Virus 

Multipartite Virus 

Macro Virus 

Polymorphic Virus 

The original BSVs replaced boot sector data with its own code and 
placed the original boot sector data elsewhere on the disk. Whenever 
the computer was started, the BSV would activate. Usually propagated 
through infected floppy disks, computers with infected hard disks 
would also infect disk used in that ""''rn-n,nt,•r 

PSVs apply only to hard disks and operates in a similar fashion to 
BSVs. PSVs had the same effect as BSVs on a disk. 
DAFVs append themselves to executable files and modify the file so 
that the virus code is executed first. A DAFV will run each time the 
host file is executed. 
IAFVs also infect executable files but usually install into memory, 

total control. 
A FAT is fundamental to locating data on a disk. A FAT virus can 
prevent access to specific files or damage the FAT, thus preventing 
access to data. 
Multipartite Virus is any combination of the virus types described 
above. They share the characteristics of more than one type of virus. 
Sometimes now described as a blended threat. 
Hidden within documents or data and are activated when the 
application (e.g. WORD, EXCEL) macro is run. Macro viruses 
typically use the Visual Basic macro language which is built into 
Microsoft Office · 
A polymorphic virus mutates its code structure e.g. by adding dummy 
lines or rearranging non-critical commands to avoid detection and 
removal. A · itself. 

5.3.8. Mobile Device Virus 

Mobile devices lacked a common platform and operating system with various proprietary 
platforms and operating systems such as Windows Mobile, Symbian and various LINUX 
derivatives. However, as they became more powerful, mobile devices such as cellphones and 
Personal Digital Assistants (PDAs) faced increasing risk from viruses [Business Week 2008, 
IBM 2008]. 

While there have been several proof-of-concept mobile viruses, there was little evidence of 
this malware being released until one of the earliest mobile viruses, Liberty, was discovered 
in 2000. This was followed shortly afterwards by PalmOS/Phage.J325. Both were written 
specifically for Palm PDAs [IntemetNews 2000]. 
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An early mobile phone virus Cabir, was released in 2004 [VnuNet 2004], followed by the 
Mabir.A virus and thought to be from the same author. Mabir.A was designed to affect 
mobile phones running the Symbian operating system [VnuNet 2005]. F-Secure reports they 
have detected a total of376 mobile viruses as at September 2007 [F-Secure 2007B]. 

The relatively slow growth in mobile viruses is a reflection of the viability of such attacks. 
However, the increased capability and features of mobile devices now available is likely to 
make these devices a more attractive target. A 2008 survey by vendor GuardianEdge and 
market researcher Decipher Inc. found that over 70% of respondents admitted to storing 
sensitive corporate information on mobile devices and 89% reported accessing email and 
other corporate networks through mobile devices [GuardianEdge 2008]. 

A Juniper report in December 2006 forecast that 4% of mobile phones will be stolen annually 
by 2011. Conversely revenues from security products, such as mobile data and file 
encryption, anti-virus, VPN, and mobile identity management applications, are forecast to 
generate almost $5billion worth of revenue by 2011, exceeding the value of the PC market 
[Juniper 2006]. 

The key risks associated with mobile devices are theft, fraud (subscription, roaming and 
premium rate service frauds) credit card compromise and loss of personal or confidential 
information [Yates 2003]. It is interesting to note that NASA confirmed in July 2008 that 
laptops on the International Space Station were infected with a virus, thought to have been 
transported via a USB drive or similar device owned by an astronaut [BBC 2008B, 
Greenemeier 2008]. 

5.3.9. Worm 
The terms worm and virus are often used interchangeably. More correctly, however, the use 
of the term worm implies a method of automatic self-replication and malware that does not 
attach itself to existing programmes. 

A worm is a self-replicating programme which can exhaust network resources, such as 
storage, processing and communications bandwidth, although it can function on a single 
computer. A worm requires a network connection to propagate and generally does not 
modify data. Worms can propagate without human intervention and have been used as a 
transport mechanism, carrying a malicious payload in a similar fashion to a trojan. 

An early use of the term worm is attributed to two Xerox researchers who developed a 
programme to identify other computers, copy itself and self-destruct after a pre-determined 
interval [Pare 2007]. The term is taken from a science fiction novel, The Shockwave Rider 
by John Brunner, and first used in a computing context, in a 1982 paper; The Worm 
Programs -Early Experience with a Distributed Computation [Shoch 1982]. 
The first computer worm that caused widespread damage was the Morris Worm of 1988. A 
Cornell University student developed a programme that connected to another computer, 
exploited one of several vulnerabilities to copy itself to that other computer, and executed the 
copy of itself. The programme was designed to infect another computer on each iteration. 
Each copy had a similar behaviour, in tum inflecting other computers. The exponential 
nature of the propagation caused a DoS resulting in approximately 10% of the computers 
connected to the ARPANET "crashing" almost simultaneously and causing damage estimated 
at US$ 15.5 million. 
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The Morris Worm incident lead directly to the formation of Computer Emergency Response 
Teams (CERTs) around the world, the first being the CERT Coordination Center [CERT/CC 
1997]. Morris was later convicted and sentenced to three years probation, 400 hours of 
community service and fined US$10,050 plus costs [Spafford 1996]. 

A range of worms has been seen since the Morris Worm, some of which have resulted in 
significant damage to systems. Estimates of the global economic damage incurred is 
presented in Table 29 below [Symantec 2003, ZDNet 2003, Gebhart 2004, iWeek 2007, 
CyberGuard 2003, MI2G 2007]. 

The damage from these worms has lead to a strengthening of corporate defences. 
Unfortunately this form of malware is persistent, mainly due to the large number of poorly 
maintained, administered and unpatched computers connected to the Internet. 

In many cases, multiple variants of the original malware increase the persistence of the 
infections. Examples of even early worms, viruses and other mal ware can still be found. The 
many variants have also made estimates of the cost of economic damage extremely difficult 
to compile with the most recent examples defying estimation. 

Table 29- Worms and Estimated Economic Damage 
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Worms often use phishing as a means of transport, with subject lines reflecting real-life 
events creating news headlines [F-Secure 2007A]. For example: 

• 230 dead as storm batters Europe 
• A killer at 11, he's free at 21 and ... 
• British Muslims Genocide 
• Naked teens attack home director 
• U.S. Secretary of State Condoleezza ... 

A virulent worm that first appeared in late 2008 is the Conficker worm, also known as the 
Downup, Downandup, Conflicker or kido worm. While estimates vary significantly, in 
January 2009 F -Secure estimated between one and two million PC world-wide were infected 
while the UK's Telegraph put the estimate at over 15 million infected PC's [ZDNet 2009, 
Telegraph 2009]. IBM estimated the global infection rate at 4% of unique IP addresses [IBM 
2009]. Symantec estimated in late May 2009 that approximately 50,000 PCs continued to be 
infected daily. Microsoft has released and emergency update to combat this worm on 23 
October 2008. Regrettably many organisations failed to install the update expeditiously. 

High profile conficker infections included the Royal Navy, the UK's Ministry of Defence, 
the French Navy, the UK's House of Commons and the German Federal Defence Forces (the 
Bundeswehr). In New Zealand the Ministry of Health was severely infected resulting in 
suspension of email and Internet services for a number of weeks (see also Chapter 6- Section 
6.3.4 Other Examples of Malicious Activity in New Zealand on page 109). The spread of 
conficker is illustrated in Figure 16 below [Symantec 2009B, CWG 2009]. It is interesting to 
note that New Zealand is recorded as being heavily infected. 

Figure 16- Conficker Infection 2009 

Source: Conficker Working Group 
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5.4. Summary 

A continually evolving technological environment, technology convergence, increasing skill 
levels, changes in the use of the Internet (Web 2.0), widespread availability of mal ware and 
the organised nature of cyber-criminal activity pose particular challenges to organisations. 
For example the convergence of spam and malware where spam has evolved from simple 
advertising and social engineering to phishing and carrying a mal ware payload. The financial 
value of malware tools and distributions is increasing and attacks are often conducted in a 
highly organised and professional manner. Attempts to exploit systems and individuals are 
likely to use multiple channels, including the Internet, telephone and mail. On the Internet, 
combinations of attack methods are common, including malware, phishing, social 
engineering and Google hacking. Figure 17 below illustrates some major malware and attack 
events in Internet history. 

The motivators of greed, power, control and a high reward/risk ratio continue to be key 
drivers in the growth of cybercrime. The Internet and cybercrime pays no respect to national 
borders and the "always on" nature of Internet connectivity requires constant vigilance. 

The discussion thus far has provided a view of the Internet technologies used, cybercrime and 
its tools from a global perspective. We now move to a discussion of cybercrime in New 
Zealand, drawing on specific examples of domestic cybercrime and examination of the extent 
of this activity. 
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Figure 17- Major Malware and Attacks in Internet History 
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Chapter 6 - Cybercrime In New 
Zealand 
This chapter provides a view of cyber-criminal activity both in New Zealand and that 
originating from outside the country but targeting resident enterprises and individuals. It also 
provides an overview of the extent of Internet usage, relevant legislation and is illustrated by 
representative examples of domestic cyber-criminal activity. 

6.1. Internet Use in New Zealand 

Based on a survey conducted in 2001, Statistics New Zealand reported four out of five New 
Zealand businesses used the Internet and email with just over a third operating a web site. 
Forty-seven percent of households had a home computer with thity-seven percent of 
households having access to the Internet. Barriers to the use of the Internet included 
relevance to the business model, risk, lack ofiT skills and technical issues [Statistics 2002]. 

More recently, Statistics New Zealand conducted surveys of Internet Service Providers (ISPs) 
at six-monthly intervals with the first set of survey results released in August 2005 
[Statistics 2007B]. According to these surveys, in 2005, the number of Internet subscribers 
(residential, business and government) had reached 1.24 million. The 2006 Household use of 
Information and Communication Technology Survey reported 1.011 million households had 
Internet access, 33.2 percent had broadband access and sixty-nine percent of individuals had 
used the Internet in the previous 12 months [Statistics 2007C]. By March 2007, the number 
of Internet subscribers had grown to 1.464 million active subscribers of which 1.244 million 
were households. The numbers of New Zealand ISPs has shown a consolidation from 66 in 
March 2005 to 57 in March 2007 [Statistics 2007B]. 

In their 2007 The Broadband Report, Nielsen Media Research reported that over 2.9 million 
(83%) of New Zealanders aged 10 and over have access to the Internet with 68% accessing 
the Internet from home. In 1997 by comparison, this figure was 6% of New Zealanders. In 
2006, 24% of respondents stated they had a broadband connection at home while 33% had a 
dial-up connection [Nielsen 2007]. 

Over 1.25 million New Zealanders shopped online in 2006 compared to just over 300,000 in 
2001, representing an increase of more than 400 percent. Over 400,000 made at least six 
online purchases in 2006, representing a 700 percent increase since 2001. Of these 1.25 
million online shoppers, 80 percent of them had shopped online in the last three months 
[Nielsen 2006]. 

Clearly there is continued growth in subscriber numbers and use of the Internet. It is 
interesting to note that business and government subscriber numbers are falling while 
household subscriber numbers continue to climb, reflecting changes in business operations 
and adoption of broadband, allowing organisational consolidation of services and 
subscriptions. 
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6.2. Cybercrime Legislation and Statistics 

Changes to The Crimes Act 1961 were introduced in The Crimes Amendment Act No. 39 of 
2003 and added a new class of offences (Dishonesty Miscellaneous) and new specific 
offences related to cybercrime (sections 249 to 252) [Legislation 2009]. Before this 
amendment, cybercrimes were prosecuted variously as a property crime (theft and fraud) 
under The Crimes Act, The Telecommunications Act (misuse of communications) or under 
an act specifically relating to the victim organisation or individual. 

New Zealand cybercrime statistics did not, therefore, specifically exist before this 
amendment to The Crimes Act. In addition, the extraction of specific cybercrime offences 
from official crime statistics, prior to 2003, is possible only by examination of individual 
cases and prosecutions, extraction of each offence type and aggregation of the results of that 
examination. 

A further difficulty is that crimes are categorised in the New Zealand crime statistics by the 
principal offence. Sub-categories are not recorded. Therefore if the cybercrime was an 
associated offence (for example to the principal offence of fraud), it is unlikely to be 
individually identified as cybercrime for statistical purposes. 

A complicating factor has been the difference in categorisation of crime between the New 
Zealand Police [NZ Police 2007 A] and the Ministry of Justice [Justice 2007]. As a result, it 
was difficult to correlate or compare the two sets of statistics. For example, Computer Crime 
offences are usually consolidated in the Dishonesty Miscellaneous category by the Ministry 
of Justice and Statistics New Zealand, whereas the New Zealand Police record crime against 
the specific provisions of The Crimes Act. However, changes to the Statistics New Zealand 
web site now allow interrogation of the NZ Police crime statistics, allowing extraction of 
some data related to particular offences. 

In June 2005 the New Zealand Police replaced their crime recording system. This caused 
what is described as "a single step-change" in recorded crime statistics with the consequence 
that recorded crime statistics before and after this date are not fully comparable [NZ Police 
2007B]. An independent review of this anomaly was provided in the Axist Consulting report 
published in September 2006 - Understanding Recent Movements in Crime Statistics which 
described the step-change as " ... a clear indication, which appears consistently across 
several different categories of crime, of an event occurring early in July 2005 which caused 
an increase in recorded crime levels" [AXIST 2006]. The step change was attributed to the 
improved recording facilitated by the new crime recording system, rather than an increase in 
crime. 

The New Zealand Police crime statistics are based on recorded and resolved offences, 
apprehensions and resolutions [Statistics 2007A]. Four types of report are produced, based 
on data recorded in the justice sector Law Enforcement System: 

e Calendar year offence statistics; 
e Fiscal year offence statistics; 
e Calendar year apprehension statistics; and 
• Fiscal year apprehension statistics. 
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The NZ Police statistics for the calendar years to December 2007 provide information on 
computer crime recorded and resolved in New Zealand, depicted in Figure 18 below 
[Statistics 2008]. These cover the period since the introduction of specific offences in 2003. 
It is interesting to note that resolved computer crime averages 56.9% of the reported 
computer crime, although the resolution percentage has improved slightly over the previous 
three year average. Unsurprisingly, the apprehension and resolution figures are closely 
matched with apprehensions marginally higher than resolutions. 

These statistics also indicate an increasing caseload and backlog of cases - the cumulative 
difference between recorded and resolved crime. Figure 18 does not reflect the temporal 
element or time lag between record and resolution, which can be two or more years. 

Recognising the increasing level of cybercrime, in 2006 the New Zealand Police announced 
the formation of a hi-tech crime centre, in partnership with the CCIP and the Department for 
Internal Affairs [NZ Police 2007D, ComputerWorld 2006]. 

Figure 18 - New Zealand Computer Crime Statistics for 
Calendar Years 2003 to 2008 
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In New Zealand the principal authority for the investigation of crime is the New Zealand 
Police. A number of other organisations have limited investigative and prosecutorial powers 
under respective enabling legislation. In addition to investigative and prosecutorial powers in 
legislation, National Policy, in relation to cyber security, is published by several government 
agencies as listed in Table 30 below [GCSB 2008, NZSIS 2006, SSC 2007, StandardsNZ 
2008, 4360 2004]. The principal authorities are listed in Table 31 below [Legislation 2009, 
ComCom 2009, CrownLaw]. 
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Table 30 - National Cyber Security Policy Elements 

Security in the Government 
Sector (SIGS) 

The Interdepartmental Committee on 
Security (ICS) 

June 2002 

New Zealand Security in 
Information Technology 

The Government Communications 
Security Bureau (GCSB) 

2007/2008 

The Protective Security 
Manual 

The New Zealand Security Intelligence 
Service (NZSIS) 

October 2002 

Government Interoperability The State Services Commission (SSC) various 
Standards 
ISO/IEC 2700x series Standards New Zealand 

AS/NZS 4360: 2004 Standards New Zealand 

Table 31 -Authorities 

Crown Law 

Department of 
Internal Affairs 
(DIA) 

Serious Fraud 
Office (SFO) 

Commerce 
Commission 

Crown Law is a government 
department, which operates as a legal 
practice within government. 
Supervision and conduct of Crown 
prosecutions, conduct of criminal 

advice to o-o,JP.nnmPnt 

Investigation and prosecution, in co
operation with the NZP, of offences 
under the enabling legislation. 

Investigation and prosecution of 
serious or complex fraud and serious 
financial misfeasance 
Investigation ofbreaches of business 
competition, fair trading, anti
competitive practices, consumer credit 
and prescribed industry regulation. 
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various 

2004 

The Policing Act 2008, 
No. 72 

Crown Law is defined as a 
government department in 
the State Sector Act 1988 
No.20 

Films, Videos, and 
Publications Classification 
Act 1993, No. 94 

Serious Fraud Office Act 
1990, No. 51 

The Commerce 
Commission is New 
Zealand's primary 
competition regulatory 
agency established under 
section 8 of the Commerce 
Act 1986 No.5 
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6.2.2. Foreign Operations 
Many New Zealand organisations operate in foreign markets, some with significant parts of 
their operations in foreign countries. Cost of manufacture, operation, transport and proximity 
to key markets are important economic drivers. KPMG recently noted that with global 
operation, organisations are likely to be exposed to extortion, bribery and other corrupt 
practices [KPMG 2008A]. KPMG's 2006 Fraud Survey reported that organisations operating 
in the Asia-Pacific region have a greater exposure to corrupt or unethical practices than if 
operating solely in Australia and New Zealand [KPMG 2006]. If the organisations 
participate in any corrupt activity, they may be criminally liable under New Zealand's Crimes 
Act as well as any laws in the country in which the offence was committed. In cases where 
the organisation has a "footprint" in the United States, they may also be liable under the US 
Foreign and Corrupt Practices Act. In terms of this Act, a footprint may be attributed by as 
little as using a US financial institution or using any part of the US banking system. 
Operating in foreign countries can, therefore, add significant risk to an organisation's 
operations. 

6.2.3. Spam Act 

The Unsolicited Electronic Messages Act No. 7 of 2007 came into effect in September 2007 
[Legislation 2009]. Commonly known as the Spam Act, it was designed to manage the 
problem of spam, promote confidence in New Zealand's electronic environment and support 
international commitments to the management and eradication of spam [Cunliffe 2005]. 

While introduced several years later than similar legislation in other developed nations (EU 
directive 2002/58/EC of 2002, the US Can-Spam Act of 2003 etc.), the very low volume of 
spam originating from New Zealand would indicate a negligible effect on global volumes of 
spam. However, consistency and harmonisation of such legislation is essential in dealing 
with spam in investigations across multiple jurisdictions. 

The Department of Internal Affairs is responsible for enforcing the Spam Act through 
activity monitoring, investigating complaints, promoting education and awareness, 
facilitating industry liaison, monitoring emerging technologies and working with 
international agencies [DIA 2007]. It was reported that 155 complaints from the public were 
received in the first week the Act was in force [Dominion Post Sept2007A]. 

Volumes of spam have created difficulties for New Zealand ISP's. In December 2006, Xtra 
revealed that spam volumes had risen from 65 million items in September 2005 to 226 
million items in September 2006. This had lead to some delays for Xtra customers in 
accessing mailboxes and downloading email [Stuff2006]. 

6.3. Malicious Activity in New Zealand 

If cybercrime originates in jurisdictions other than New Zealand, it may not be recorded 
under the present crime statistics mechanism (which captures recorded and resolved offences, 
apprehensions and apprehension resolutions within New Zealand's jurisdiction). The New 
Zealand Computer Crime and Security Surveys, [Quinn 2005, Quinn 2006, Quinn 2007] also 
indicate a significant level of cybercrime not reported to the Police, and variously dealt with 
either internally or treated as a civil matter. 

Comparison of the New Zealand Computer Crime and Security Surveys, similar surveys from 
overseas and the New Zealand Crime Statistics supports the view that despite significant 
levels of cybercrime, most cyber-criminal activity in New Zealand originates in jurisdictions 
other than New Zealand. 
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The Deloitte Global Security Survey 2007 [Deloitte 2007] noted that businesses in Australia 
and the Asia-Pacific region are significant targets for hackers and security attacks, but they 
also have the weakest security measures. Of the respondents in these regions 36% 
experienced repeated internal breaches and 79% experienced repeated external breaches. 

Reported in the Dominion Post of 12 September 2007 the Director of the New Zealand 
Security Intelligence Service (NZSIS) stated there was evidence that foreign governments 
had been responsible for attacks on New Zealand Government departmental web sites with 
information being stolen and malware installed [DominionPostSept2007B]. It was also noted 
that Russia and China had been implicated in attacks on British government systems with 
China also implicated in attacks on German, Canadian and US government systems. 

This view was supported by a later report from the German Intelligence sources, presented at 
a conference on industrial espionage. The attacks on German ministries and authorities were 
described as having "an astonishing intensity" and were attributed to Chinese interests 
[Stuff 2007 A]. 

The PriceWaterhouseCoopers Global Economic Crime Survey 2007 [PWC 2007] was based 
on interviews with 5,428 organisations globally. This included 894 in the Asia-Pacific region 
and 78 in New Zealand. A separate report was provided covering the New Zealand results. 

The key findings of this survey were: 

• 67% of respondents had experienced an economic crime. This figure is significantly 
higher in New Zealand than comparative figures in the Asia-Pacific region (39%) and 
globally (43%). 

• New Zealand respondents reporting an economic crime, suffered a total loss of more than 
NZ$69.5 million, with an average loss ofNZ$1m. 

• 20% of New Zealand organisations that reported an incident of economic crime suffered 
losses of between NZ$1.35m and NZ$13.5m each. 

• 48% of the money lost by NZ organisations through economic crime has not been 
recovered. 

These findings are consistent with the New Zealand Computer Crime and Security Surveys 
2005-2007 [Quinn 2005, Quinn 2006, Quinn 2007]. While cybercrime was not specifically 
recorded in the Global Economic Crime Survey 2007, the nature of the fraud reported 
indicates that most were facilitated through the use of computers. Fraud types included: 

• Asset misappropriation; 
• Accounting fraud; 
• Corruption & bribery; 
• Money laundering; and 
• Intellectual property infringement. 

The joint CIO, CSO and PriceWaterhouseCoopers 2007 Global State of Information Security 
Survey also provided some insight into conditions in New Zealand. The ability to identify 
and analyse attacks was of concern with 28% of NZ respondents unable to conclusively 
identify attacks. Of those who identified attacks, 40% reported being unable to identify the 
primary attack method. In comparison, the Asia attack method identification figure was 29% 
and globally was 33%. 
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Attack methods reported were found to be consistent with global figures attributed mainly to 
hacking (40%) and employees (38%). The effects of attacks reported by New Zealand 
organisations ranged from systems damage to intellectual property loss, as shown in Table 32 
below [CIO 2007]. 

In many cases, organisations suffered multiple effects. For example a web site defacement 
can also manifest slow network behaviour through the malware infection. Reputation or 
brand damage and legal exposure may occur and data can be lost or corrupted. This is also 
consistent with the findings of the New Zealand Computer Crime and Security Surveys 
[Quinn 2005, Quinn 2006, Quinn 2007]. 

The CIO/CSO/PWC surveys also revealed that globally three percent of security incidents 
were attributed to terrorist activity and 150 incidents were identified as being state
sponsored. Of this, two New Zealand organisations reported state-sponsored attacks and one 
organisation reported a likely terrorist-sponsored attack [ComputerWorld 2007B]. Again this 
finding is supported by the findings of the New Zealand Computer Crime and Security 
Surveys [Quinn 2005, Quinn 2006, Quinn 2007]. 

Table 32- Attack Effects 

6.3.1. New Zealand Web Site Defacements 

Records of defacements of New Zealand web sites (.nz domain) have been maintained by the 
Centre for Critical Infrastructure Protection (CCIP) since August 2006. These are 
substantially based on source material from Zone-H. Zone-H maintains a "Digital Attacks 
Archive" which includes a global record of web site defacements and a copy (mirror) of the 
defaced page [Zone-H 2007]. 
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The pattern of this malicious activity indicates an attack (generally a mass-defacement where 
a web site hosting service is compromised), followed by two or three months of significantly 
lower activity levels. This may indicate a short period where security levels are heightened 
and remedial action is taken followed by inattention to security matters. At this point another 
attack occurs. This is a repeating pattern in the data (25 months to August 2008) available. 
The range is 14 web sites defaced (November 2007) to 637 web sites defaced (February 
2007). Several years of data, together with information on other variables, such as operating 
system and web server software, must be collected in order to examine predictive patterns. 
At this stage there is insufficient data to establish clear relationships or predictive patterns. 
The New Zealand web site defacements for the period August 2006 to July 2008 are 
presented in Figure 19 below [CCIP 2008]. 

In February 2007, a mass defacement saw 635 New Zealand web sites defaced, most by a 
hacker who defaced web sites with a Turkish flag in a fashion similar to a mass defacement 
in 2006. At least 38,000 web sites world-wide were reported to have been defaced by the 
"Turkish" hacker, Iskorpitz. ISP Ihug admitted some 90 of its customers were affected 
[TVNZ 2007B]. Interestingly, February 2008 also saw a mass defacement of a US-based 
web server, hosting a number of .nz web sites. 

6.3.2. Credit Card Fraud in New Zealand 
Credit card fraud trends in New Zealand have followed similar growth patterns to other 
developed nations. The Reserve Bank of New Zealand (RBNZ) records information on the 
use of credit cards with records dating from 1981. They report the following monthly 
expenditure listed in Table 33 below [RBNZ 2008]. 

Table 33 New Zealand Monthly Credit Card Expenditures 
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Figure 19 - New Zealand Website Defacements 
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While there is seasonal variation in the monthly expenditures, it is clear there is continuing 
and significant growth in the use of credit cards. The RBNZ reported in May 2008 domestic 
card expenditure of NZ$2, 112 million and foreign card expenditure of NZ$199 million. 

The NZ Police statistics for the calendar years to December 2007 provide information on 
various types of fraud including credit card fraud as depicted in Figure 20 below 
[Statistics 2008]. This reveals a significant peak in recorded credit card fraud in 2002 at 
which time additional checks and security precautions were introduced by card issuers. This 
appears to have reduced fraud although reported credit card fraud is again on the increase. 
The banking community is again introducing additional measures such as updating security 
verifiers each time a card is used in an issuing bank's ATM. Chip or smart cards are also 
under consideration. 

The UK first introduced chip/PIN cards in 2004, becoming mandatory for domestic cards 
from February 2006. The UK witnessed an immediate reduction in fraud associated with the 
physical presence of the users and cloning of cards. Unfortunately CNP fraud increased, a 
clear indication that crime migrates to the most favourable reward/risk ratio. Several reports 
of attempts to defraud chip and PIN cards in the UK have been published since its 
introduction, see Chapter 4 - Cybercrime under section 4.2.6 - Credit Card Fraud on page 42. 
In New Zealand merchants are required to upgrade their terminals to accept chip cards by 
June 2008 in preparation for widespread introduction of the technology here. 

Figure 20 - Credit Card Fraud 

2500 

'C 
:I 
ta 2000 ... 
u.. 
'E 
ta 
u -1500 '5 
I!! 
u 

1000 

500 

CXl 
Ol 
Ol 

Ol 
Ol 
Ol 

0 
0 
0 
N 

Ei 
0 
N 

~ 
0 
N 

Chapter 6 - Cybercrime In New Zealand 

Year 

(") 
0 
0 
N 

;g 
0 
N 

LO 
0 
0 
N 

~ 
0 
N 

1'-
0 
0 
N 

--Recorded 

- Resolved 

--Apprehended 

Page 106 



KPMG conducts a Fraud Survey covering Australia and New Zealand every two years, the 
most recent being for 2008. Their 2002 survey reported fraud was an increasing problem 
with over A$30 million lost to off-shore frauds, more than twice the loss reported in 1999. 
Credit card fraud accounted for 14% of internal and 52% of external frauds although this was 
a little under 2% of the total fraud value [KPMG 2002]. In 2004, similar internal credit card 
fraud figures were reported but external credit card fraud had fallen to 18% of the total frauds 
identified [KPMG 2004]. 

The 2006 survey reported falls of reported credit card fraud to 4% of the total number of 
frauds with an estimated value of over A$2.2 million [KPMG 2006]. This trend indicates 
better risk management and fraud controls in relation to internal fraud and a shift to other 
fraud types. The 2008 survey identified a " ... significant increase in fraud in Australia and 
New Zealand, compared with our last survey in 2006". The average value of fraud for 
reporting organisations was AUD1,5 million with gambling as a common motivator. Identity 
fraud was involved in at least fifteen percent of cases. Both the number and value of frauds 
had increased over the 2006 survey [KPMG 2008B]. 

Visa reported that in 2007, credit card fraud in New Zealand had increased from 0.06% in 
2006 to 0.12% of turnover. The single largest credit card fraud was $5 million. Over half of 
fraudulent transactions are made over the Internet [Viaduct 2008]. This report is consistent 
with overseas experience in CNP fraud. 

Examples of cyber-criminal credit card fraud in or related to New Zealand include: 

• In June 2005, the credit card details of up to 13,000 New Zealanders were compromised in 
a US data breach affecting almost 40 million credit cards world-wide. Some 650 of the 
compromised New Zealand cards were identified by Visa as being at a high risk of fraud. 
Mastercard advised New Zealand banks to cancel and reissue over 1000 New Zealand 
cards [NZNews 2005]. 

• In February 2008 it was reported that Auckland ATM's were targeted with cloned credit 
and debit cards to fraudulently withdraw cash. It is suspected that this activity is part of 
an international criminal network involving British service workers copying credit and 
debit card details while processing legitimate transactions [NZ Herald 2008A, 
Herald 2008]. 

• Thomasz Grygoruk from Howick, East Auckland was convicted and jailed for three years 
on charges of blackmail, document and computer fraud. Grygoruk used phishing and 
malware to illicitly obtained personal details from compromised systems and created 
fraudulent debit cards, which he then used to withdraw cash. Losses were estimated at 
$300,000. Grygoruk also attempted to blackmail a US teacher, which attracted the 
attention of the FBI [NZ Herald 2008B]. 

• In April 2008, a phishing attempt, purporting to come from Mastercard, targeted credit 
card users in Australia and New Zealand. The scam was seeking personal and credit card 
details [NZ Herald 2008C]. 
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6.3.3. Money Laundering 

Up to 1999 New Zealand had detected little in the way of money laundering. Incidents were 
mainly domestic in nature and principally related to drugs, fraud and property offences [Craig 
2003] . Also in 1999, the Reserve Bank ofNew Zealand noted that " ... It is likely that at least 
some of the proceeds of crimes committed within New Zealand finds their way at some stage 
from the 'cash' economy into the domestic banking system" [Deneb 1999]. The tragic events 
of 9/11 created a greater awareness and New Zealand has seen an increasing number of 
financial crime and money laundering cases with foreign funds entering New Zealand 
[Craig 2003] . 

Given that most banking transactions are now electronic, there is a "fine line" between 
money laundering as a specific offence and money laundering as cybercrime. The NZ Police 
statistics for the ten calendar years to December 2007 show an increasing number of money 
laundering cases, with step increases attributable to partly changes in legislation, illustrated 
in Figure 21 below [Statistics 2008]. 

Figure 21 - Money Laundering Cases 
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On 1st September 1995 a specific money-laundering provision was introduced as section 
257 A of the Crimes Act 1961. This has since been replaced by sections 243-245 of the 
Crimes Act. Under New Zealand legislation, a person may be convicted of a money 
laundering offence even though they did not commit and have no connection to the criminal 
offence that generated the funds. For example, if funds from an illegal drug transaction are 
passed to a money launderer, that person may be found guilty of money laundering. Principal 
New Zealand legislation with relevance to money laundering includes [Justice 2008]: 
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8 Sections 243-245 of the Crimes Act 1961; 
8 Section 12 of the Misuse ofDrugs Act 1975 (Money Laundering Offences); 
8 The Proceeds of Crime Act 1991; 
8 The Mutual Assistance in Criminal Matters Act 1992; 
8 The Extradition Act 1996; 
8 The Terrorism Suppression Act 2002; 
8 The Financial Transactions Reporting Act 1996 (FTRA). 

There is also the Criminal Proceeds (Recovery) Bill which came into force on 21 April 2009 
and which provides for the forfeiture of property and assets derived "directly or indirectly 
from significant criminal activity" [Legislation 2009]. 

The FTRA is in the final consultation phase of proposed changes which seek to widen its 
scope to cover, in addition to the finance sector, other industries and professions where 
money laundering could occur, including, for example, lawyers, accountants, real estate 
agents, casinos and jewellers. Specific New Zealand examples of money laundering include: 

8 An appeal by Alex Kwong Wong was heard in the Supreme Court of New Zealand in 
February 2008 (SC 53/2007 [2008] NZSC 5). The case included money laundering 
through gambling. The appeal was dismissed. 

8 In April 2008 Robert Agius, an Australian citizen from Vanuatu, was arrested and charged 
with evasion of A$13 million in taxes and three charges in relation to a A$100 million 
money laundering scheme. Under the scheme, described as a "round robin", Australian 
customers would transfer money to accounts in Vanuatu and New Zealand, claiming them 
as a business expense. The money would then be returned to Australia as a loan with 
repayments treated as tax deductions. More than 400 participants are alleged to have 
benefited by claiming tax deductions on loans from a New Zealand institution [AFP 2008, 
AAP 2008, HeraldSun 2008, BrisbaneTimes 2008]. 

8 In August 2008 a Christchurch professional was charged with laundering US$1.9 million 
and NZ$444,623 in 2002 while being "reckless about whether the money was the 
proceeds of serious crime". The charges name two Brazilians as the source of the money 
[NZ Herald 2008D]. 

6.3.4. Other Examples of Malicious Activity in New Zealand 

8 In 2004, Waikato food company Aria Farms, was subject to a product sabotage incident 
where hackers emailed 3,000 customers warning them a product was being recalled 
because of an infectious agent. The false warning was also posted on Internet message 
boards. Customers included British supermarket chain Sainsburys [NZ Herald 2004]. 
While there was no attempt at extortion, the damage to credibility was significant. The 
threat of contamination was sufficient to cause safety concerns and economic disruption. 

8 In 2005, a Dunedin university lecturer, Timothy Molteno, was the first person charged 
under New Zealand's computer crime legislation, introduced in 2003. Molteno had been 
employed as a software writer for US online shopping company buymusichere.com. After 
a disagreement he subsequently hacked into the organisation's systems, deleting and 
destroying ·data. He was convicted, sentenced to 200 hours community work and ordered 
to pay $12,000 to buymusichere.com [TVNZ 2005A]. 
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• In 2005, an Auckland computer technician, Stephen John Laing, was first found guilty of 
charges relating to child pornography in 2003. He was convicted, fined and ordered to do 
community work and undergo supervision. He subsequently re-offended, admitting to 
more than 30 charges of collecting, advertising and distributing pictures of children being 
sexually assaulted by adults. He was imprisoned for 12 months, followed by six months 
on special release conditions including psychological treatment. [TVNZ 2005B]. 

• Thomas Gawith was convicted of hacking bank accounts in 2006, transferring almost 
$14,000 between Kiwibank accounts. He was sentenced to 80 hours community work, 12 
months supervision and ordered to undergo drug and alcohol counselling [TVNZ 2006A]. 

• In April2006, it was reported a teenage hacker had compromised Telecom New Zealand's 
system to make hoax emergency ( 111) calls, the calls appearing to have originated from a 
private number [TVNZ 2006B]. 

• In May 2006, Mark Hayes was convicted on 91 charges of accessing a computer system 
for dishonest purposes and dishonestly using a document in a case relating to over 1 00 
computer-related offences and $38,000 in fraud. Hayes had used a keystoke logger to 
obtain login credentials of TradeMe users (an online auction house). He used the 
compromised accounts to purchase computers and clothing, paying from hacked bank 
accounts. He was sentenced to 30 months imprisonment and ordered to pay $16,271 in 
reparation [TVNZ 2006C, Minter 2006]. 

• In 2006 Gerry Macridis hacked into the Reserve Bank of New Zealand's (RBNZ) 
computer-controlled telephone system in an attempt to demonstrate to the RBNZ how 
insecure the system was and how private information could be compromised. He was 
discharged without conviction [TVNZ 2006D]. Macridis later attempted to sue the RBNZ 
for their use of information he supplied to improve the security on the RBNZ telephone 
systems [Infosec News 2006]. 

• In July 2007 the RSA Anti-Fraud Command Centre reported the Asia Pacific region, 
particularly Australian and New Zealand banks, appearing for the first time in their global 
analysis of phishing attacks and comprised 2% of global totals [RSA 2007]. By 
December 2008 activity was at sufficiently high levels that New Zealand was separately 
identified and comprised 1% of global totals of reported phishing attacks [RSA 2008B]. 
Global trends continue to show increases in phishing and crimeware and there is no 
evidence to suggest New Zealand is immune from this trend [Anti-Phishing2008]. There 
have been continuing phishing attacks on New Zealand Banks since 2003, including ANZ, 
ASB, BNZ, W estpac, and Kiwi Bank. 

• In 2007 the news web site Stuff.co.nz reported a "rogue" advertisement had appeared on 
their web site over a one week period. The advertisement redirected users to another web 
site which supposedly scanned the user's computer for spyware, reporting several 
infections. The web site then attempted to coerce users into downloading an "anti
spyware" programme. This was described as an "economic trojan" attempting to coerce 
users into purchasing software they did not need [Stuff2007B]. 
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• In 2007 an 18 year-old "botmaster" using the on-line name of Akill was questioned by NZ 
Police. His activities were alleged to have resulted in over a million computers being 
compromised world-wide at an estimated cost of $26 million. In addition a distributed 
denial of service attack was conducted against the University of Pennsylvania. The 
operation, termed "Operation Bot Roast", involved the NZ Police, the US FBI and the US 
Secret Service. In 2008, Owen Thor Walker of Whitianga was charged with several 
counts under sections 249, 250 and 252 of the Crimes Act. At least eight US residents 
were also indicted during this operation [Dominion Post Dec2007C, 
SundayStarTimes 2007, ComputerWorld 2008A, ZDNet 2007B]. A separate, concurrent 
investigation involving the NZ Police and the Dutch Independent Post and 
Telecommunication Authority established the involvement of"Akill" in an adware scheme 
alleged to have infected 1.3 million computers [Stuff 2007C]. Walker admitted six 
charges and was discharged without conviction but ordered to pay $14,500 in costs and 
his computer equipment was confiscated [Stuff 2008D]. In the same investigation, 21-
year-old Robert Matthew Bentley, known as lsdigital and prosecuted in the US, was 
sentenced to 41 months jail and fined US$65,000. 

• In 2008 several medical centre web sites were defaced with the tag "Hacked by Mister 
Saint", raising concerns over the confidentiality of patients medical records, although 
these concerns were refuted by centre managers. It appeared that the sites were 
compromised through a malicious download from a private online health information 
service [Stuff 2008E). 

• In late 2008, the Ministry of Health detected a conficker worm infection 
[ComputerWorld 2009B). By early January 2009 the Ministry suspended email and 
removed Internet access in an attempt to contain the spread of the worm. It was reported 
that over 2000 ministry PCs and its mainframe computers were infected. It was also 
reported that specialists were called in to assist in systems recovery. The Ministry later 
admitted it had been advised to implement a software patch that would have prevented it 
this infection [Stuff2009A, Stuff2009B, ComputerWorld 2009A]. By early March 2009, 
approximately 90 per cent of the Ministry's 2000 PCs remained without email and Internet 
access [ComputerWorld 2009B, Stuff2009D). IBM is reported to have identified 1,156 
instances of the infection in New Zealand up to 29 January 2009 [Stuff 2009C]. 

• In March 2009, the Whitireia Polytechnic in Porirua was also infected by the conficker 
worm, thought to have been introduced through a student's memory stick. Email and 
Internet services were suspended while the infection was cleaned [Stuff 2009D). 

6.4. Summary 

The Internet is now a fundamental part of New Zealand's business and social activities. 
Many central and local government agencies continue to expand on-line offerings and 
interaction with the public. Business continues to find new uses of on-line technologies and 
an increasing number of Internet cafes, libraries, airports and hotels provide anonymous 
Internet connectivity. The pervasive nature of the Internet provides ample opportunity for 
cybercrime of all descriptions and as use of Internet technologies continues to grow, so will 
cybercrime, in New Zealand as in other patis of the world. 

We now move to a discussion of work in related areas in order to properly examine the wide 
scope and reach of cyber risk and cybercrime and complete the discussion on background and 
context. 
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Chapter 7 - Related Work 

7.1. Introduction 

Earlier chapters have discussed the development of the Internet, cybercrime and cyber
criminal activity in New Zealand. Having discussed and illustrated the existence of this 
malicious activity, it is now necessary to explore how risk may be identified, measured and 
managed. Subsequent chapters deal with these aspects specifically. It is important to note, 
however, that while research and other work has been conducted in a number of areas related 
to the discussion in this study, much of this prior research is discrete and without the wider 
context provided in earlier chapters. Earlier work on risk management; and risk assessment 
methodologies is discussed in Chapter 8 - Risk Assessment and Threat Modelling. The 
related work discussed in this chapter includes research in the following broad groupings: 

• Crime; 
• Information Technology security; 
• Vulnerability and attack classification; 
• Intrusion detection systems; and 
• Threat modelling. 

There has been considerable research in each of the areas listed above. Much of this work is 
specific and does not attempt to place the research in the context of broader malicious cyber
activity or to link this to organisational exposure to the risk of cybercrime. Extensive 
searches have discovered little providing a practical and pragmatic framework for analysing 
and linking the elements of specific attacks, technologies and cybercrime threats and risk. 

Related work is summarised below and illustrates the discrete nature of much of this 
research, creating difficulties in applying this research to a business or operational 
environment. These difficulties also highlight the need for a pragmatic and practical 
approach to risk and threat assessment and a flexible and extensible data schema to aid the 
analysis of incident and cybercrime data, the drivers for which are discussed in Chapter 8 -
Risk Assessment and Threat Modelling. 

7.2. Crime 

By definition, cybercrime is an illegal activity and may properly be considered with other 
forms of crime. While this may provide useful insight into the characteristics and metrics of 
crime, this categorisation is, perhaps, restrictive when viewed in the broader context of 
organisational risk management, threat identification and modelling and IT security. 

Other than the work undertaken by the Ministry of Justice and the NZ Police, there is little 
published research on cybercrime in New Zealand. The NZ Police have published an 
Electronic Crime Strategy to 20 I 0, which describes the formation of the National Cyber 
Crime Centre (NC3) as a specialist e-crime response and investigation group to consolidate 
reporting for e-crime, co-ordinate Police's response to domestic and trans-national e-crime, 
and proactively target and electronically patrol sources of e-crime. Priorities include 
organised crime, violence, and online child exploitation [NZ Police 2007D]. The surveys 
forming the basis of the research in this study are acknowledged in this NZ Police strategy 
document. McCardle, through the NZ Police, co-authored a 2001 paper on trans-national 
crime which deal with some aspects of electronic crime [McCardle 2001]. 
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Hanson (1993) identified computer crimes and analysed seventeen New Zealand cases. 
Much of this research was focused on legislative support, outlining deficiencies and 
proposing a framework for detecting and investigating computer crime [Hanson 1993]. Cox 
has also contributed with commentary on Cybercrime and Jurisdiction in New Zealand 
[Cox 2006]. 

The UK's Home Office published a Police Research Series, some of which has been 
referenced in earlier chapters [HomeOffice 2008, Clarke 1999, Felson 1998]. This series, 
now replaced by another publication series, extended to over 150 reports covering a wide 
range of crime related topics. 

Oatley's paper Matching and Predicting Crimes examined a variety of techniques for 
matching a single and a series of crimes. Of particular interest was his conclusion that naive 
Bayes and Bayesian belief network techniques showed some predictive ability in contrast to 
other techniques explored [Oatley 2005]. 

Although beyond the scope of this research, considerable work has been undertaken on a 
wide range of related but non-cyber-criminology topics. For example, Becker's 1968 paper 
Crime and Punishment: An Economic Approach proposed a model for the expected utility of 
committing a crime, albeit this was dealing with "traditional crime" rather than cybercrime 
[Becker 1968]. 

An important crime information source is the Australian Institute of Criminology which 
provides analysis, commentary and research papers on a number of aspects of crime, 
including cybercrime. These papers date from 1996 to the most recent published in 
September 2008 [AIC 2008]. 

The Australasian Centre for Policing Research (ACPR) developed an Electronic Crime 
Strategy in 2001 - 2003 [ACPR 2001]. The ACPR closed on 31 March 2007 and was 
superseded by The Australia New Zealand Policing Support Agency (ANZPSA) although 
this is still in the process of establishment. The ACPR web site is still active and many 
research papers are available from this site [ACPR 2007]. Associated with the ACPR is the 
work of the Joint Committee On The Australian Crime Commission, particularly their 2007 
work on the "Future impact of serious and organised crime on Australian society" [Hansard 
2007]. 

The South Australian Office of Crime Statistics & Research (OCSAR) is part of that State's 
Attorney General's Department and established in 1978. It monitors and researches crime 
trends and the criminal justice system within South Australia [OCSAR 2008]. 

The Queensland University of Technology's Library provides a useful guide to finding 
information on policing incorporating links to statistical and research databases and other 
related information sources [QUT 2008]. 

Under-reporting of cybercrime was an issue raised in 1997 in the Australian computer crime 
and security surveys. At the time the Australian Federal Police's Director of Media and 
Public Relations commented " ... definitive information on the present extent and impact of 
electronic crime in Australia, New Zealand and overseas is not available" [Jiggins 2000]. 
Similar commentary has been associated with the CSVFBI and other corresponding surveys. 
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The issues of cybercrime metrics and under-reporting was also discussed in Brenner's 2004 
paper Cybercrime Metrics: Old Wine, New Bottles? This considered the difficulties in using 
the metrics of traditional crimes to measure "cyber-analogues", in particular the difficulty in 
measuring the degree of harm to the victim. The difficulty in measuring systemic harm to 
society from cybercrime was also considered, noting the risk from cyber-attacks to critical 
infrastructure and economically important organisations. The paper concluded that the 
differences between cybercrime and traditional crime can elude the metrics, given the rapid 
pace of change and variety in cyber-attacks and cybercrime [Brenner 2004]. 

Other valuable sources of information, albeit less directly relevant to New Zealand, include: 

o The United Nations; 
o Interpol; 
o Europol; 
o The European Commission; 
o The World Bank; 
o The US Department of Justice; 
o The FBI; 
o The Royal Canadian Mounted Police; 
o UK's Serious Organised Crime Agency; and 
o The Association of Chief Police Officers of England, Wales and Northern Ireland 

(ACPO). 

Understanding crime, its characteristics and the level of technology-related criminal activity 
provides a useful foundation and input to the development of the threat model described in 
Chapter 8 - Risk Assessment and Threat Modelling. 

7.3. Information Technology Security, Vulnerability and Attack 
Classification 

To allow a pragmatic and broadly-based threat and risk model to be developed, data on 
cybercrime, the technologies and the characteristics of the threat must be examined within a 
flexible, extensible (to allow for new technologies and the retirement of old technologies) 
and repeatable framework. Examination of related work in this area confirms the lack of a 
broad-based, flexible and extensible means of threat identification and analysis. It is 
important to note, however, that the related work discussed below has been invaluable in 
developing the risk and threat model described in Chapter 8 and in designing the Data 
Schema described in Chapter 9. 

Much of the early work in this area related largely to the examination of design and 
programmatic flaws that created a vulnerability. Vulnerability analysis played an important 
part in the development of classification systems, with the initial objective of secure software 
design. Some of this work dates from the 1970's and includes the Research Into Secure 
Operating Systems (RISOS) project [Abbott 1976] which attempted to characterise operating 
system defects. 

The Protection Analysis (P A) study [Bisbey 1978] attempted to identify specific protection 
errors together with some possible solutions. Bishop further analysed some existing work in 
1996, particularly the RISOS and PA studies [Bishop 1996]. Nibaldi's work on criteria for 
trusted computer systems [Nibaldi 1979] was another useful development and Bishop 
proposed a new model for classifying vulnerabilities, building on the RISOS and P A studies 
[Bishop 1999]. 
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Work dating from the 1980's proposed a number of intrusion detection classifications, often 
based on surveys [Alessandri 2004]. Identification of attacks was identified as a fundamental 
component of secure software design [Jayaram 2005]. 

Also dating from this period was Anderson's work in Computer Security Threat Monitoring 
and Surveillance which developed a four-cell matrix, described as Anderson's Penetration 
Matrix, as an alternate to the more usual taxonomy of threats to computers [Anderson 1980]. 

The US Department of Defense produced their "Rainbow Series" of guidelines and technical 
standards, including the Trusted Computer System Evaluation Criteria (TCSEC also known 
as the Orange Book), in 1983 [USDOD 1985]. The Orange Book, together with the 
European Information Technology Security Evaluation Criteria (ITSEC) and the Canadian 
Trusted Computer Product Evaluation Criteria (CTCPEC) were later to form the basis of the 
Common Criteria (discussed in Chapter 8 - Risk Assessment and Threat Modelling). IT SEC 
was compiled and supported by the governments of France, Germany, the Netherlands and 
the United Kingdom and later by the European Communities organisation who published 
subsequent versions. The last definitive version of CTCPEC was Version 3.0, published in 
January 1993 [CTCPEC 1999, ITSEC 1991, EC 1991]. The Common Criteria was intended 
to unify earlier standards and provide a common evaluation model for technology 
organisations selling to government, defence and intelligence markets. It largely superseded 
earlier evaluation criteria from 1996. 

Landwehr's 1994 paper, A Taxonomy of Computer Program Security Flaws, described 
research that was attempting to provide an understandable record of security flaws 
categorising the detail, genesis, the time and place of entry to the system [Landwehr 1994]. 
Kumar's 1995 Doctoral Thesis Classification and Detection of Computer Intrusions defined 
intrusion signatures in terms of high-level events. It applied pattern matching to intrusion 
detection but did not attempt to classify vulnerabilities or provide analysis of origins or 
intended effect [Kumar 1995]. 

An important early work was Howard's 1997 Doctoral Thesis An Analysis of Security 
Incidents on the Internet 1989-1995 [Howard 1997]. This provided a taxonomy and 
classification of Internet incidents and activity. This taxonomy was based on an attacker 
with identifiable objectives using tools to access systems to obtain results. While useful for 
analysing the characteristics of the incidents and attacks, no links to risk, controls or response 
were proposed in this taxonomy. Korzyk's 1998 paper A Forecasting Model For Internet 
Security Attacks attempted to use time series modelling to forecast Internet attacks using a 
variety of smoothing and regression analysis techniques. He noted that these techniques were 
generally poor in dealing with the volatility of attack data and the constant change in business 
process and policy [Korzyk 1998]. Yurcik examined measurement methodologies for 
predicting Internet attacks, again noting the paucity of work in this area [Yurcik 2000]. 

Much of the work on attack classification was specific to particular attack types such as 
replay [Syverson 1994], rational [Neilson 2005], 3G [Kotapati 2005], DDoS [Mirkovic 2004, 
Basu 2001], IRC-based botnets [Zhuge 2007], phishing [Anti-Phishing 2007 A, Moore 2007] 
and Web-based malware [Provos 2007, Frei 2008, Provos 2008]. 
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In addition to specific research, a number of organisations regularly publish reports on 
malicious cyber-activity. Symantec collects data from a network of over 40,000 sensors 
distributed over its global infrastructure. A six monthly Internet Security Threat Report 
provides analysis and examines trends from data collected [Symantec 2008B]. Other vendors 
that provide similar data include Finjan [Finjan 2008B], ffiM [ffiM 2007], McAfee [McAfee 
2007], Microsoft [Microsoft 2007C], Secunia [Secunia 2008], Sophos [SOPHOS 2008A] and 
W ebsense [W ebsense 2006]. 

Research and industry groups play an important role and useful sources include the Anti
Phishing Working Group [Anti-Phishing 2007 A], AP ACS, the UK' s payments association 
[APACS 2008], SANS [SANS 2007] and CERT/CC [CERT/CC 2001]. 

Similarly government sources can provide some valuable data, for example the Federal Trade 
Commission [FTC 2006], the FBI [FBI 2007], US-CERT [US-CERT 2009A], the UK's 
Centre for the Protection of National Infrastructure [CPNI 2008] and the European 
Information Security Network Agency [ENISA 2008]. New Zealand's Centre for Critical 
Infrastructure Protection (CCIP) also provides a monthly report and a regular e-bulletin 
[CCIP 2008]. 

7.4. Intrusion Detection Systems (IDS) 

IDS can be viewed as a means of threat identification, albeit generally restricted to the 
technical characteristics of an attack. Work in this field has, nevertheless, also proved 
invaluable in developing the risk and threat model described in Chapter 8. 

An early methodology for testing IDS was proposed in 1993 [Puketza 1993], adapting 
techniques from the field of software testing. In 1998 and 1999, Lincoln Laboratory of the 
Massachusetts Institute of Technology undertook a comparative analysis of intrusion 
detection systems developed with the assistance of funding from DARPA. To support this 
analysis, an attack taxonomy was developed using 38 attack types in 1998 and expanding to 
58 attack types in 1999. Attacks were grouped into five categories based on the attack 
characteristics [Weber 1999]. 

Das undertook further work in this area in 2000 publishing his Attack Development for 
Intrusion Detection Evaluation [Das 2000]. This research incorporated newly identified 
attacks into the attack taxonomy developed by Lincoln Laboratories and examined how 
attacks eluded intrusion detection systems. The DARPA IDS data set was evaluated using 
the SNORT tool by Brugger in 2005, concluding that the majority of attacks were DoS or 
probes and that using this data set with static signatures detected only a small number of 
these attacks [Brugger 2005]. 

Skinner examined Model Based Monitoring for Cyber Attack Detection in his 2000 paper 
with a mathematical adaptation for belief propagation in causal trees, employing Bayesian 
inference and structured on a naive Bayes model [Skinner 2000]. Other related work 
includes the development of an open source evaluation environment and methodology 
[Athanasiades 2003] and a proposal for the use of neural networks for intrusion detection and 
classification of attacks [Moradi 2004]. 
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Pinkston and Undercoffer have developed a target-centric ontology, again restricting the 
classification to attacks and intrusions [Pinkston 2002, Pinkston 2004]. This was 
characterised by: 

• System component; 
• Means of Attack; 
• Consequences of Attack; and 
• Location of Attacker. 

It is interesting to note the incorporation of consequences and location of attacker in this 
taxonomy and is, perhaps, an indication that wider and more holistic views of malicious 
cyber-activity are required. The Pinkston and Undercoffer paper Modeling Computer 
Attacks: An Ontology for Intrusion Detection noted the lack of a common language, 
extensibility and vague semantics in existing taxonomies proposing an initial ontology to 
address these issues [Pinkston 2003]. 

In the US, research in these areas is often supported by the FBI and the US Department of 
Justice. In 2002 Dartmouth College's Institute for Security Technology Studies produced 
Cyber Attack Techniques and Defence Mechanisms, examining exploits and vulnerabilities 
and providing a Bayesian analysis of distributed intrusion systems. Again no linkage to risk, 
controls, defence or response was provided [Dartmouth 2002]. 

Decision tree based approaches have been explored in a number of papers and published 
research. Decision trees are generally simple to understand, interpret and apply and are often 
valuable even where little data exists. A decision tree classifies by posing a series of 
questions to which the answers are generally binary (yes/no or true/false) from a start point 
described as the root. Each question forms a node and the answers are contained in child 
nodes which may pose further questions. A node without a child node is described as a leaf. 
The questions form a hierarchy described as a tree. An item is classified by posing the root 
question and following the questions and answers until a leaf is reached. This is illustrated in 
Figure 22 below. 

Figure 22 - Typical Decision Tree 
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Schneier discussed attack trees in a 1999 article [Schneier 1999]. Attack trees were extended 
by Moore [Moore 2001] to support reuse by incorporating attack patterns and profiles. In 
2004 Mirkovic and Reiher proposed a taxonomy of DDoS attack and defence mechanisms 
[Mirkovic 2004]. Engle's papers suggested master and vulnerability classification trees in 
analysis of vulnerabilities [Engle 2005, Engle 2008]. 

Recognising the deficiencies in other taxonomies and classification schemes, a number of 
researchers explored alternatives. Supported by the mixed reference nature of many of the 
models examined, Almgren suggested IDS attributes should be measured on a continuous 
scale, rather that the binary scale of other taxonomies [Almgren 2003]. Maxion presented a 
Defense-Centric Taxonomy in 2004, basing his taxonomy on attack manifestations, rather 
than attack characteristics and classifying flaws, signatures and attack-effects [Maxion 2004]. 

There remains a wide range of techniques available for analysis of data discovered by 
intrusion detection systems. While not exhaustive, this includes [Kazienko 2004]: 

• Rule based expert systems; 
• Attack signature analysis; 
• Graphic representations (coloured Petri Nets); 
e State-transition analysis; 
• Statistical analysis; 
• Neural networks; 
e User intention identification; 
• Computer immunology; 
e Machine learning; and 
• Data mining. 

Carnegie Mellon's Software Engineering Institute report State of the Practice of Intrusion 
Detection Technologies in January 2000 examined a range of IDS products and their ability 
and reliability in identifying intrusions [Allen 2000]. Some key findings included: 

• Increasing sophistication of attack strategies and attack tools; 
• Increasing frequency and changing nature of attacks; 
• Use of encryption by attackers; 
• Targeted attacks on specific defensive components, including IDS itself; 
• Mobile code (Java, ActiveX etc.); and 
• Network issues of size, complexity, design, interoperability and latent vulnerabilities. 

While this report did not directly examine or compare attack taxonomies, it did examine the 
effectiveness of the products under evaluation, expressing concern over the lack of 
transparency in vendor implementations, poor performance of purely signature-based IDS 
and high false alarm rates. 

7.5. Threat Modelling 

While threats are often considered to be the manifestation of risk, the modelling of threat is 
often less well structured than risk assessment methodologies. As such it was important to 
recognise specific work in threat modelling in the development of the threat model presented 
in Chapter 8. 
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Vidalis published his paper A Critical Discussion of Risk and Threat Analysis. Methods and 
Methodologies in 2004 [Vidalis 2004], discussing four approaches to risk assessment namely 
quantitative, qualitative, knowledge-based and model-based. This paper recognised the 
impractical and time consuming nature of quantitative methods and concluded that traditional 
methodologies are no longer adequate. Vidalis has published a number of other papers 
discussing threat assessment, modelling and vulnerability trees which usefully examine a 
number of aspects of threat modelling [Vidalis 2002, Vidalis 2003, Vidalis 2005]. 

Microsoft classifies threats using the following categories and forming the acronym STRIDE: 

8 Spoofing; 
8 Tampering; 
8 Repudiation; 
8 Infonnation Disclosure; 
8 Denial of Service; and 
8 Elevation of Privilege. 

Similarly risk is analysed using the following categories and forming the acronym DREAD: 

8 Damage potential; 
8 Reproducibility; 
8 Exploitability; 
8 Affected Users; and 
8 Discoverability. 

Users will often seek "work-arounds", circumvent established procedures or disable 
protective mechanisms in the interests of performance gains or in some cases, sheer laziness. 
Recognition of this behaviour is implicit in the DREAD approach. Supporting their 
approach, Microsoft has published a threat modelling tool1

• Guidance and a number of 
research papers are available through Microsoft Research [Microsoft 2008]. 

As previously noted in the discussion on attack classification, some research into threat 
modelling has been specific to attacks and incidents and lacks the conjunction or connection 
with the broader issues of risk assessment and risk management. Examples include security 
tokens in web applications [De Cock 2004], browser-sniffing attacks [Jakobsson 2007], 
ASP.net [Grimm 2004], web application deployment [Ristic 2006] and IP Datagram 
inspection [Macleod 2002]. 

Powell provided some insight into attacker behaviour, security methods· and security 
assessment methods but stopped short of dealing with risk. This did not examine any 
criminological aspects of cyber-attacks [Powe112003]. 

Threat modelling does, however, have closer links with risk assessment and management. 
Ingalsbe suggested threat modelling is one point on the broader risk management continuum 
and is a means to quantify risk through threat identification and risk ranking [Ingalsbe 2008]. 

1 http://msdn.microsoft.com/security/securecode/threatmodeling/default.aspx. 
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7 .6. Summary 

While considerable work and research has been undertaken in each of the areas discussed 
above, there is little that has explored the spectrum of relationships between cybercrime, 
information technology security, attack and threat analysis and risk management. 
Unfortunately there is confusion and lack of consistency in use of ontologies, taxonomies and 
classifications and a lack of a common vocabulary with some important differences in 
interpretation, between the areas explored above. Aspects of this confusion and lack of 
commonality are further examined in Chapter 9 - Data Schema. 

Nevertheless, the related work discussed in this Chapter has informed the development of the 
risk and threat model discussed in Chapter 8, which will discuss risk, its terminology, the 
development of risk management as a discipline and present a practical and pragmatic threat 
model and risk assessment method. 
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Chapter 8 ... Risk Assessment and 
Threat Modelling 

8.1. Introduction 

This chapter discusses the background to risk assessment and risk management, including 
key business and governance drivers. It describes traditional risk approaches and 
frameworks, identifying key difficulties in their use. Finally it describes a new and practical 
risk assessment and threat model, linking threats, attacks, technologies, controls and 
countermeasures with a foundation of risk identification and assessment. Using the 
contextual information provided in earlier chapters, this model employs the terminology of 
cybercrime and its related technologies. It also analyses attacks, incorporating the attributes 
of threats in order to better identify and combat risk. The model does, however, have wide 
applicability and with minor change, can be used in other risk scenarios, for example the 
assessment of strategic risk. 

Today good corporate governance practices and management methods are risk-based and the 
risks of many aspects of traditional business have been explored in detail. Information 
Technology (IT), however, poses particular difficulties with its rapid development and 
evolution of technologies and the methods to exploit them. This is coupled with an 
acknowledgement that technology risk cannot be completely eliminated, but it can (and 
perhaps must) be managed. This also acknowledges that, in spite of best efforts, some cyber
attacks will be successful and damage limitation will be required. The cost-effective 
management of risk and damage limitation is fundamental to business success. The 
increasing frequency with which private information is compromised and with which 
corporate information security breaches are publicised is reflected in the increased demands 
for improved information technology governance from a wide spectrum of regulators, 
corporate partners customers and stakeholders. The principles of cost-effective risk 
management apply equally to individuals as the loss of privacy and personal information can 
be costly, time-consuming and debilitating. 

The importance of risk management in managing and securing teclmology is illustrated in a 
2002 Gartner report listing the top five vulnerabilities to cyber-attack. Risk management 
plays an important part in each of the vulnerabilities listed. The top five vulnerabilities are 
[CNN 2002]: 

• Lack of risk management integration; 
• Lack of security integration; 
• Poor governance and culture; 
• Weak security of suppliers and partners; and 
• No benchmarking on spending and value of security projects. 

A 2003 Gartner report added to this top five vulnerabillities with "Misguided users who 
believe crime happens to someone else" [Gartner 2003]. 
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IBM's New Zealand Security Practice Leader has stated that obfuscation of cyber-attacks is 
unprecedented and can now be considered the modus operandi. He also stated that ninety 
percent of vulnerabilities discovered in 2007 could be remotely exploited with only fifty 
percent able to be corrected with patches. There was also a high incidence of attacks on web
based applications [Martin 2008]. With high levels of malicious activity and with incomplete 
technological solutions, very clearly the identification, management and mitigation of risk 
and exposure will be vital to an organisation's protection of its information systems and data. 

8.1.1. Historical Notes 
The etymology of the word risk is from the classical Greek rhizikon, rhiza meaning "root, 
stone, cut from firm land", through the Latin resicum, risicum, riscus meaning "cliff', the 
Old French risque meaning "danger, in which there is an element of chance" and from the 
Italian riscare meaning "mn into danger". Also Italian risico, risco, richio and Spanish 
riesgo. 

At the end of the Middle Ages the word risk was adopted into English from Spanish. The 
word was similarly adopted into the German language from Italian. Its use in English can 
also be traced to the French risque. Although originally used as a metaphor for "difficulties 
to avoid at sea" or later "sailing into uncharted waters", it was subsequently adopted by 
business as describing uncertainty in a wide range of situations [DNV, Etymology 2008, 
Hamilton 2004, Vesper 2006, Webster 2008]. 

8.1.2. Early Works 

Some of the earliest thinking on risk can be traced to Aristotle in his treatise in two parts, 
Politics and Ethics [Gutenberg 2009A, Gutenberg 2009B]. One of the earliest works on the 
mathematics of gambling dates to a 1494 work by Luca Paccioli. Subsequent work by 
sixteenth century Italian mathematicians, including Tartaglia, Peverone and Forestani, added 
to the growing body of literature on gambling, mathematics and probability [David 1962, 
Vesper 2006]. Galileo published several works on gambling and dice including Sopra Le 
Scoperte Dei Dadi (Concerning an Investigation on Dice) [David 1962]. Cardano's Liber de 
Ludo Aleae (Book on Games of Chance) was published posthumously in 1663 and was 
influenced by Aristotle's earlier works [Vesper 2006]. Further work continued in the 
seventeenth century by such luminaries as Pascal, Fermat, Bernoulli, Leibniz, Graunt and 
Huygens. Huygens wrote one of the early printed works on probability, De Ratiociniis in 
Ludo Aleae, in 1657 [Vesper 2006, Mayer 2004]. 

The French mathematician Abraham de Moivre published on of the first texts on probability 
theory, The Doctrine of Chances or, a Method of Calculating the Probability of Events in 
Play published in London in 1718 with expanded editions in 1738 and 1756. De Moivre was 
a Huguenot refugee, living in England. The title of the book was widely adopted as being 
synonymous with probability theory and was used by Thomas Bayes in his posthumous paper 
An Essay Toward Solving a Problem in the Doctrine of Chances, where Bayes Theorem was 
first introduced [David 1962, Maor 1988]. 

Advances in mathematical thinking in the 181
h century laid the foundations of risk 

management in the 19
1
h century. Historically much of the research into uncertainty was based 

on studies of gambling, which is possibly how the word hazard joined the modern risk 
lexicon. 

Chapter 8 - Risk Assessment and Threat Modelling Page 122 



The etymology of the word hazard has several explanations including a game of chance 
invented at the castle HASART in Palestine by the Crusaders and from Old Spanish azar 
meaning "an unfortunate card or throw at dice", possibly derived from the Arabic az-zahr 
meaning die or dice. The term also appears today in the generic term for gambling - jeux de 
hasard [Etymology 2008, Hamilton 2004, Vesper 2006, Webster 2008]. 

The Industrial Revolution generated increasing concern over industrial accidents as 
technological boundaries were extended. Steam engines in particular, caused great numbers 
of casualties. One of the earliest recorded locomotive boiler explosions occurred on 31 July 
1815 at Philadelphia, County Durham, killing sixteen and injuring forty. This, and other 
boiler explosions, contributed to the formation of the Steamboat Inspection Service in the US 
and the Railway Inspectorate in the UK. These agencies were charged with investigating 
accidents and inspecting organisations for safe operation of equipment [Hewison 2003, 
Sandukas 2002]. 

An important work early in the 20th century was Frank Knight's Risk, Uncertainty and Profit, 
published in 1921. While this was more about economics and finance, it did provide a useful 
discussion of risk [Knight 1921]. Other works from Keynes and von Neumann date from the 
same period [Rubin 2002]. The 1950's and 1960's saw significant advances in thinking on 
management practices, including risk management. 

Important work underpinning today's financial risk management practices was undertaken in 
the late 1980's and early 1990's [Brown 2004]. 1995 saw the publication of the world's first 
risk management standard, the AS/NZS 4360:1995 [4360 2004]. 

Also in the 1990's, several high-profile corporate scandals saw the formation of a number of 
commissions of enquiry in the US and the UK, leading to more stringent regulations on 
corporate governance, board responsibilities and risk management. Further corporate 
malfeasance in the US, including Enron and Worldcom, have had global repercussions 
leading directly to the enactment of legislation with global implications, such as the US 
Sarbanes-Oxley Act of 2002 [SOX 2008]. This is further discussed below under Section 
8.2.1 - Corporate Governance. 

8.1.3. Related Work and Risk Frameworks 

In developing a pragmatic and practical risk and threat assessment model and framework, it is 
important to understand established frameworks, their applications and where these may have 
failed to deliver expected results. Important lessons may be learned both from the 
development process and the success or otherwise of established frameworks. 

A number of other important contributions have been made in examining and classifying risk 
assessment methods including Sandia National Laboratories [Campbell 2004], who 
developed a classification matrix assessing levels of expertise of assessors and the utility of 
the risk assessment methodology. Others [Y e 2005] have attempted to classify cyber-attacks 
using system engineering, fault modelling and risk assessment theory. 

Deficiencies in the traditional approaches to risk assessment have been explored in Sherer's 
2004 paper that identifies key limitations in the diverse risk models, including overlapping 
and a theoretical identification of risk factors, the lack of a practical model, inconsistent and 

·tmclear definitions of risk, limited applicability of risk existing models, inconsistent 
recognition of temporal factors and lack of an easily communicated framework 
[Sherer 2004]. In a joint paper with Alter, they posit an adaptable risk model should 
incorporate the characteristics of clarity, practicality, adaptability and completeness 
[Alter 2004]. 
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Baca's paper The risk assessment of information system security draws comparisons between 
some of the established but "heavyweight" risk methodologies including CRAMM, 
OCT A VEsM and FMEA [Baca 2004]. Sun also briefly explored deficiencies in current 
approaches and proposed a model based on the Dempster-Shafer Theory of Belief Functions 
[Sun 2006]. This again involved mathematical modelling, taking the proposed model out of 
the reach of many organisations. 

Economic aspects of cyber-risk, particularly in relation to the protection of intellectual 
property were discussed by Andrijcic. This model relies on industry surveys and estimates of 
economic loss as well as information on likely sources of foreign interests in intellectual 
property theft. With results organised on an industry sector basis, this model is economy 
specific and requires a foundation of credible industry statistics and estimates of cyber-losses 
[Andrijcic 2006]. While providing some use as an industry reference check, there is, 
perhaps, little of interest for the individual organisation in this model. 

Muehlen describes some common taxonomies of risk in enterprise projects, identifying key 
groups of natural, people, management and technical risks. It was also noted that risk is 
commonly associated with negative outcomes and the distinction between a risk and a 
problem often lacked clarity [Muehlen 2005]. 

Attempts have been made to move risk assessment methodologies from the preserve of large, 
well-resourced organisations and make simplified methodologies available to the wider 
community. This is partly in response to demand from the community and partly in response 
to increased compliance requirements in the form of privacy, health and safety, corporate 
governance and cybercrime legislation. 

A good example is provided by the Risk Management Guide for Small Business published by 
the New South Wales State Government [NSW 2005]. Another example is the UK's HMG 
Infosec Standard No.2 which deals with the risk management and accreditation of 
information systems. It is interesting to observe this does not specify the use of a particular 
risk assessment methodology but does include a cautionary note on the variety of risk 
assessment approaches, the requirement for consistency and the need to select an 
"appropriate" framework [NISCC 2005]. Canada's Treasury Board Secretariat provides the 
Integrated Risk Management Implementation Guide which attempts to encompass a range of 
Canadian federal government organisations [TBS 2004]. 

Peltier's 2001 publication Information Security Risk Analysis, discussed several risk analysis 
techniques including Practical Application of Risk Analysis (PARA) and Facilitated Risk 
Analysis Process (FRAP), in later editions described as Facilitated Risk Analysis Assessment 
Process (FRAAP), as illustrations of cost effective risk analysis. The publication also 
examined the differences between quantitative and qualitative risk assessment with 
suggestions as qualitative risk assessment can be applied [Peltier 2001]. All of these 
techniques have of complexity and uncertainty that predicate against their effective adoption 
and application by smaller organisations [Beachboard 2008]. 

More recently (June 2008) The Open Group reported that their organisation had initiated a 
project on a risk management and analysis taxonomy standard. This project is designed to 
reduce the perceived widespread confusion in the content, composition and quality of many 
of the risk assessment tools and approaches available today. The work. will include a 
commonly accepted taxonomy of terms and definitions [OpenGroup 2008]. 
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Schneidewind described a cyber-attack predictive model in his 2008 paper Cyber Security 
Models noting " ... there is no genuine database of attack, vulnerabilities, consequences and 
risks to employ for model development and validation". He goes on to describe a risk and an 
exponential model, both models using probability analysis to predict attack, vulnerability and 
consequence in order to determine risk [Sclmeidewind 2008]. An exponential model is 
derived from software reliability testing, generally two-dimensional such as number of 
failures against time. Schneidewind's application of exponential models uses time as a key 
variable in countering attacks. Both models require a series of probability and statistical 
calculations, which will limit the applicability and use of these models in the wider business 
community. 

Patents continue to be registered for risk assessment models and tools. For example a 2007 
registration with the US Patent and Trademark Office summarised their model as a hybrid 
causal framework applying properties of probabilistic models to causal logic models. This is 
a combination of Bayesian belief networks, fault trees and event sequence diagrams which 
propagates probabilities through the model [Patents 2007]. Applications of this model appear 
to be where the risks and consequences of a hazard or component failure are significant, such 
as in aircraft systems. Again this approach requires significant resource and computing 
power. 

An area that has been widely explored by financial authorities such as The World Bank, is 
that of risk related to financial transactions. In a 2002 discussion paper Mobile Risk 
Management: E-Finance in the Wireless Environment, Kellermann identifies four primary 
channels of E-Finance. These are electronic funds transfer (EFT), electronic data interchange 
(EDI), electronic benefits transfers (EBT) and electronic trade confirmations (ETC). He also 
identifies vulnerabilities and attack vectors that may pose a risk to these channels of 
electronic finance [Kellermann 2002]. 

Risk, in relation to financial transactions, is also discussed in The World Bank's 2002 public 
policy issues discussion paper Electronic Security: Risk Mitigation In Financial 
Transactions. This paper identifies trends, attacks, risks and some mitigations for electronic 
financial transactions [Glaessner 2002]. Both World Bank papers treat threats and 
vulnerabilities as risks and while these provide useful linkage between attack analysis and 
risk assessment, they do not provide any detailed risk classifications or recommend risk 
assessment methodologies. 

8.1.4. Sociological Perspectives on Risk 

Understanding the nature of a specific threat necessarily involves analysing the motivation of 
the cyber-criminal or attacker. Other sociological aspects include perceptions on risk, 
security and how these two may interact. An understanding of motivation and perception and 
common characteristics and interpretations is an important aspect in designing a 
comprehensive threat and risk model. 

While much of the research in this area has dealt with specific, individual risks and crimes 
such as burglary, drugs and violence, there is limited research into general perceptions and 
experience of risk [SmithN 2006]. Fieldwork produced some interesting results on short and 
long term views of risk and the way in which individuals' perceptions ranked risk. 

Zinn discussed four main streams of sociological thinking on risk and uncertainty in his 2005 
paper Recent Developments in Sociology of Risk and Uncertainty referring, amongst others, 
to the works of Beck [Zinn 2005]. Included in Beck's work is discussion on the global nature 
of risk with no regard for national boundaries, long latency periods and management of rapid 
change [Beck 2006]. 
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Oscarson also provided some views on perceptions of information systems security in his 
2007 doctoral thesis Actual and Perceived Information Systems Security which discussed 
threat, risk, security practice models, roles and trust. He concluded that Information Systems 
security is dynamic and influenced by three key elements; information assets, threat objects 
and security mechanisms [Oscarson 2007]. 

In a similar vein, Purnell's 2007 paper Assessing the security perceptions of personal Internet 
users explored aspects of user awareness, perceptions and attitudes to security and the use of 
related safeguards. Data revealed a notable lack of awareness of security issues and degree 
of over-confidence in respondent's perceptions of their advanced skills, knowledge and 
experience [Furnel12007A]. User awareness was also surveyed by Behling who found user 
awareness of security procedures was deficient and further attention from management was 
warranted [Behling 2005]. Other related work includes measurement [Martins 2001, 
Kruger 2005], awareness frameworks [Siponen 2000] and perceptions of information security 
[Chan 2006]. 

Perceptions of risk are often used as proxies for measurements of risk in the absence of 
universal risk measures, with questions on perceptions of risk often appearing in surveys. 
For example Cybertrust's 2006 report Risky Business- Information Security in the Extended 
Enterprise queried the perception of whether business partners increased or decreased 
organisational risk. In summary this reported 72% of respondents perceiving an increased 
risk [Cybertrust 2006]. Cybertrust was acquired by Verizon Business in 2007. Other similar 
surveys are freely available (Appendix B). While such data is not in itself conclusive, it is a 
useful qualitative reference for organisations undertaking risk assessments. 

8.1.5. Defining Risk 
Many definitions of risk exist, an indication of its subjective nature. Risk may be defined as 
the probability of harmful consequences or expected loss (disruption to life, injuries, assets, 
corporate or economic activities or incurring environmental damage) as a result of hazards 
and vulnerabilities [Roberts 2007]. While risk is generally considered as a negative event, it 
can also be positive or provide an opportunity, sometimes described as "downside" and 
"upside" risk. 

As might be expected there are many other definitions of risk such as "Possibility that a 
particular threat will adversely impact an Information System by exploiting a particular 
vulnerability" [CNSS 2006], "A measure indicating the likelihood and consequence of events 
or acts that could cause a compromise of system asset(s)" [CSE 1996] and "uncertainty of 
outcome, whether positive opportunity or negative threat, of actions and events" [Treasury 
2004]. Unfortunately there is no commonly accepted definition, a situation adding to the 
confusion in risk assessment and management. For example, within UK Government 
Departments there are at least twelve distinct definitions of risk in use. Even within 
international standards organisations such as ISO, a similar variety of definitions exists. 

It is financially and practically unsustainable to completely eliminate risk and some level of 
risk is unavoidable. In many cases risks will be imposed, often the result of not recognising 
or improperly profiling and assessing a risk. For example, as a vis major the risk of 
earthquake cannot be eliminated. The term vis major is a Latin phrase indicating an 
unavoidable superior power or force and is often used in legal and insurance contracts, 
policies and other similar documentation [Collins 1986, COED 2006]. 
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While the risk of an earthquake is not unique to New Zealand, the frequency of seismic 
events in New Zealand make this a useful example of a vis major. Organisations can take 
precautionary measures and create a contingency plan to mitigate the consequences of the 
risk. In the example of an earthquake, mitigation measure may include building 
strengthening, evacuation plans, Civil Defence equipment and staff training. 

8.2. Risk Management and Risk Assessment 

There is an important distinction to be drawn between the two terms in that risk assessment is 
an objective process seeking to identify and measure risks and threats. Risk management, on 
the other hand, is more a social and political activity necessary to ensure the smooth running 
of the risk processes and the proper application and maintenance of controls and 
countermeasures. It includes strategic planning and pre-emptive thinking in order to identify 
and mitigate major risks and take advantage of important opportunities. Risk management 
also has to accommodate culture, ideals, the unpredictability of human nature, perceptions, 
value judgements and prejudices [Dorfman 2006, Graham]. The principal drivers for risk 
management are protection, security, assurance, governance and compliance. While there is 
great variety in the coverage and complexity of risk assessment methodologies, they 
invariably include the basic components depicted in Figure 23 below. 

Figure 23- Generalised Risk Methodology 

8.2.1. Corporate Governance 

Risk management is an integral and fundamental part of corporate governance today. 
Organisation's directors and senior officials are required, by best practice guidance and often 
also by regulation, to provide and demonstrate good governance practices .. Good governance 
practices include a clear understanding of the risks posed by technology, providing clear 
guidance on risk appetite and actively overseeing risk management. For example, The 
Institute of Directors in Southern Africa established the King Committee on Corporate 
Governance, producing reports in 1994 and 2002. When published, these reports were 
internationally recognised as comprehensive publications on corporate governance 
[Zurich 2008]. The King Committee stated "the board should set the risk strategy policies in 
liaison with the executive directors and senior management" and "these policies should be 
clearly communicated to all employees to ensure that the risk strategy is incorporated into the 
language and culture of the company" [King 2002]. 
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There are a number of other authoritative reports and publications with similar views. For 
instance, the UK's Combined Code requires the Boards of organisations listed on the UK 
Stock Exchange to, at least annually, review key risks and the effectiveness of risk control 
systems [FRC 2005, LSX 2004]. In the US the Committee of Sponsoring Organizations of 
the Treadway Commission (COSO) was formed in 1985 in response to a series of corporate 
reporting scandals and recognition of the need for improved corporate governance of US 
organisations [AICPA 2005]. COSO have also produced the 2004 publication Enterprise 
Risk Management - Integrated Framework to provide guidance on organisational risk 
management [COSO 2004]. The 2002 US Sarbanes-Oxley Act requires directors to monitor 
and report operational risk [SOX 2008], the Basel ll framework promotes the adoption of 
stronger risk management practices by the international banking industry [Basel 2006] and 
the OECD requires the Board to fulfil key functions, including ensuring the integrity of its risk 
management systems [OECD]. 

Almost all countries have legislation governing the activities and responsibilities of directors 
and senior officers of corporate bodies of various descriptions. While this legislation does 
not usually specifically mention risk management, it does require prudent and responsible 
management. In jurisdictions with roots in English law, this is usually the Companies Act, 
supported by various other enactments. In New Zealand the core corporate legislation 
comprises [Legislation 2009, WorldLaw 2008, Lloyd 2006]: 

• Companies Act 1993; 
• Financial Reporting Act 1993; 
• Financial Transactions Reporting Act 1996; 
• Fair Trading Act 1986; 
• Insolvency Act 2006; 
• The Takeovers Act 1993; 
• Commerce Act 1986; 
• Securities Act 1978; 
• The Crimes Act 1961; and 
• The Privacy Act 1993. 

Organisations in New Zealand face a number of legal risks through failures of corporate 
governance, including liability to third parties, penalties for breaches of legislation and 
regulation and liability of directors and senior corporate officials [Wigley 2004]. 

The traditional view that white-collar crime was merely fraud in some shape or form has 
changed with many of the corporate scandals in Europe and the US. Along with strengthened 
corporate governance requirements, legislation has been expanded to criminalise many 
activities which, particularly in New Zealand, were civil matters. For example, insider 
trading, cartel conduct, bribery of foreign officials, money laundering and other activities are 
covered under the Proceeds of Crimes Act 1991 and the Suppression of Terrorism Act 2002. 

Specifically referencing technology, the ISO Standards ISO/IEC 27001:2005 Security 
techniques -- Iriformation security management systems - Requirements, ISO/lEC 
27002:2005 Security techniques -- Code of practice for information security management 
and ISO/IEC 27005:2008Information technology- Security techniques -Information security 
risk manage_ment are risk based, requiring information security controls to be prioritised by, 
and in proportion to the business and information risks they are intended to manage. 
Information security risk assessment guidance is provided in the British Standard 
BS7799-3:2006 Iriformation security management systems. Guidelines for information 
security risk management. 
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Although guidance documentation almost universally promotes a managed approach to risk, 
there is considerable disparity between the detail of the approaches supported by various 
national and international standards and professional bodies. Some of the more widely 
known technology related guidance is presented in Table 34 [GAISP 2004, ISO 2008, OECD 
2002, ISF 2007, IIA 2005A, IIA 2005B, ISACA 2008, COSO 2004, ITIL 2008, PMI 2008]. 

ISACA and the IT Governance Institute are developing an IT enterprise risk management 
framework designed to allow business managers to assess IT controls for deficiencies and 
business risks. It includes development of a risk management framework compatible with 
existing frameworks, including CoBITY. 

In spite of the differences, there are also many similarities in the risk management guidance 
presented by these various organisations, for example both COSO (ERM-IF) and ISACA 
(CoBIT~ represent their approaches as three dimensional models. The ERM-IF model uses 
three dimensions, specifically identifying risk assessment and risk response as components. 

Table 34- Risk Management Guidance 

International Organisation for 
Standardization 
Organisation for Economic Co-operation and 
Development (OECD) 

Information Security Forum (ISF) 

The Institute of Internal Auditors (IIA) 

The Information Security Audit and Control 
Association 
Committee of Sponsoring Organizations of 
the Commission 
Office of Government Commerce (OGC) -
The UK 
Project Management Institute (PMI) 

ISOIIEC 2700x series +various other 
standards 
OECD Guidelines for the Security of 
Information Systems and Networks: Towards 
a Culture of S 
The Standard of Good Practice for 

Enterprise Risk Management - Integrated 
Framework 

CoBIT® posits three dimensions of IT Processes, IT Resources and Business Requirements 
(previously described as information criteria). Risk Management is included as an element of 
the Processes Dimension in the CoBIT® model [CoBIT 2005]. The two models are 
illustrated in Figure 24 below. 

Within government administrations there will be requirements to follow national standards 
and directives, supported by selected international standards. Table 35 below lists the 
principal authorities for issuing some key standards and guidance for government 
administrations in relation to information security and technology risk management, in New 
Zealand, Australia, Canada, the UK and the US. 
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While corporate governance is viewed as a compliance cost in some quarters, there is 
substantial evidence to support the contention that organisations that apply good corporate 
governance and risk management practices are better managed and more successful. For 
example, the 2008 Information Security Breaches Survey, run by the UK's Department for 
Business, Enterprise & Regulatory Reform reports "companies that carry out risk assessment 
are four times as likely to detect identity theft as those that do not" [DTI 2008]. The same 
survey, however, revealed that 52% of respondents do not conduct any formal security risk 
assessments. 

Figure 24- ERM-IF and GoBI~ Frameworks 
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Table 35 - Risk Management Standards and Guidance - Government Authorities 

Department of Department of the Cabinet Office -

Prime Minister Prime Minister Guidance on 

and Cabinet - and Cabinet - handling of risk & 

Security in the guidelines and uncertainty 

Government procedures 
Sector 
Government Defence Signals Communications Communications National Security 

Communications Directorate (DSD) Security Electronic Agency (NSA) 

Security Bureau - - ACSII33 Establishment Security Group 

NZSIT 400 series (CSE) -Risk and (CESG)- lSI 
Threat Risk tool 
Assessment 

Guide 

The Treasury - The Treasury - Treasury Board of HM Treasury - Office of 

various Treasury Risk Management Canada Management of Management and 

Instructions Implementation Secretariat - Risk: A Strategic Budget (OMB) 
Plan and a Integrated Risk Overview (The 
Corporate Policy Management Orange Book) 
and Framework 
for Managing 
Risk. 

State Services Office of 
Commission - Government 
Pandemic Commerce (OGC) 
Planning, - ITIL & 
Monitoring Major PRINCE2 
IT ects CRAMM 

Royal Canadian 
Mounted Police 
(RCMP) - Guide 
to Threat and Risk 
Assessment for 
Information 

Controller and Australian Office of the National Audit US Government 
Auditor General - National Audit Auditor General Office - good Accountability 
International Office (ANAO) - of Canada- practice guidance Office (US GAO) 
Financial. Better Practice Integrated Risk 
Reporting Guides (BPGs) Management 
Standards 

Standards New Standards Standards Council BIS (formerly the National Institute 
Zealand Australia of Canada British Institute of of Standards and 

Standards) Technology 
(NIST) - Federal 
Information 
Processing 
Standards (FIPS) 
and NIST Special 
Publications 
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8.2.2. AS/NZS 4360:2004 

In New Zealand and Australia, the national standard for risk management is described in the 
joint standard AS/NZS 4360:2004 which defines risk as "the chance of something happening 
that will have an impact measured in terms of consequence and likelihood". This standard 
was first published in 1995 with revisions in 1999 and 2004 [4360 2004]. The approach 
adopted by this standard is encapsulated in Figure 25 below. 

Figure 25 - AS/NZS 4360 
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AS/NZS 4360 is a framework and does not provide detailed guidance on how to conduct a 
risk assessment. Within the NZ national standards scheme, some guidance is provided by 
reference to the following documentation, available through Standards New Zealand 
[StandardsNZ 2008]: 

• HB 436:2004, Risk Management Guidelines- Companion to AS/NZS 4360:2004; 
• SNZ HB 4360:2000, Risk Management for Local Government; 
• AS/NZS ISO/IEC 27001:2006 Information technology- Security techniques; 
• ISO/IEC 27002:2005, Information technology -- Security techniques -- Code of practice 

for information security management; and 
• ISO/IEC 27005:2008, Information technology - Security techniques - Information security 

risk management. 

In New Zealand, the selection of a risk assessment methodology is invariably left to the 
discretion of the organisation. New Zealand government department and agencies should 
select a risk assessment methodology that conforms with AS/NZS 4360:2004. 
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8.2.3. Risk Constructs 

Traditional risk assessment methodologies adopt a construct similar to that shown in the 
following formulae: 

Where: 
R=Risk; 
P =Probability (Likelihood); 
I= Impact (Consequence); 
E =Exposure (Vulnerability); 
V =Value ofloss/gain(Cost); 

R= [PIE V] 
and 

R-C=r 

C = Countermeasures and Controls; and 
r = Residual Risk. 

While these formulae may not satisfy the mathematical purists, for example, risk and controls 
are different types of variables and therefore should not be directly manipulated, they are 
based on commonly found interpretations in many traditional risk methodologies. It is also 
entirely possible that negative values could apply to, for example, impact, implying a 
beneficial result from the materialisation of a risk. Units of measure often differ although 
monetary values are sometimes substituted. This highlights an issue discussed below, that of 
measurement and the use of ordinal numbers. Implicit in the selection of controls is the 
recognition that controls have a cost. This can include the cost of the design, 
implementation, training, monitoring, resource requirement and ongoing management of the 
selected control. A generic risk construct seldom attempts to specifically model control cost, 
implying cost is part of the control selection criteria. 

Some methodologies include additional factors (and complexity) such as proximity (how 
soon a threat is expected to materialise), exposure factors (defined as threat x impact), single 
and annual loss expectancy (typical in insurance and financial risk assessments), asset 
priority, risk criticality, exposure time, periodic risk and so on. In addition, specialised risk 
assessment methodologies are used in particular industries, for example aviation, 
meteorology, seismology, civil engineering, mining, the movement of hazardous materials or 
the management of nuclear waste [PRINCE2 2008, SecurityFocus 2007, Puschkarski 2004, 
DOE 1999, Clemen 1997]. 

8.2.4. Data Sets 

Attributing a simple scale of one to three (or low, medium, high) to the key elements of the 
above formula (Probability, Impact, Exposure and Value) provides a possible 34 or 81 data 
points. Using a scale of one to five, 54 or 625 data points are possible. These potentially 
large data sets lead to difficulty in the determination and agreement on risk as organisational 
risk assessments are generally compiled though group judgement techniques. Group 
judgement techniques are used in many fields including psychology, economics, engineering, 
statistics, decision theory and risk analysis [Clemen 1997]. 
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Consolidating opmwn and expert judgements from multiple specialists, experts and 
practitioners can be considered to be a subjective means of improving data quality and 
perhaps subjectively increasing sample sizes [Clemen 1997]. However, large data sets 
significantly extend the range of choices and invariably lead to protracted discussion on 
values assigned to each component. Such discussion can take considerable time before 
producing meaningful results. 

Delphi techniques are a form of group judgement, consolidating expert opinion, experience 
and intuition, acknowledging limitations but accepting them as substitutes when quantitative 
or full scientific knowledge is not available [Linstone 2002, RAND 2009]. The Delphi 
method is one of the oldest approaches used for group judgements. Other methods for 
achieving consensus include consensus development panels, focus groups and nominal group 
processes. Nominal group processes date from the early 1970's and have some similarity to 
Delphi. Focus groups are a more recent innovation and are similar to consensus development 
panels [WilliamsD 2007, Delbecq 1986]. Consensus development panels are frequently seen 
in medical research and conferences and comprise a panel of multidisciplinary specialists 
tasked with arriving at a consensus on a particular issue. Focus groups may comprise 
knowledgeable individuals or participants selected on characteristics, for example 20 to 35 
year old professionals or graduates. 

8.3. A Practical Method 

A practical method of arriving at consensus and achieving the objective of ranking risk is to 
separate the chosen risk assessment methodology into modules, dealing with each module in 
sequence. Following this philosophy, a practical risk assessment will comprise the following 
key elements, each of which are discussed in more detail in this chapter: 

• Set objectives, parameters, scope and agree organisational risk appetite; 
• Risk and threat identification; 
• Threat modelling; 
• Likelihood evaluation; 
• Vulnerability identification; 
• Selection of risk treatment; 
• Selection of controls and countermeasures; and 
• Compilation of a risk register. 

8.3.1. Setting Objectives 

While intuitively obvious that clear directives should be provided, nevertheless many 
organisational risk assessments seek to identify risk before clear objectives and the scope of 
risk assessments and analysis, are defined and agreed. A simple analogy is that of attempting 
to navigate difficult terrain without a map, compass or GPS. While not impossible, the task 
is considerably more difficult without basic aids and is prone to larger errors. 
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8.3.2. Risk Appetite 

Many organisations face pressures for improved performance, growth and enhanced 
governance which are fundamental to the risk appetite of an organisation. Risk tolerance, 
exposure or "appetite" is defined as the willingness of an organisation (or individual or group 
of individuals) to accept certain levels of risk and potential adverse impact when compared to 
potential gain or benefit. Again several alternative definitions exist, for example, "Attitude 
taken by an organisation which, in relation to risk, minimises the negative and maximises the 
positive business consequences and their respective probabilities" [CabinetOffice 2007] and 
" ... the amount of risk, on a broad level, an entity is willing to accept in pursuit of value" 
[COSO 2004]. 

Risk appetite has also been termed risk aversion or risk premium, particularly in financial 
markets. This can lead to some confusion over what are distinct concepts when this 
terminology is applied in non-financial environments. More correctly risk aversion is an 
influencing factor in determining risk appetite and risk premium is the result of risk appetite 
and the inherent risk of an asset or investment. Risk aversion is influenced by the culture of 
an organisation and the environment within which it operates. For example, NASA will have 
a high degree of aversion to risk in space flights. The space environment is inherently 
dangerous to humans. NASA is also known to set high safety standards. The risk appetite is, 
in this example, likely to be low. 

Risk premium is inversely related to risk appetite with a high risk appetite resulting in a low 
risk premium [BoE 2004]. In the example of NASA used above, a low risk appetite is often 
reflected in the high premiums paid for say, space vehicle components, reflecting the high 
degree of research, development and testing of those components. The relationship between 
these concepts is illustrated in Figure 26 below. 

Figure 26 - Risk Appetite Concepts - adapted from [BoE 2004] 
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Not only do views on risk appetite differ between organisations, they are likely to differ 
between parts of a single organisation, for example between sales and finance departments. 
The industry, culture, work patterns, geographic location and regulatory environment also 
have an influence on the risk appetite of an organisation as a whole. 

When risk appetite thresholds are exceeded, risk management treatments, controls and 
countermeasures are applied to bring the exposure back within acceptable tolerances. 
Organisational risk appetite may also be constrained by legislative and regulatory 
requirements. For example, fire suppression (e.g. sprinklers) must be fitted to new 
commercial buildings before a certificate of occupancy can be issued. Organisations have no 
(legal) alternative other than to accept the cost of installation and maintenance of these 
systems. 

Determination of risk appetite is fundamental to the rational selection of controls and 
countermeasures and measuring associated costs against potential exposures. Failure to 
agree risk appetite can lead to inadequate, inappropriate, excessive or costly controls being 
implemented. However, well defined risk appetite provides a fundamental link between risk 
assessments and evaluation methods, and between operational management and business 
decisions. It defines the parameters which link organisational strategy and risk management 
[Barfield 2005]. 

In order to organise discussion and to facilitate analysis, organisational risk appetite is often 
considered in categories with a number of components or aspects within each category. It 
should be noted that this is merely a means to an end and there are no "rules" on how 
organisations should select and populate categories although arrangement by corporate 
function or business unit is commonly used. This mechanism is illustrated, with some typical 
categories as column headings, in Table 36 below [Cook 2007, Wong 2007, ISACA 2004]. 

Table 36- Risk Appetite 

Operational 

Legal 

While there is no limit on possible categories of risk, additional categories typically include 
strategic, compliance, credit, insurance, market, legal and operational risk. It is interesting to 
note that some elements may be both a category and a component of that category. For 
example, an organisation may choose to consolidate strategic elements into a category. There 
will, however, remain aspects of strategy that are best considered within the context of an 
overall category, such as technology. Legal is another good example that often exists as both 
a category and a component. This concept is similar to the concept of "views" and 
"perspectives" used in systems architecture and design. Here, for example, security may 
exist as· both a view and a perspective in a two-dimensional matrix (rows and columns). Risk 
appetite can be usefully illustrated by colour coding according to the following definitions: 
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• Acceptable risk - green; 
• Acceptable with qualifications or additional controls - amber or yellow; and 
• Unacceptable risk - red. 

In a matrix recording assessments of likelihood and vulnerability, for example, values from 1 
(very low) to 5 (very high) are assigned. The colour coding defined above can then be 
superimposed on this matrix, as illustrated in Figure 27 below. 

A similar approach to identifying risk appetite is adopted in the HM Treasury guide 
"Thinking about risk. Managing your risk appetite: A practitioners guide", although this uses 
a 5-colour scale with black to signify the most serious risk, red for high risk, red/amber or 
red/green for the middle ranges and green to signify low risk [Treasury 2006]. 

Figure 27 - Colour Coding Risk Appetite 

Vulnerability 

Rating 

8.3.3. Natural Hazards 

The identification and assessment of natural hazards are not within the scope of this research. 
They are mentioned here only for the sake of completeness and not as a component of 
research related to cybercrime and cyber-risk. 

Natural hazards are well documented and researched in many countries. In New Zealand the 
Geological and Nuclear Sciences (earthquakes, volcanoes, geological studies), MetService 
(severe weather, flooding) and the National Institute of Water and Atmospheric Research 
(tsunami, storm surges, cyclones, droughts) are examples of Crown Entities operating in this 
area [GNS 2008, MetService 2008, NIWA 2008]. New Zealand has the benefit of The 
Natural Hazards Centre established by NIW A and GNS Science in 2002. It provides 
information on New Zealand's major natural hazards [NHC 2008]: 

• Coastal erosion and inundation; 
• Droughts; 
• Earthquakes; 
• Flooding; 
• Landslides; 
• Snowfall; 
• Storms; 
• Tsunami; and 
• Volcanic activity. 
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In addition many regional and international organisations, such as the World Bank, the 
United Nations and the Organisation of American States, undertake research into natural 
hazards. With specific natural hazards, risks and threats identified and with research material 
readily available, the assessment of risk to an organisation from natural hazards is simplified. 

8.4. Risk and Threat Identification 

A threat is the potential for harm, loss or some other adverse event, usually identifying a 
particular adverse event. Although threat and risk are often confused, risk is a broader 
concept including the likelihood and consequence of a threat. A threat is sometimes viewed 
as one manifestation of a risk. 

Most traditional risk methodologies, in common with economic and other predictive models, 
assume some rationality of human behaviour. While sociologists and psychologists may have 
models to explain human behaviour, this is beyond the skill and training of most business 
managers when attempting to identify risks and threats. Nonetheless, it is important that 
human behaviour is taken into account. Motivation, capability and opportunity, as precursors 
to cybercrime, have been briefly discussed in Chapter 3 - A Brief History of the Internet and 
Chapter 4 - Cybercrime. For a cyber-threat to materialise, motivation, capability and 
opportunity must all be present [Pfleeger 1989]. Elimination or effective management of one 
of these elements will significantly mitigate against the risks associated with the threat. 
Motivation and capability are the most difficult elements to control and many risk 
management and mitigation strategies therefore concentrate on reducing or removing 
opportunity. 

Professor J. David Singer, an American political scientist, defined a threat as a "capability 
coupled with intent" [Singer 1958]. In the context of the modelling in this study, this 
statement identifies two of the three elements necessary for a threat to materialise. Other 
research in this area includes impact as a function of threat [Vidalis 2005], thus attributing a 
fourth property to threat. This attribution is, however, debatable as impact is perhaps more a 
consequence of the realisation of the threat, rather than an attribute of the threat itself. In 
almost all risk assessment methodologies, impact is managed and treated as a distinct 
property. This can be seen, in particular, with controls and countermeasures classified as 
mitigation or recovery measures, rather than classified as prevention or detection measures. 

While some guides to key threats are published from time to time, few industry or business 
sector specific risks and threats analyses are generally available and most organisations must 
undertake their own risks and threats identification and assessment. Indeed current corporate 
governance practices require that organisations do so. Some threat specific guidance is 
becoming more widely available, for example the US Federal Government's Common Risks 
Impeding the Adequate Protection of Government Information" [IDTF 2007]. This 
document addresses identity theft in particular and lists the following key risks: 
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• Inadequate security and privacy training; 
• Inadequacy of contracts and data sharing agreements; 
• Inaccurate information inventories; 
• Information not appropriately managed; 
• Suspicious activities and incidents not identified and reported in a timely manner; 
e Audit trails are inadequate; 
e Physical security controls are inadequate; 
• Information security controls are inadequate; 
• Inadequate protection of remote access and information; and 
• Acquisition of information technology and information security products without 

incorporating appropriate security and privacy standards and guidelines. 

A NATO working group has also investigated the need for a common approach to security 
risk analysis, identifying the need for a common classification for threats and vulnerabilities 
[Malboeuf 2004]. 
Identification and analysis of risks and threats derives a Threat Profile. A threat profile is 
akin to a consolidated view of risk, outlining a range of threats and threat sources. A threat 
profile may also consider such factors as threat agent (threat actor), attack source and country 
of threat origin. 

Some risk assessment methodologies specifically support the creation of a threat profile, for 
example the Operationally Critical Threat, Asset, and Vulnerability Evaluation8

M 

methodology (OCT A VE8M) from the Software Engineering Institute of Carnegie Mellon 
University. OCTAVE8

M requires the production of scenarios based on known sources of 
threat and typical threat outcomes [Alberts 2005]. In cases where "hard" data is not 
available, OCT A VE8

M uses workshop and Delphi techniques to generate baseline data on 
impact, vulnerability and likelihood. 

8.4.1. Threat Modelling 
The basic methodology depicted in Figure 23 on page 127 above and AS/NZS 4360:2004 
[4360 2004] illustrated in Figure 25 on page 132 above, simply refer to the need to identify 
risk. To assist in identification and in order to understand, measure and manage risk, threats 
must also be identified and understood. A useful means of identifying, examining and 
evaluating threats is to use a threat model to develop threat profiles. This facilitates rational 
choices of countermeasures and controls in order to manage risk. Threat modelling is most 
useful when employed systematically to undertake regular risk reviews. Other advantages of 
threat modelling include supporting the design and testing of security, providing consistency 
and containing or reducing development and implementation costs [Uppal2007]. 

Although the concept of threat profiling is well-established, threat modelling, in relation to 
information security planning, is a more recent development [NCC 2001]. Much of the 
current research in this area is sponsored by DARPA for the US Department of Defense. 
After the tragedies of 9111 a number of US Presidential Directives established the 
Department of Homeland Security (DHS) empowering it to collect and disseminate threat 
information and establish a US national incident management system [DHS 2002, HSPD3 
2002, HSPD5 2003, HSPD20 2007]. Amongst other information provided by DHS is a threat 
level matrix published daily, advising current threat levels to the US, as shown in Figure 28 
below [DHS 2008]. 
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Figure 28 - DHS Threat Level Matrix 

Source- US Department of Homeland Security 

8.4.2. Threat Actors 

In this discussion on cybercrime and cyber-risk, threat actors are the perpetrators of the 
adverse event. Thought to have originated in military and intelligence terminology, threat 
actor is today a term widely used in security and cybercrime to describe the instrument 
whereby a risk materialises [Alberts 2006]. The term threat agent is in widespread use 
appearing in the Common Criteria standards (ISO 15408), the ISO Information Security 
Management standard ISO/IEC 27002 (formerly ISO 17799) and the IETF RFC 4949 
[CC 2006, ISO 27002:2005, RFC4949 2007]. The term is also used by the Mitre Corporation 
in their Common Weakness Enumeration (CWE) of software vulnerabilities [Mitre 2007]. 
The terms threat actor and threat agent are often used synonymously. 

Threat actors can be external (for example, hackers, spammers, automated attacks) or internal 
(for instance, system failures, employees, contractors). Threat actors can also be human, 
machine (computer) or, in wider risk assessments, natural hazards (such as earthquakes, 
tsunami, cyclone) [FAS 2004, NISCC 2004, CSIA 2006]. In today's cyber-world, 
characteristics of threat actors include [CPNI 2008]: 

• Global reach; 
• Capability; 
• Resilience; 
• Sophistication; 
• Ambition; and 
• Lack of restraint. 

8.4.3. Threat Profile 

In addition to particular threats and threat actors, a threat profile will identify and analyse 
attack vectors and likely courses of action. Where natural hazards and vis major are being 
assessed, threat attributes will change as motivation cannot be attributed to natural events. 
However, the principle of examining threat attributes in order to determine a threat profile 
remains valid. 
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Threat magnitude and frequency can, for example, be substituted for capability and 
vulnerability substituted for opportunity in order to assist in the compilation of a threat 
profile. A threat profile with human threat actors will assess a number of attributes, 
described in Table 37 below [Intel 2007, CPNI 2008, NCC, Alberts 2005, DHS 2008]. 

Threats can be further analysed using such techniques as attack trees [Schneier 1999], 
vulnerability trees [Vidalis 2003], attack graphs [Gupta 2007], Failure Mode and Effects 
Analysis (FMEA) [ASQ 2008, FMEA 2008], Failure Mode, Effects, and Criticality Analysis 
(FMECA) [FMEA 2008], and situation and threat assessment (SATA) models [DSTO 2004]. 
Many of these threat analysis methods originated with Fault Tree Analysis (FTA) techniques 
developed for the evaluation of the Minuteman rocket launch control system by Bell 
Laboratories circa 1961. NASA adopted FTA after the Apollo 1 tragedy in 1967 and by the 
1970's, FTA was adopted by the US nuclear power sector and later by software development 
and robotics organisations [Ericson 1999]. 

Of particular value in threat modelling are Felson's "Ten Principles of Crime Opportunity" 
[Felson 1998] adapted for a cyber-environrnent by the writer and shown in Table 38 below. 
However, this supplementary analysis must be weighed against the additional cost and 
resource required to undertake this task. 

Removing or reducing the opportunity for crime was discussed by Felson in his 2006 paper 
The Ecosystem for Organised Crime. In this paper one aspect explored was the relationship 
of situational prevention in an Internet environment [Felson 2006]. 

The discussion on threat and threat identification and threat attributes allows the first part of 
the threat model discussed in this thesis to be developed and is depicted in Figure 29 below. 

Figure 29- Initial Threat Model 

Threat 
Agent 
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Table 37- Threat Attributes 

Motivation 
and Intent 

Key Drivers 

Objectives/ 
Intention 

Attacker's Risk 

Jurisdiction 

Political, activism, religious, criminal. 

Financial gain, notoriety, information theft, asset theft, 
intellectual property acquisition, espionage, sabotage, 
retribution. 
Willingness to accept consequences of detection, 

or other sanctions. 
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Table 38- Ten Principles of Crime Opportunity 

2 

3 

4 

5 

6 

8 

9 

10 

Opportunities play a role in 
causing all crime. 

Crime opportunities are 
highly specific. 

Crime opportunities are 
concentrated in time and 
space. 

Crime opportunities depend 
on everyday movements of 

One crime produces 
opportunities for another. 

Some targets offer more 
tempting opportunities. 

Social and technological 
changes produce new crime 
opportunities. 

Crime can be prevented by 
reducing opportunities. 

Reducing opportunities does 
not usually displace crime. 

Focused opportunity 
reduction can produce wider 
declines in crime. 

Crime opportunity theory helps differentiate between 
types of cybercrime, which is necessary if prevention 
is to be matched to the crimes. 
Routine activity monitoring and pattern theory are 
helpful in identifying the temporal nature of crime 
opportunities. Incident response and IDS also have a 

Time zones and geographical locations can provide 
opportunities to conduct criminal activity unobserved. 

detection on routine 
Identity theft can lead to credit card or other frauds 
and, for example, establish a market for stolen goods. 
A successful cyber break-in may encourage the 
offender to return. 
High-value and easily convertible targets are more 
desirable reflecting the value, visibility, vulnerability 
and restricted access. 
New technologies and products create the greatest 
opportunities being high-value, disposable and often 
the management of emerging technology is in its 
formative 
Opportunity can be reduced by: 

• Increasing the perceived effort of crime; 
• Increasing the perceived risks; 

• Reducing the anticipated rewards; and 
• excuses for crime. 
Evaluations have usually found little displacement of 
crime following the implementation of effective 
controls and · reduction. 
Prevention measures can have beneficial effects on 
other parts of the system, organisation or industry. 
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This model illustrates that a threat is perpetrated by a threat agent whose attributes will 
include motivation and intent, capability and opportunity. The degree to which each attribute 
influences the manifestation of the threat will generate the threat profile of the attacker. This 
is an important step as it aids the later selection of countermeasures to combat the threat thus 
identified and evaluated. 

8.4.4. Likelihood Evaluation 
Having identified and assessed specific threats, the risk evaluation can now estimate the 
probability or likelihood of an event or of a threat materialising. Strict interpretations 
suggest quantitative assessments use probability and qualitative assessments use likelihood. 
Further confusion can be added by the use of the terms "chance" and "frequency", neither of 
which properly describe the measurement of uncertainty. In reality, however, the terms 
probability and likelihood are used interchangeably. 

Based on the risks and threats identification and the threat modelling undertaken, the first 
quantification steps can take place. Likelihood is often presented as a frequency or time
bound measure, for example a one in fifty year flood. Fortunately this can turned into useful 
numeric data through simple transformation, using the period of the risk review, usually a 
one or two year period. Where "hard" data is available, estimation of probabilities is 
relatively simple. In most cases, however, data must be collected from surveys, analogues 
and through group judgement techniques. 

8.4.5. Vulnerability Identification 
An aspect that presents almost as many difficulties as risks and threats identification is the 
identification of vulnerabilities. A vulnerability is a weakness that can be successfully 
attacked and exploited, thus substantiating a threat. Other definitions have been given as: 

e "A weakness in system security procedures, system design, implementation or internal 
controls that could be exploited to violate system security" [ISACA 2008]; 

e "A weakness in the security system that might be exploited to cause harm or loss" 
[Pfleeger 1989]; and 

• "Vulnerability is a security lack which can potentially be exploited by a threat. It can be 
technological (lack of use of antivirus and anti-Trojans software) or organizational (lack 
of correct and up-to-date password management in the company) applied to the 
information system" [Barafort 2006]. 

While numerous other definitions of vulnerability exist, these invariably include the concepts 
of weakness, attack, exploit and loss. Vulnerabilities are the attack vectors or path whereby a 
threat materialises. To a large extent, the management of vulnerabilities is under the control 
of an organisation and while effective management may not prevent an attack, it can prevent 
an attack succeeding or, at the very least, mitigate the effects of such an attack. Identification 
and analysis of vulnerabilities is, therefore, an important step in risk management processes. 

8.4.6. Common Criteria 
The Common Criteria (CC) for Information Technology Security Evaluation forms the basis 
of an international agreement for the mutual recognition of the evaluation of technology 
products, covering both hardware and software. This standard is also known as ISO 15408, 
parts 1, 2 and 3 of 2005 [ISO 15408:2005]. Some twenty-five countries are now signatories 
to the Common Criteria Recognition Agreement (CCRA) and New Zealand participates 
through the Australasian Information Security Evaluation Programme (AISEP) having 
merged operations with Australian authorities in 1998 [CC 2008, DSD 2008]. 
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The CC forms the basis for testing programmes conducted by accredited laboratories and 
testing facilities, accreditation being awarded by respective national authorities. Products are 
tested against security assertions of the product specification. Certification under the CC 
scheme supports the validity of the security assertions in the product specification. The CC 
testing programmes are an important tool in the identification and management of 
vulnerabilities. Part 1 of the Common Criteria provides a useful illustration of key 
information security concepts and relationships, depicted in Figure 30 below [CC 2006]. 

A fundamental part of testing under Common Criteria is a protection profile or the high level 
expression of required security prope1iies for a system without, however, specifying how 
those requirements are implemented. Three important profiles are the Controlled Access 
Protection Profile (CAPP), the Labelled Security Protection Profile (LSPP) and the Role
Based Access Control Protection Profile (RBACPP). 

The CAPP is a set of security and assurance requirements for supporting controls that record 
relevant security events and enforce access limitations on individual users and data objects. 
CAPP is a profile based on protection appropriate for a non-hostile and well-managed user 
community against threats of inadvertent or casual attempts to breach the system security. 
CAPP does not fully address threats posed by malicious system development or 
administrative personnel. This profile is not intended to apply where determined attempts by 
hostile and well funded attackers (such as with Internet-connected systems) to breach system 
security, may exist. 

Figure 30 - Common Criteria Security Concepts and Relationships 

may be aware of 

give rise to 

Threats Assets. · 
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The LSPP is designed to add a further level of security and can be viewed as a "superset" of 
CAPP. It adds mandatory access controls and data labeling, thereby restricting or granting 
access to data only after verifying the clearance level of the user and comparing it to the 
security level of the data. LSPP is designed to support multiple levels of security within a 
system and is sometimes referred to as multi-level security. It has been argued that systems 
conforming with CAPP and LSPP will largely mitigate attacks against these systems. 

Role based access control uses roles, hierarchies, and controls to organise and manage access 
privileges to data. It is designed to strengthen the application of the "least privilege 
principle", that users should only be granted the privileges necessary to complete their 
assigned tasks and thereby reducing the number of errors of commission and omission. It 
specifies a minimal set of security functions and assurances for use in sensitive 
environments. The RBACPP can operate only in environments where access can be 
restricted according to the assigned roles of users. It should be noted, however, that this is 
not always practical, particularly where a single user has multiple roles. 

8.4.7. Threat Models 
While the Common Criteria Security Concept and Relationship model and protection profiles 
provide a useful illustration of key concepts, they do not fully illustrate threats and threat 
characteristics. Concept models also tend to consolidate aspects of likelihood (such as risk, 
threat and threat agent) into a single component. To clearly illustrate the components and 
interaction of threats and attacks, the model illustrated in Figure 29 above can be extended 
with the addition of attack vectors and vulnerabilities, depicted in Figure 31 below. 

Figure 31 -Threat Model 

Once a threat has been identified and a threat profile developed, the specific vulnerability (or 
vulnerabilities) that may be targeted can be identified, together with the likely attack vector 
or attack path. Attack vectors and vulnerabilities are sometimes dependent as a specific 
vulnerability may be exploited only through one, or a small number of attack vectors. 
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Threat models are particularly effective when examining threats in terms of attributes and 
vulnerabilities. They translate many of the more esoteric aspects of risks and threats into 
commonly understood concepts, thereby simplifying the process and improving the quality of 
analysis. This basic model has now been applied successfully for over five years in a number 
of private and public sector organisations. This particular model is an elaboration of work 
undertaken by the author in establishing training in risk assessment for NZ government 
employees with workshops developed and delivered through the State Services Commission 
(SSC) [SSC 2007]. See also Appendix G. 

8.5. Difficulties with Risk and Threat Identification and Assessment 

Dorfman commented on the involvement of "human nature" in many risk management 
problems and judgements [Dorfman 2006]. He asserts that there is general reliance on the 
classical science paradigm with mathematics as the basis of analysis. However, when this is 
applied to the economics of risk, the difficulties of marginal utility assumptions, exclusivity 
and amorality become apparent. The traditional approach to risk using complex 
mathematical models has been supported by a large body of research, some of which is 
discussed below. The effectiveness of this traditional approach is now being questioned. 
Dorfman also raises the issue that economists generally follow Adam Smith's tenet that 
people act to promote their economic self-interest. This does not accommodate work 
undertaken, for example, by psychologists that identify other behaviours including habit, 
altruism and perverseness which can assist in analysing and determining outcomes that are 
inconsistent with the predictions of traditional economic and mathematical models. 

Risk management is the practice of anticipating risks and threats and taking appropriate 
measures to mitigate adverse events or to take advantage of opportunities. If the risk 
assessment is flawed, the accuracy of risk prioritisation and the ability to achieve appropriate 
protection will be compromised. The key objective of managing risk by providing 
appropriate protection is often obscured by the difficulties in undertaking risk assessments 
including: 

• The use of a quantitative approach; 
• The comprehensive identification of risks and threats; 
• Accommodating rapid technological advances and changing domestic and global business 

environment; 
e Valuation of information; and 
e Valuation of impact. 

Many risks and risk factors in cyberspace have been identified, often presented as survey 
results and lists. However, the underlying theory or organising framework is often poor, 
thereby limiting the practicality and usefulness of these lists [Sherer]. The large numbers and 
volatility of identified risks emphasises the need for organisation. Where an organisational 
framework does provide categories to assist classification, many risks can appear in several 
categories and the categories themselves can overlap. In addition, network perimeter defence 
relies on firewalls, intrusion detection and intrusion prevention technologies, as well as 
sound and robust architecture, design, patch and vulnerability management processes. Much 
of this requires a priori information [SecurityFocus 2007]. These technologies and processes 
often compound the difficulties listed above. The UK's Metropolitan Police has also 
identified a number of practical difficulties in implementing traditional risk assessment 
methodologies including [MP A 2007]: 
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• Difficulty in identifying and describing risk in a meaningful fashion; 
• Knowledge gaps; 
• Quantification imposing a "tyranny of numbers"; 
• Quantification constrained thinking; 
e A perceived requirement to add variety to scores, often to the detriment of professional 

judgement; 
• "Prioritising panic"; 
• The mathematical difficulty of using ordinal numbers; 
• Lack of agreement on definitions of scores; and 
e Focus on risk analysis to the detriment of appropriate control selection and 

implementation. 

8.5.1. The Quantitative Approach 
In the 1980's, developments in risk management thinking indicated the need for a more 
systematic approach to risk assessment. This, coupled with the wider availability of 
information technology, lead to the automation of the risk assessment process and the 
development of a number of tools. Much of the early work relied on mathematically complex 
models, focusing attention on data and the calculations. The complexity mandated the use of 
computerised tools and required substantial numerical and statistical data. A consequence 
was the exclusion of imprecise data such as that generated through Delphi techniques 
[Malboeuf 2004]. 

The use of risk assessment tools has produced generally inconsistent results, the main reasons 
given being complexity, lack of resource, inadequate training and lack of specific skills 
required to use the risk tools. For example, the New Zealand Government developed the 
CATALYST risk assessment tool in the early 1990's. By the late 1990's, however, the tool 
had fallen out of use. Other New Zealand examples exist with the resource and tool intensive 
risk assessment work undertaken by consulting firms in the late 1990's giving way to a more 
pragmatic and cost-effective service. The Canadian experience is similar with the 2005 
Cinnabar report noting that some risk automation initiatives within the Canadian Government 
had mixed results, with most failing [Malboeuf 2004]. 

Mathematically complex risk assessments invariably require multiple data inputs and produce 
multi-dimensional views of risk. These are often then represented in a series of two
dimensional tables, pairing elements of risk. Talented athletes and trained pilots are 
examples of professionals that regularly think in at least three dimensions. Unfortunately not 
all business managers are as accomplished with the interpretation of multi-dimensional views 
and this is a further skill that must be mastered if complex risk modelling is to used to full 
advantage. 

Even today, risk assessments are often characterised by the drive to define risk with a 
perceived high degree of mathematical precision. Dorfman describes this as a "general 
reliance on the classical science paradigm" [Dorfman 2006]. Ira Winkler, President of the 
US Internet Security Advisors Group describes this as "a false sense of knowledge" 
[Winkler 2004]. In reality, organisations must make rational choices on which risks to 
address and which controls and countermeasures to implement, all within budget, resource 
and other constraints. The simple solution is often the most practical and, in this case, means 
ranking risk and addressing identified high level risks ahead of lower ranked risks and then 
treating risks within an organisation's risk appetite. 
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8.5.2. Ordinal Numbers 
Stanley Smith Stevens (1906-1973) was a leading academic in experimental psychology, his 
work including psychophysics and measurement theory. His 1946 seminal work on 
measurement theory postulated a taxonomy of measurement, identifying four classes of 
measurement scales. The work started by Stevens has now evolved into a specialist 
mathematical field. While there have been a number of criticisms of Stevens' work, 
particularly with application to statistical analysis, for risk analysis purposes it provides 
useful insight into the identification and assessment of the various characteristics of risk. In 
measurement theory several types of number exist, including those listed in Table 39 below. 

Table 39 -Types of Numbers 

For a finite set, typically 

In addition there are five types of measurement or classification scales, ordered from less to 
more capable in Table 40 below [Stevens 1946, NCSU 2008, Frank 2001, Butler 2000]. 

Table 40 - Measurement Scales 

Nominal Simple classification, data has Difference Qualitative Any one-to-one 
no order, e.g. player numbers s remapping 
ma team. 

Ordinal Data has order e.g. small, Order Qualitative Any monotonic 
medium large but may have increasing remapping 
unequal interval~, e.g. 
hardness of minerals. 

Interval Data has order and fixed and Size of Quantitative Linear remappings 
difference with offset 

Ratio Ratios are Quantitative Linearremappings 
meaningful without offset (ax) 

Absolut A ratio scale in which the unit All Quantitative None 
e of measurement is fixed, e.g. relations 

number of in a flock. 
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This sequence of scales is hierarchical and each measurement scale preserves the properties 
oflower scales. For example, every ordinal scale is also a nominal scale. Every interval scale 
is also an ordinal scale (and therefore also a nominal scale), and so on. It should be noted, 
however, that scale types are not fundamental attributes of the data itself but rather derives 
from how the data is measured and will, therefore, influence any conclusions from that data 
[Velleman 1993]. The relationships of the scales is illustrated in Figure 32 below. 

The purpose of ordinal numbers is reflected in their spelling. Generally the characters th are 
added to the cardinal number, for example, seven - seventh. Ordinal data has order but 
intervals between points on a scale may not be equal with the result that normal arithmetic 
operations are meaningless. Ordinal numbers allow numeric representation, such as on a 
scale of 1 to 5, but do not allow arithmetic manipulation between scales. Ordinal numbers 
can be used for comparisons (more or less than) and for equality and inequality assessments 
(the same as or not the same as). 

Figure 32 - Relationship of Scales 

Ranked risks or ranked elements of risk are ordinal numbers, for example, ranked on the 
four-point scale of negligible, low, medium, high. A medium risk may not have twice the 
seriousness of a negligible risk [NCSU 2008, Mosseau 1999]. Although the debate on 
Stevens original work continues and there have been alternative measurement scales 
proposed [Tukey 1977], the ongoing use of ordinal numbers and misuse of their arithmetic 
and mathematical properties continues to pose difficulties for many risk assessors. 

The majority of fraud, anti-money laundering, security posture, opinion poll and similar 
surveys collect data as ordinal data or as ordered categorical data. Often these are measured 
on a Likert scale, for example most important ranging to least important. Scores are applied, 
for example a scale of one to five, and treated as continuous data [Lawrence 2006]. In terms 
of the discussion above, this is at odds with mathematical theory. 
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For risk assessment purposes, the niceties of mathematical and statistical theory are 
somewhat irrelevant. The prime objective for most organisations is not to measure risk, but 
only to determine the ranking of the risk or its relative importance to the organisation. While 
many factors can be assessed (share/stakeholder expectations, regulation, survival, 
competition, safety, security, operating environment and so on), in the real world the factors 
that should be assessed and the attributes that should be measured are seldom known, 
particularly early in a risk assessment. 

Most risk methodologies therefore, use ranking to assess impact and vulnerability and, in 
some cases, likelihood. Ordinal numbers are derived from this ranking and are applied to 
formulae, similar to the construct presented earlier in this chapter. This is arithmetically 
invalid as ratios between ordinal numbers are meaningless. The problem is compounded 
where risk metrics are used as the value of the metric is lost when converted to an ordinal 
number. To illustrate, in order to monitor a flood risk, water levels are measured. If 
converted to a three-point scale representing low, medium and high water levels, data on the 
exact water level is lost on conversion to an ordinal number. This data cannot later be 
recovered through arithmetic manipulation or mathematical transformation. When ordinal 
numbers are arithmetically manipulated, an assumption of the relative ranking of each 
element is made [Bierman 1963, Haimes 2004]. 

Quantitative analysis provides numerical data for probability and impact elements. The value 
and accuracy of the analysis depends on completeness, often using cost, historic and 
statistical data. It also depends on stable (and therefore predictable) relationships between 
dependent and independent variables, which is problematic in a rapidly evolving environment 
such as IT. It cannot, however, be used where numerical values cannot be accurately 
measured or derived, for example, loss of life or reputational damage. Clearly and wherever 
possible, quantitative analysis is preferred and is essential if any arithmetic or mathematical 
operations are to be performed, such as in the direct application to generalised risk formulae. 
However Clemen encapsulates a large body of literature in his statement "in general, simpler 
aggregation methods perform better than more complex methods" [Clemen 1997]. 

The key elements of risk assessment, with their usual forms are presented in Table 41 below. 

Table 41 - Risk Assessment Key Elements 

Impact (Consequence) 

Exposure (Vulnerability) 

Value (Cost) 
Low 
Cardinal 
number/ Absolute 
scale/ 
Dollars 
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8.5.3. Probabilistic Risk Assessments 
Probabilistic Risk Assessments (PRAs) are a development of the reliability modelling and 
quantitative modelling of component or system reliability [NASA 2002]. These are 
sophisticated methodologies utilising detailed analyses of probability, event frequencies, 
hardware failure models, common cause failures, software failure, human reliability and 
physical and phenomenological models. Other areas where PRAs can be found include the 
nuclear industry and where catastrophic risk is expected. The degree of technical refinement 
and difficulty of this approach inevitably requires the use of sophisticated software tools and 
extensive resource commitment from the organisation. As such PRAs are generally 
considered unsuitable for most commercial operations and are considered beyond the 
capability of the small and medium sized enterprise. 

8.5.4. Risk and Threat Identification 
A dilemma with risks and threats identification, indeed with risk assessment in general, is the 
difficulty business and operational managers have in identifying and assessing risks and 
threats in sufficient detail in order to determine realistic controls, countermeasures and 
courses of action. 

Many risk methodologies are complex and require specialist training or the assistance of risk 
practitioners. Quantitative methodologies also demand wide identification of risks and 
threats but often provide little guidance on dealing with cause and effect risk relationships, 
risk complexity and risk coupling. For many organisations this is not seen as being a cost 
effective approach and often leads to trivialising risk or undertaking highly subjective and 
flawed risk assessments. 

In rapidly evolving and specialist areas such as IT, the perceived requirement for 
mathematical precision may pose additional difficulty. Associated with rapid change is the 
need to keep risk assessments current. Clearly protracted and complex risk assessment 
methodologies take considerable resource and time to complete. In some cases the output is 
too large to be of practical use [Vidalis 2002]. In other cases the process is so protracted that 
the results are no longer valid due to changes in the business, technology and operating 
environments. 

The cyber-world has became significantly more complex both in technologies and usage. 
This increases the difficulty in properly identifying risks and threats, even to IT 
professionals. At the same time, and adding to the level of confusion, there are considerable 
data and statistics readily available on a wide range of specific technology risks and threats 
related topics, for example spam and malware detection rates. Conversely, few organisations 
generate useful statistics on such topics and reliance on global or regional data may not be 
advantageous. As discussed earlier, a common issue is the ability of business managers to 
make rational choices on the relative importance of risks, when faced with large data sets but 
with relatively little organisation-specific data. 

Approaches to risks and threats identification and evaluation are frequently bisected into 
quantitative or qualitative (behavioural) approaches [Clemen 1997]. In a practical sense, 
however, useful risk methodologies will adopt some elements of each approach. As with 
many aspects of organisational management, it is important not to lose sight of the key 
objectives, in this case, rational identification and assessment of the risks to an organisation 
and selection of appropriate controls to manage this risk. 
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8.5.5. Bias in Estimating Risk 
Hillson describes risk as "possible future events" [Hillson 2004]. Given that there is no firm 
data on a particular event or incident, much of the discussion must be informed by 
estimation, including the estimation of likelihood. Estimation can introduce bias, subjective 
or unconscious. In the absence of "real" data, a heuristic approach to data collection is often 
adopted. This can also introduce bias, described by Hillson as motivational and cognitive 
bias. 

Motivational bias is introduced where the risk assessors seek a particular result and 
(consciously or unconsciously) influence estimations to produce the desired result. Examples 
occur where budgets are constrained and any risk mitigations are limited by resource and 
funding. Other examples occur where political or other influences (internal or external) are 
in play. Cognitive bias can result from (usually unconscious) attempts to rationalise the 
complex mix of real, estimated and missing data. In risk assessment, bias can best be 
managed by awareness of the elements of bias, how they may be introduced and using an 
agreed and well-understood risk assessment approach. A peer-review process is also an 
invaluable aid. 

8.5.6. Annual Loss Expectancy Models 
Annual Loss Expectancy (ALE) has its roots in the insurance industry where risk is reduced 
to a cost factor. In 1979, the US Government published its Guideline for Automatic Data 
Processing Risk Assessment as FIPS 65, which used ALE techniques [FIPS65 1979]. The 
FIPS 65 ALE model required good cost and loss information on which to base calculations 
and sought to measure a set of harmful outcomes, the impact of each outcome in dollars and 
the frequency of each outcome. This technique relies on stable, predictable and quantifiable 
relationships between these elements. 

In following this methodology, early modellers sought to identify and assess all threats, 
assets, vulnerabilities and security concerns, including the most obscure [Hoo 2000]. Suh's 
2003 paper also discusses the difficulties of quantitative approaches using ALE as an 
illustration. He concludes that quantitative methods do not adequately measure impact and 
disruption while qualitative methods are not suitable for decision support models such as 
cost/benefit, programme evaluation review techniques (PERT) and the Livermore risk 
analysis method (LRAM). Again these decision support models are resource intensive 
[Suh 2003]. 

The complexity of the ALE created a task of size and difficulty beyond the resource and 
capability of all but a very few larger organisations. ALE models were in vogue in New 
Zealand in the early 1990's but soon fell into disuse because of their cost and resource 
intensive natures. A few examples persist such as Verma's 2007 paper Proactively 
Managing Security Risk which acknowledges the reactive nature of traditional risk models 
incorporating ALE but which seeks to add a temporal element to create a proactive model 
[Verma 2007]. Unfortunately this is still based on a traditional risk model incorporating 
ALE. 

Schechter's 2004 doctoral thesis Computer Security Strength & Risk: A Quantitative 
Approach examined a number of security metrics, including ALE, security savings, security 
benefit and return· on investment calculations. His examination concluded that these 
methods, while useful when based on adequate historical data, were ineffective when 
forecasting future values. He proposed a mechanism to measure security strength by 
estimating the value of a software vulnerability and corresponding exploit to a cyber-criminal 
[Schechter 2004]. 
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Schechter's model is very specific to the vulnerability under examination and its associated 
market value. Again there is some computational complexity which, together with the need 
for market data, would place the use of this model outside the reach and capability of the 
majority of organisations. 

8.5.7. Valuation of Information 
Many risk assessment methodologies seek to value assets, usually based on cost of 
acquisition and following standard financial and historical cost accounting principles. 
Unfortunately cost seldom equates to value and risk assessment methodologies incorporating 
cost factors will invariably understate or omit some value assessments. For example, the 
perceived value of a brand will generally exceed the cost of developing and promoting that 
brand. While specialist valuations can be commissioned, this is not always practical or cost
effective for regular risk assessments and reviews. Assessments measured in cost, not value, 
can lead to budgeting based on asset cost and do not value information and services provided 
by those assets. 

Assets have been classified as physical, financial and intellectual with intellectual assets or 
capital being further classified into human, relational and structural as shown in Figure 33 
below [Marr 2008]. Valuing assets, including more intangible assets such as information, 
services, reputation and brand, can be difficult and resource intensive. In some cases, 
specialist valuations are the only acceptable means of arriving at a justifiable, fair and 
equitable valuation. 

A further complication is that the cost of a tangible asset (such as computer hardware) 
recorded in the organisation's capital register, does not always reflect the associated costs 
such as installation, testing and training. Recorded costs seldom reflect intangible costs, such 
as loss of productivity and opportunity cost during implementation. Intangible assets and 
intellectual capital, such as reputation, brand, loyalty and trust are much more difficult to 
value. 

Figure 33 - Classification of Intellectual Capital 

Source - Financial Management 
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Principles and conventions of historical cost accounting and the separation of capital and 
operating costs [Taylor 1979] can lead to a phenomenon described by Strassmann as "cost 
leakage" [Strassmann 1996]. Cost leakage occurs when minor assets and supporting services 
are purchased and accounted for as operating costs and these expenditures are not reflected in 
the capital cost of assets. Using costs recorded in capital registers alone does not, therefore, 
reflect the true cost of that asset. Historical cost accounting conventions also do not 
accommodate the changing value of information over time. For example, some information 
is time sensitive, such as strategic reports or annual accounts. When this information is 
published, its value often falls. In other cases, such as geological survey data on prospective 
oil deposits, information may increase in value over time and as additional data is gathered, 
reflecting the value of the aggregated data being greater than the sum of the parts. 

The discipline of cost accounting now forms part of the wider management accounting 
discipline, and is defined by The Chartered Institute of Management Accountants (CIMA) as 
"The process of identification, measurement, accumulation, analysis, preparation, 
interpretation and communication of information used by management to plan, evaluate and 
control" [CIMA 2005]. It again deals with the determination of costs and savings using a 
variety of techniques which include job, process, uniform, marginal, differential and standard 
costing as well as break-even analysis, variance analysis, life cycle cost analysis and activity 
based costing [Arnold 1983, Walker 1982, Wheldon 1980]. 

The true value of an asset may include several cost factors including direct, indirect, 
operational, recovery, lost productivity and opportunity costs. In addition the valuation of an 
information asset may require consideration of the information's sensitivity, reliability, 
availability, accessibility and temporal value. Temporal values relate when an event may 
occur, the timing of which may have a lesser or greater effect on costs. 

Some models for information valuation are based on the revenue-generation capability of the 
information asset including Cost Benefit Analysis, Cost of Information Management, IT 
Spending, Residual Value, the Balanced Scorecard and Economic Value Add (EVA) 
[CIMA 2005, Peachey 1988]. Government organisations and Non-Governmental 
Organisations (NGOs) may, for example, substitute economic benefit for revenue generation. 
They will, however, face some difficulty in consistently applying these models unless 
benefits can be clearly articulated and quantified. Other possible substitutions for revenue 
include productivity improvements, cost containment, and improved service delivery. 

The linkage between risk appetite and the perceived value of information has also been 
demonstrated [Eeckhoudt 2000], where increasing risk aversion can increase the value of 
information, sometimes with no apparent relationship to recorded cost. 

The difficulties of realistically valuing information is illustrated by the UK' s Advisory Panel 
on Public Sector Information who view the UK government's collective information 
repository as grossly undervalued. This is partly attributed to data valuation methods based 
on revenue generation, and estimating worth of approximately £550 million annually. 
Independent studies have, however, suggested that Ordnance Survey data alone is worth £79 
billion and the British Geological Survey is worth at least £34 billion [Guardian 2007]. 

Clearly there are some considerable challenges and most organisations will have some 
difficulty in realistically, fairly and consistently valuing information within typical resource 
constraints of cost, time, skill and knowledge. 
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8.5.8. Valuation of Impact 
Because of the rapid development and constantly changing nature of technology threats and 
risks, there is often insufficient data to provide reliable and credible probability assessments. 
Vidalis describes this as "the majority of threats defy all sorts of probability analysis" 
[Vidalis 2002]. Many risk analyses tend to focus on assessment of impact in place of a 
quantitative approach. The consistent valuation of impact is an obstacle to pragmatic and 
realistic risk analysis, as it requires the assessment of political and social factors and the 
value of intangible assets, as well as identification of direct costs; for instance, in the 
valuation of a life. 

While valuation of life may be undertaken, for example, by insurance organisations and the 
health industry, this is likely to be beyond the capability of most organisations without 
specialist and expert assistance. In some cases, such as heavy engineering or mining, placing 
a value on life may not be either politically or socially acceptable. In these cases this 
component of valuation of impact is often omitted, thus potentially distorting the risk 
assessment. Categories of consequential losses that present particular difficulty in valuation 
before an event has occurred or where there is no reliable data available include: 

• Life (employees, customers, public); 
• Delays and Denials of Service (loss of business, opportunity cost); 
• Disclosure (Intellectual Property, litigation, privacy); 
• Direct Loss (building damage, theft, loss of assets); 
• Modification of Data (replacement, recovery); 
• Restoration (cleaning up, data recovery, data re-key ); and 
• Reputation (credibility, loyalty, trust, brand, goodwill). 

Valuation of impact can be highly speculative. How long information is held can affect its 
value, for example a time-bound password is worth less after expiry, although it may still be 
used, for instance, to assist in determining password constructs and other useful information 
for a later attack. People often reuse old passwords, sometimes merely changing one 
character or digit for the sake of convenience, despite being contrary to "recommended best 
practice". Such poor security practices increase the value of"retired" information. 

8.6. Controls and Countermeasures 

Once threats and risks have been identified and a threat profile developed, controls and 
countermeasures can be selected in order to manage risk to an acceptable level, consistent 
with the organisation's risk appetite. While the terms controls and countermeasures are 
often used synonymously, there is an important distinction when applied in a cyber war or 
cyber defence scenario. In this context, controls are applied to manage a risk, user or system. 
Countermeasures are applied directly to counter specific threats. In undertaking risks and 
threats assessments, this distinction may assist in the selection of appropriate controls and 
countermeasures by identifying the objective of a specific control or countermeasure. For the 
purposes ofthis discussion, the term controls is used in a general sense. 

There is seldom a one-to-one relationship between a risk and a control so understanding the 
characteristics and nature of controls is important in assisting the selection of appropriate 
controls. Other key factors influencing selection include cost, performance, control and risk 
mitigation properties. Controls should also provide evidence of existence, application and 
effectiveness. Most importantly controls should be selected to match threats identified in the 
threat assessment, particularly the elements of opportunity, motivation and intent, and 
capability. 
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Controls have been described as crimeware chokepoints indicating the important role they 
play in preventing malware infections, protecting computing assets, safeguarding privacy and 
data and safeguarding the organisation from user carelessness and blunders [DRS 2006]. 

8.6.1. Control Characteristics 
There are four prudent risk treatment options which have been discussed at length in the 
literature on risk treatment [Dorfman 1997, DAU 2006]. These risk treatments are 
sometimes referred to by the acronym ACAT- Avoid, Control, Accept, or Transfer. A more 
common presentation is: 

• A void - usually abandoning the activity; 
• Accept - acknowledging and retaining the risk but taking no further action; 
• Transfer - sharing (e.g. through insurance), although this may not reduce the risk; and 
• Reduce - taking action to reduce exposure, mitigate risk or mitigate consequences. 

Ignoring risk is seldom an acceptable option and may demonstrate poor corporate governance 
practices. This may be grounds for litigation alleging management negligence or perhaps 
prosecution where an offence is committed under the relevant legislation. Risk transfer 
should also be used with caution as it does not protect against, for example, risk of 
disruption, DoS attacks and degradation of services. 

Once an organisation has decided to continue a particular activity, it should select risk 
treatments which enables it, in addition to mitigating risk, to demonstrate good corporate 
governance practices and prudent management. It is unlikely that any one strategy can be 
used in isolation as to do so may require compromising the organisation's risk appetite. 

Controls can comprise policies, processes, physical controls, logical controls, agreements, 
contracts and a number of other similar measures. It should be noted that although insurance 
is usually categorised as risk transfer, it does not directly control or mitigate a risk. 
International standards describe controls as displaying following characteristics 
[ISO 27005:2008]: 

• Preventative; 
• Detective; 
• Deterrent; and 
• Corrective. 

This view is, however, incomplete as discussed below and illustrated in Table 42 below . · 
Controls are not, as may be implied from the ISO 27005 definitions, mutually exclusive but 
may display two or more of these characteristics and may, more correctly, be portrayed as a 
matrix. 
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8.6.2. Control Characteristics 
Controls have a number of characteristics which may be conveniently divided into four 
groups. These characteristics are identified by the effect each control will have when 
properly applied. The four groups can be described as: 

e Principal; 
e Action; 
e Application; and 
e Autonomy. 
The first group identifies the principal characteristics of a control and includes the four 
characteristics identified in ISO 27005. One additional and important characteristic of a 
control in the first group is a mitigating control which will reduce the impact, effect or 
consequence of an event. Controls in this group identify the effect a control is intended to 
have. It is important to note that controls in this group are generally independent of each 
other. 

A second group of control characteristics describes the action a control is expected to have 
when properly applied, classifying controls as proactive or reactive. Proactive controls are 
pre-emptive and will generally have preventative and deterrent characteristics. Many 
reactive controls require a priori information and reactive controls respond to predefined 
conditions or events. For example, most anti-virus (AV) software is based on the recognition 
of a "signature" although many A V products now use several methods of malicious software 
detection, in addition to signature based recognition. 

To maintain the effectiveness of the A V as a control, regular updates are necessary. The 
speed with which vulnerabilities are identified and exploits developed requires a significant 
investment in the management ofthe update process. In this example the anti-virus software 
is reactive (as well as having the characteristics of being detective and preventative). The 
system for the management of regular updates is largely proactive. 

The third group or application control characteristics relates to the application or way in 
which controls are implemented. This describes controls as either direct controls or 
compensating controls. Direct controls manage risks or threats, for example the risk of 
graffiti damage to a wall is directly controlled by preventing access to that wall. A 
compensating control is often used where a direct control cannot be applied, for example 
CCTV. Again there is often no one-to-one relationship between controls or between risks 
and controls. It is important to note that this group is not mutually exclusive as both direct 
and compensating controls may be applied simultaneously. The choice of control is 
generally dictated by the control's effectiveness and cost. 

The final or autonomy group is generally used to analyse how controls are applied 
(automatically or manually) and is often used by auditors to assist in determining their level 
of confidence in the control and the work required to satisfy themselves the controls are 
appropriate and functioning correctly. A key driver for this characterisation is that manual 
controls will often require additional specific controls, not generally found in automated 
systems, for example separation of duties [Deloitte 1981, EYGAM 2008]. An example of a 
specific control is a file system consistency checker while a general (usually automated) 
control may be an A V scanner. · 
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While the nomenclature of control characteristics is largely self-explanatory, more formal 
descriptions are presented in Table 42 below. Controls take at least one characteristic from 
each or the four groups, in some cases will display multiple characteristics. The key purpose 
in classifying controls is to assist in effectively matching controls against particular threats 
and attack vectors and the organisation's control objectives. Controls can best be described 
in a matrix - Table 43 below provides some examples. In addition to categories of control 
described above, other characteristics that have been used for systems audit purposes include 
[ISCPA 2008]: 

• Discretionary and non-discretionary controls; 
• Voluntary and mandated controls; and 
• Application and general information systems controls. 

The first two groups are similar and, in most cases, effective controls should be non
discretionary and mandated. The final group differentiates between specific application and 
controls which are applied generally to information systems. This dates more from the era of 
mainframes and "dumb" terminals and perhaps has less relevance today. 
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Table 42- Control Characteristics 

Principal 

Action 

Preventative 

Detective 

Deterrent 

Corrective 

Mitigating 

Proactive 

Reactive 

Define roles, responsibilities, processes, policies and specific 
preventative actions. Designed to prevent an action or risk, a 
control with this characteristic is often described as a 
countermeasure. For example, a window is bricked up to avoid the 
risk of broken glass due to vandalism or a block is placed on 

a set of financial statements if a transaction is 
Designed to identify, track and sometimes quantify an event. 
Often used to detect the failure of another type of control. For 
example, detecting an attack on electronic systems, identifying the 
nature of the attack, likely source, attack traffic volume and other 
useful data or the requirement for a PIN before a photocopier can 
be used. In this example, the PIN is both preventative (access 

and detective · the 
Designed to deter, usually through some sanction or consequence. 
For example, an organisational security policy may include 
provision for disciplinary action should a serious policy breach 
occur. The sanction include loss of or 
Relies on a detective control to trigger a corrective action. Can 
include recovery mechanisms. For example, a speed limiter on a 
heavy goods vehicle will activate when predetermined road or 

are exceeded. 
Reduces the effect or impact of an event, once detected. For 
example, a fire alarm system will activate (detect) when 
temperature/smoke reaches predetermined levels and a fire 
suppression system (sprinklers or gas suppression) will activate 
""'"};"""'to eliminate or control the of the fire. 

Anticipates and take appropriate action before significant damage 
can occur. For example, Transpower's use of the national 
lightning detection network to provide early warning of life 
threatening safety hazards and assist in scheduling preventative 
maintenance. 
Relies on detection of an event to trigger a response. For example, 
an intrusion alarm is a reactive control and should activate only 
when an intrusion occurs. 

Compensating Compensating controls substitute where direct controls cannot be 
applied but are not mutually exclusive. In the example above, it 
may be impractical to prevent access to a wall to prevent graffiti 
damage. Compensating controls may include CCTV, graffiti
resistant paint, regular checks by guards and immediate clean-up if 

·is found. 
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Table 43- Control Matrix 

8.6.3. Control Efficiency 

The efficiency of a control or countermeasure is fundamental to appropriate selection, 
particularly where multiple controls or countermeasures are required to achieve an acceptable 
residual risk. In order to determine control efficiency, the dependencies and coupling of 
controls must first be determined. Independent controls can function without and are not 
dependent on any other control. Many controls are independent and successive application 
of independent controls may result in over-control, usually a poor use of resources. 

Earlier in this discussion, residual risk was defined as: 

where: 
R-C=r 

R =Risk; 
C = Countermeasures and Controls; and 
r = Residual Risk. 

This formula implies that all controls are equally effective, which is unlikely to be a valid 
assumption in many cases. Incorporating efficiency will modifY the residual risk formula for 
independent controls as follows: 

n 

R-~ C.e. L...J l l 

i=l 

or expanded to: 
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where: R=Risk; 
C = Countermeasures and Controls; 
e = Control efficiency factor; 
Cn = n1

h countermeasure or control; 
en = control efficiency factor of Cn; and 
r = Residual Risk. 

Dependent controls are controls that rely on one or more foundation control and without that 
basis may be completely ineffective. Conversely however, dependent controls can provide 
synergy through careful choice of foundation primary controls and control-coupling. Control 
coupling can be viewed as pairing or grouping of controls where the coupled controls are 
mutually dependent but are not dependent on other controls. For example, logical access 
control and authentication may be coupled but there is no discernible dependency with 
backup controls. Dependent controls are more difficult to identify and dependencies are also 
affected by their intended use. To differentiate between independent and dependent controls 
consider the following Boolean constructs: 

• OR, where any of the controls would be sufficient (independent controls); and 
e AND, where the primary control and all coupled controls must be present for the control 

set to be effective (dependent controls). 

In a control model, independent controls may be considered stronger (no control coupling or 
control dependency) than dependent controls which can provide several points of 
vulnerability in the control chain. It is possible to map control dependencies using such 
analysis tools such as described in "Guide to Methods & Tools for Airline Flight Safety 
Analysis" [Wilkinson 2004] although this adds a significant level of complexity to risk 
analyses. 

Controls are independent of threats [Winkler 2004], although no control can be completely 
efficient or effective. In some cases, particularly with technological controls, metrics are 
available from a variety of sources, surveys and studies. The efficiency of controls requiring 
human interaction is much more difficult to determine and in such cases, Delphi techniques 
can be used to determine an efficiency factor. 

A useful illustration of efficiency factors in relation to a technological control is Anti-Virus 
(AV) software. AV software is traditionally signature based, searching files and computer 
memory for the presence of strings that are unique to particular malware. This is sometimes 
described as "scan string" based technologies. The difficulties arise both with the volume of 
malware produced and the inherent weakness in signature based detection, which can detect 
only known malware. In some cases, minor changes to the malware is sufficient to modify 
the signature enough to elude detection. Other techniques to elude detection include 
encryption of mal ware and polymorphism. 

Today, however, most AV software also incorporates heuristic and anomalous activity 
detection to extend the capability from purely signature recognition. Anomalies are assessed, 
usually through rule-based methods [Schmall 2002]. While techniques can vary widely 
between A V vendors, heuristic techniques can detect the presence of groups of particular 
instruction sets and commands and may extend to emulating the virus' activities in a virtual 
secure environment or "sandbox". Heuristic scanning decision rules may also use employ 
statistical weighing methods to determine anomalous behaviours. 

Chapter 8 - Risk Assessment and Threat Modelling Page 162 



Sophos reported 49,629 new items of malware in the six months to July 2007. This is an 
increase of 24% on previous reports [SOPHOS 2007B]. In April 2008 it was reported by 
Symantec that the number of threats detected by their security products now exceeds 1.1 
million, with 499,811 new malicious code threats detected during 2007 [Symantec 2008B]. 
Although there are differences in methods of malware identification and counting between 
these two organisations, it is clear that there are high levels of mal ware creation. Given the 
high rates of production of new mal ware, no security software can realistically claim to be 
able to detect all known threats at all times, highlighting the importance of sound A V 
management and update processes and procedures. 

A 2006 survey conducted on behalf of the UK' s Department of Trade and Industry revealed 
that while 99% of large British organisations used AV products, 43% suffered computer 
virus infections [DTI 2006A, DTI 2006B]. These results are similar to the 2006 New 
Zealand Computer Crime and Security Survey where 99% of surveyed organisations used 
A V products but 60% reported experiencing a computer virus incident [Quinn 2006]. 

The Anti-Malware Lab conducts a variety of AV software tests. Between 21 October and 
8 December 2007, fifteen AV products were tested for detection rates and effectiveness of 
their heuristic analysers. Initial results are depicted in Figure 34 below [AMTL]. 

Figure 34- Anti-Virus Detection Rates 
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While not in itself definitive, the evidence above supports the view that anti-virus software, 
in common with many technological controls and countermeasures, is not 100% efficient. If 
this control is judged to be effective in reducing residual risk to an acceptance level, within 
the parameters of the organisation's risk appetite, then this control should be applied 
unassisted. 
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However, the evidence leads to the judgement that this control alone, is inadequate to fully 
protect an organisation against malware and, therefore, may not fall within acceptable risk 
appetite parameters. In this example, additional controls will be required. Establishing an 
efficiency factor for each control and countermeasure will assist in the choice of controls and 
assist in determining the need for additional controls. 

8.6.4. Risk Register 
A risk register records identified risks, their assessed importance, risk owner, status, controls, 
countermeasures and contingency plans [Treasury 2007, Swansea 2008]. The risk register 
should be updated and reviewed as new risks are identified, existing risks are re-evaluated 
and controls and countermeasures are implemented. A risk register is sometimes referred to 
as a risk log [PRINCE2 2008]. 

Previously seen most often seen in project risk management, in today's heavily regulated 
business environment risk registers are an important tool in being able to effectively manage 
risk, demonstrate good governance and demonstrate compliance with regulation. In many 
cases, a risk register is the formal record of the results of any risk assessment, the selection 
and implementation of controls and the ongoing management of risk. 

Risk registers may also include a priority rating as in the example from the UK's 
Staffordshire Fire Service [Fire 2008], shown in Table 44 below. 

Table 44- Risk Priority Rating 

Low (Score 1-4) 5 

Operational responses to monitor and, where 
to control risk. 

Non-threatening risk, but should be regularly 
monitored. 

Apart from being an essential risk management tool, a risk register provides useful evidence 
that an organisation's risks are being properly identified and assessed as part of good 
governance practices. It does not, however, evidence the effective implementation of 
controls and countermeasures. 

8.6.5. Key Elements of Risk Management 
Important aspects of risk management are illustrated in Figure 35 below. The risk 
management component of this model requires both a "bottom-up" and a "top-down" 
approach to arrive at a pragmatic use of the organisation's resources in the mitigation of risk 
and cmmtering threats. It should be noted that the organisational resources and capabilities 
illustrated are representative only and there will be other resources and capabilities that can 
be utilised. 

In this model the "bottom-up" starts with the organisation's risk management processes, 
founded on good governance and which selectively apply the organisation's resources and 
capabilities to select protective measures, countermeasures and risks and threats mitigation 
techniques to address specific vulnerabilities. 
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The "top-down" approach first identifies specific vulnerabilities, selects appropriate 
countermeasures and mitigations and then considers which can be practically and 
pragmatically applied within the organisations resources and capabilities. 

It is important to employ both "bottom-up" and "top-down" considerations to minimise bias, 
potentially to the detriment of the organisation. For example, the "top-down" approach may 
identify important vulnerabilities but the countermeasures are constrained by lack of funding. 
Applying "bottom-up" considerations will introduce good governance requirements, which 
might otherwise be "lost" in deliberations. The final selection of countermeasures may be 
unchanged. It will, however, have full and demonstrable consideration of all factors and the 
selections will fall within the risk appetite of the organisation. 

Figure 35 - Risk Management 

Another important factor is that protective measures, countermeasures and mitigation 
techniques must be considered both individually and holistically as there will be a number of 
interdependencies. For example, physical security protects against a number of threats such 
as theft, sabotage, vandalism and unauthorised access. Unauthorised access is invariably a 
means to an end which may include intellectual property and data theft, data compromise or 
the establishment of a fraud. 

8. 7. The Complete Model 

While much of the previous discussion on risk has addressed the identification and 
assessment of risks and threats, the selection of controls and countermeasures allows the 
completion of a threat and risk management model. The complete model is illustrated in 
Figure 36 below. The complete model combines previous model elements, with the addition 
of the "bottom-up" risk management and the "top-down" threat assessment. The process of 
applying this model is described in the next section - A Simplified Risk Assessment 
Methodology. 
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This model can be used by organisations, without further insight into the detail of threat 
agents and attack vectors. For those wishing to undertake a more comprehensive analysis, 
the Bayesian Model, described in Chapter 11 - Bayesian Risk Model, allows organisations to 
analyse a number of aspects in greater detail. The Bayesian Risk Model uses the Data 
Schema (Chapter 9) and survey data (Chapter 10) to apply probabilities derived from survey 
data. In particular, the Bayesian model allows organisations to undertake hypothesis testing 
to more comprehensively analyse attack sources and vectors. It must be emphasised, 
however, the threat and risk model in Figure 36 is fully functional as it stands and has been 
demonstrated to meet the requirements of a number of organisations. 

Figure 36 - Threat and Risk Management Model 
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8.8. A Simplified Risk Assessment Methodology 

Having developed a threat and risk management model, it is now necessary to consider the 
means by which risk is assessed. There are a wide range of difficulties in the use of 
traditional risk methodologies, not least of which is the time and knowledge required to 
successfully complete a risk assessment. It is also important that risk assessments properly 
reflect current threats and risks and are able to respond to new and emerging threats. 

To address a number of the difficulties discussed previously and deliver appropriate 
protection and demonstrable risk management, a simplified risk assessment methodology has 
considerable advantages in reducing complexity, time, resource and knowledge required to 
complete the risk assessment. Adopting a simplified but holistic approach to risk assessment, 
and taking into account the many categories of risk, will often serve the organisation far 
better than complex quantitative methodologies. Ideally, a simplified risk assessment 
methodology will have the following attributes: 

a A small number of process steps; 
a Wide applicability to other areas of operation and parts of the organisation; 
e Be scaleable; 
a A low training overhead; 
a Be cost effective; 
• Be intuitive in application; 
• Be consistent; 
a Have reusable results; 
a Reduce subjectivity through iteration and consensus; and 
• Facilitate governance, reporting and compliance. 

To address the difficulties discussed previously and provide a practical and pragmatic way 
forward, a simplified risk assessment methodology was developed by the author on behalf of 
the New Zealand Government. This methodology has been in use successfully for several 
years and is supported by a training course, templates and an implementation guide. The 
methodology was also adopted in support of the State Services Commission's (SSC) 
Authentication Programme in 2006. Government departments wishing to participate in this 
programme must compete a risk assessment to the satisfaction of the Programme 
administrators [SSC 2006]. Departments must also make a risk judgement to assess service 
risk in order to determine service risk categories and minimum authentication key strengths. 

What became clear in early stages of implementation was that the multitude of risk 
approaches used by departments created considerable difficulty in comparing and 
consolidating results. In some cases, valid comparisons were not possible. The adoption of 
this simplified methodology met the key requirements of comparability and consistency, 
providing considerable savings in time and effort, while still providing a robust and 
pragmatic risk assessment. It is interesting to note that the high level of demand for training 
in this methodology subsequently led to the engagement by sse of a dedicated trainer 
(see Appendix G). 

The process has four key stages comprising a total of 12 steps. Stage 1 identifies and 
characterises risk, Stage 2 performs the baseline calculations, Stage 3 assesses residual risk 
and Stage 4 compares residual risk against the organisation's risk appetite as a feedback loop 
until satisfactory results are achieved as shown in Table 45 below. 
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Table 45- Simplified Risk Assessment Methodology 

The simplified risk assessment is based on the following formulae: 

where: 
R=Risk; 
P = Probability (Likelihood); 
E =Vulnerability (Exposure); 

R= (P *E) 
and 

R-C=r 

C = Countermeasures and Controls; and 
r = Residual Risk. 

The key difference between this simplified approach and traditional methodologies is that 
impact is assessed in Stage 1 in order to characterise risk. It is then recorded but excluded 
from further calculations. The two primary reasons for this approach are that impact cannot 
be consistently assessed, as discussed previously, and that by excluding impact from 
calculations, a two-dimensional (rather than a multi-dimensional) view of risk can be formed. 

It is important to note however, that impact has been assessed in Stage 1 and is available for 
use as a discriminator, should there be a requirement to choose between two equally ranked 
risks. ·By reducing the risk assessment calculation to two elements, probability can be 
assessed as a cardinal number and used to position vulnerability within a two-dimensional 
view. Risk appetite can be superimposed (colour coded) onto the vulnerability/probability 
matrix as shown in Figure 26 above. In this simplified approach, cost is not used as a 
dimensional element although it may be used to determine risk appetite (Step 1). 

Controls are then selected and applied successively until residual risk is within the risk 
appetite of the organisation. Again this simplified approach does not seek to mathematically 
assess the efficiency of the control as this is difficult to measure for many organisations. It 
has, however, been demonstrated that control efficiency is intuitively factored into the 
control assessment. 
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While at first glance this approach appears to have ignored key elements such as impact, 
careful examination will show all key elements are addressed. Results over some five years 
and with a number of private and public sector organisations clearly show little difference in 
risk rankings generated by this method and those generated by more sophisticated (and 
complicated) methods. In addition, delegates who have attended risk workshops using this 
method have consistently been able to apply this method within their own organisations, in 
contrast to more sophisticated approaches. This success is evidenced through written 
workshop evaluations by delegates, follow up discussions and interviews, production of risk 
assessments within their own organisations, and waiting lists for attendance at these risk 
workshops with few signs of falling demand. In the eighteen months to June 2008, almost 
150 NZ state sector employees have been trained in this method, including over 100 trained 
through the State Services Commission (Appendix G). 

As stated earlier, this framework also provides the option of more detailed analysis ofthreats 
by using a data schema to apply consolidated survey data to a Bayesian model. While this 
refinement is not mandatory for organisations wishing to undertake risk assessments, it does 
provide a means of extending risks and threats analysis utilising survey data, observations 
and other evidence. These refinements are discussed in subsequent chapters. 

8.9. Summary 

Today's organisations are increasingly being driven to meet connectivity requirements of a 
dynamic and diverse workplace and workforce, while operating in a globally connected 
business environment. Organisational boundaries are being continually extended by external 
parties including business partners, customers, consultants, service providers, outsourcers 
and guests. These changes bring risk to an organisation. 

A number of difficulties with the quantitative assessment of risk, cost and valuation of risk 
assessments have been discussed. Many complex and resource intensive quantitative risk 
assessment frameworks, methodologies and tools exist but while effective in large, well
resourced organisations, these have met with mixed results in the wider business community. 
The ability to effectively manage risk is now not only a business and operational imperative 
but, in many countries, is required by legislation and regulation. 

An approach that does not require complex processing and high skill or knowledge levels is 
essential, particularly in smaller enterprises where risk skills and knowledge may be lacking 
and consultants and specialised risk software are often unaffordable. A robust framework, 
consistent and repeatable results and measurement simplicity are fundamental to the 
longevity and success of risk-based approaches and methodologies. 

The threat and risk management model and the approach to risk assessment discussed in this 
chapter are a pragmatic, simple, repeatable and robust framework to achieve these objectives, 
providing clarity, flexibility but also completeness. An added advantage is that organisations 
may use this model without the refinements of the Data Schema, survey data and Bayesian 
Risk Model described in subsequent chapters. This is seen as a distinct advantage to smaller 
organisations while larger, better resourced organisations have the option to develop more 
refined solutions. 
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Chapter 9 - Data Schema 

9.1. Introduction 

The teclmologies of cybercrime and methods of risk modelling have been described in 
previous chapters. It is now necessary to assess risk, before any risk management judgements 
can be reasonably undertaken. An important element in assessing risk is the organisation of 
data on risk, threats and liklihood, described in this chapter as a Data Schema. Discussion on 
existing ontologies, taxonomies and classifications is included to provide context. This Data 
Schema is the foundation of the survey analysis presented in Chapter 10 and the application 
of derived probabilities to the Bayesian Model presented in Chapter 11. 

9.2. Data Collection 

9.2.1. Data Sources 
Data on cybercrime, fraud, malware and technology security topics is published by a wide 
range of sources, as demonstrated by the number and variety of reference surveys listed in 
Appendix B. Categories of data collection have been described in Table 3, page 8 in 
Chapter 2 - Research Analysis and Methodologies. Much of this data is organised by crime, 
incident type or by impact, usually expressed in monetary terms. In some analyses, data is 
also organised by industry sector. There is, however, no commonly accepted taxonomy or 
classification covering cybercrime, partly due to the multiple jurisdictions and wide 
variability of source, scope and coverage of the collection. Attempts have been made to 
identify key sources [Anderson 2008], but these continue to be dominated by the geographic 
location of the collection agency. The European Network and Information Security Agency 
(ENISA) identified over 100 information security sources in a 2007 report [ENISA 2007]. 

In the course of this research, over 200 data sources have been identified (Appendix B), 
dating from 1998 to 2008. Forty-nine of the earlier sources provided input to the compilation 
of the questions used in the New Zealand surveys [Quinn 2005, Quinn 2006, Quinn 2007]. 
While the primary analysis in this study is based on the data from the New Zealand Surveys, 
other sources have provided powerful corroboration of key findings. 

9.2.2. IODEF 

It should be noted that since the analysis in this document was completed, the New Zealand 
Government, through its Government Interoperability Framework ( e-GIF) Committee, has 
endorsed the use of a sub-set of the Incident Object Data Exchange Format (IODEF) 
Standard. The approach used in the research documented herein, is consistent with the New 
Zealand implementation ofthe IODEF standard. 

IODEF is an Internet Engineering Task Force (IETF) Request for Comment (RFC) published 
in December 2007 [RFC5070 2007] and is designed to standardise reporting of cyber
incidents. The New Zealand sub-set incorporates the cybercrime category defmitions from 
the NIST Special Publication 800-61 - Computer Security Incident Handling Guide -
revision 1 [NIST 2007]. A summary of the New Zealand IODEF sub-set is included in 
Appendix E. 
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9.3. Ontologies, Taxonomies and Classifications 

Understanding real-life complex relationships and modelling those relationships has always 
been a scientific objective. In order to examine concepts, hierarchical relationships are often 
used to organise ideas and data, variously described as ontologies, taxonomies or 
classifications with these terms sometimes being used interchangeably. To further 
complicate interpretation the terms index, catalogue and thesaurus have also been used. 
This can lead to some difficulty in the presentation of concepts through what is described as 
the "elasticity of language". A term used by Dr. Peter Roget, author of the English language 
thesaurus first published in May 1852, it illustrates the difficulties created by a lack of 
precision [Roget 1982]. For example, any free-text search using the search term "taxonomy" 
is likely to also report many synonyms and homographs of that search term. 

The word ontology is derived from the Greek words ontos meaning "to be" and logos 
meaning "word". An alternative derivation is from the Greek words onto meaning "being" 
and logia meaning "spoken or written discourse". Its usage has roots in philosophy and 
metaphysics as the study of the nature of being and from logic as the set of entities 
presupposed by a theory [Collins 1986, OED 2009]. 

The University of Toronto describes an ontology as a common vocabulary for describing 
concepts and relationships, allowing for the creation of a detailed specification which can 
also be used for computerisation. Ontologies allow a more detailed specification than a 
taxonomy or thesaurus [Toronto 2008]. An ontology is also described as a rigorous and 
exhaustive organisation of knowledge containing all relevant entities and their relationships 
[Princeton 2008]. 

The word taxonomy is derived from the Greek words taxis meaning "order" and nomos 
meaning "law" or "science", alternatively nomia meaning "distribution". Biological 
organisms are usually organised within hierarchical structures called taxa (or taxon in the 
singular). The word taxonomy originated in biological science describing a means of 
arranging organisms into groups based on similarities in characteristics such as structure and 
origin [Collins 1986, OED 2009]. Carl Linnaeus (1707-1778), is often described as the 
Father of Modem Taxonomy and his two-name system of naming, ranking, and classifying 
organisms (the binomial system of nomenclature) is still the basis of many systems today 
[Berkeley 2008, Encarta 2008]. Taxonomy has also come to mean the science and practice of 
classification [Collins 1986, OED 2009]. 

Taxonomies have explanatory value in allowing generalisations to be made on elements 
under examination and have predictive value in allowing extrapolations and interpolations to 
be made from the elements in the taxonomy [Krsull998]. 

The term taxonomy has been adopted by information and computer sciences and is defined as 
a structure grouping items based on predetermined rules [UN 2008]. It has also been 
described as "information architecture" and an important element in knowledge management 
as a knowledge representation tool. In information science, an important purpose of a 
taxonomy is to facilitate the identification, location, retrieval and examination of the items 
stored in an information system. These items may include information on products, research, 
publications and services. In Web portal design, for example, taxonomies can be used to 
describe categories of topics found on the portal. 
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Taxonomies are widely used wherever a systematic approach to organising data is required. 
In information and computer sciences the term can be found in such diverse areas as 
human/computer interaction, system architectures, and metadata. Some taxonomies are 
specific and limited to one or a small number of environments. Others are more generic and 
intended to be applied to a wide range of aspects related to information and computer 
sciences. For example, the New Zealand Government has published the NZGLS Metadata 
Standard (New Zealand Government Locator Service Metadata Standards) as the government 
standard for the creation of discovery-level data. This is designed to "improve the discovery, 
visibility, accessibility and interoperability of online information and services" 
[NZGLS 2004]. 

Classification is described as a systematic categorisation [Collins 1986], distributing things 
into classes or categories of the same type [Princeton 2008] and the systematic arrangement 
of objects, ideas, books or other items which have like characteristics into groups or classes 
[Seattle 2008]. One of the earliest classification schemes was created around 300 BC by the 
Greek philosopher Aristotle who classified animals into two groups - those with and those 
without blood. This approximates to today's classification of vertebrates and invertebrates. 
The word was derived from the French classe meaning "class" in the late 18th century, 
originally from the Latin classis meaning "class", "rank" or "fleet" [Collins 1986, Encarta 
2008]. 

A classification schema categorises data, orgamsmg for efficient and effective storage, 
discovery and retrieval. It also provides a brief description of an object and its category in 
order to organise similar objects and concepts in meaningful groups [Kwasnik 1999]. 
Howard describes classification as "the process of using a taxonomy for separating and 
ordering" [Howard 1998]. 

In summary an ontology describes and specifies a concept, a taxonomy assigns elements of 
the concept to groups within (usually hierarchical) structures and a classification is the task 
and rules of allocating individual items to categories within a taxonomy. 

Unfortunately there are also a number of research efforts that purport to provide a taxonomy 
but, in reality, are little more than a listing and analysis of attack groups or types. While in 
themselves these research efforts have significant value, they do illustrate the misuse of the 
terms taxonomy and classification. For example, Chakrabarti's paper Internet Infrastructure 
Security: A Taxonomy provides four categories of Internet infrastructure attacks, at the same 
time describing this as a taxonomy and classification [Chakrabati 2002]. There are a number 
of other examples of this lack of clarity in the use of terminology. 

9.3.1. Purpose and Desirable Characteristics 

Systems science studies the nature of complex systems. It is an inter-disciplinary field 
dealing with nature, society and science. In order to study complex systems, data is 
necessarily organised, often using taxonomies for the purpose of describing and explaining 
observations and systems and to assist in making predictions [Axelsson 2000]. 

To establish efficient constructs to develop ontologies, taxonomies and classification 
systems, some important characteristics should be incorporated into any design. Howard 
described characteristics of satisfactory taxonomies [Howard 1997, Howard 1998] and this 
work was extended by Lough and Vogel [Lough 2001; Vogel2003]. Other previous work in 
this area includes contributions by Amoroso (1994), Bishop (1995 and 1999), Lindqvist and 
Jonsson (1997) and Krsul (1998) [Amoroso 1994, Bishop 1995, Bishop 1999, Lindqvist 
1997, Krsul 1998]. In each of these studies, generic desirable characteristics of taxonomies 
and classifications were identified, subsequent studies extending the work of earlier studies. 
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A summary of the desirable characteristics proposed by these researchers produces a list of 
twenty-two desirable characteristics, presented in Table 46 below. Where possible, 
equivalent or similar characteristics identified by each researcher are displayed on the same 
line in order to highlight duplications. In a practical sense, however, this list has become too 
large. It is possible to distil important characteristics from this extensive list, as shown in 
Table 47 below. 

Table 46- Consolidated List of Desirable Characteristics 

Balance 

Well 

Table 47- Key Taxonomy and Classification Characteristics 

Consistent 

Primitive 

Unambiguous 

Elements with similar or 
common characteristics are 
grouped. 

A unique property of each class. 
This is usually a binary 
condition, e.g. yes/no. 

A class should be well-defined, 
·specific, repeatable and, where 
possible, use standardised 
terminology. 
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Appropriate, Consistency, Depth, 
Balance, Width, Comprehensible. 

IntemaVExtemal, Primitive, 
Mutually Exclusive, Single Path 
Progression, Determinism, 

Appropriate, Technical Basis, Well
Defined Terminology, Useful, 
Accepted, Exhaustive, Repeatable, 
Unambiguous, Specific, Exhaustive, 
Standard Terminology. 
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It is interesting to note that in other disciplines, for example the medical field, many similar 
characteristics and structural requirements are apparent [Kwasnik 1999]. These include: 

• Inclusiveness of the principal class, which describes the domain of classification; 
• Species/ differentia where a single relationship exists between super and sub classes; 
• Inheritance/Transivity where any sub class will display the characteristics of its superior 

class; 
• Systematic/Predictable rules for association and distinction to allow grouping of entities 

within a class; 
• Mutually exclusive where an entity may belong only to one class; and 
• Necessary and Sufficient criteria to determine the rules of inclusion. 

9.3.2. Existing Taxonomies 
There has been a wide range of work undertaken on attack taxonomies, particularly in 
relation to intrusion detection systems, some of which is discussed in Chapter 7 - Related 
Work. 

A number of attack taxonomies have been developed, dating from the early 1990's. A well 
known taxonomy is the US Defense Advanced Projects Agency (DARPA) attack taxonomy 
based on work undertaken by MIT Lincoln Laboratory [MIT 2007] and based on data 
gathered first in 1998 and updated in 1999 [Cunningham 1999, Lippmann 2000] . At the 
time this was the most comprehensive large-scale evaluation of research on intrusion 
detection systems [McHugh 2000]. 

A range of taxonomies have been proposed to assist in research into vulnerabilities, an 
important source being the NIST/DHS National Vulnerability Database [NVD 2009] which 
(at 24 July 2008) reported 31,962 vulnerabilities with new vulnerabilities being published at 
the rate of 16 per day. By July 2009 37,821 vulnerabilities had been reported. This site also 
provides checklists, analytical reports and US-CERT advisories. 

The NIST Special Publication - Computer Security Incident Handling Guide - revision 1 
[NIST 2007] lists seven categories of incident which broadly correspond to the nature of the 
incident but do not include technologies or attempt to categorise the motivation of the attack. 
The key driver here is mandatory reporting of incidents to US-CERT [USCERT 2008] under 
an instruction from US Office of Management and Budget [OMB 2006]. 

Howard posited a Computer and Network Incident Taxonomy in his 1997 doctoral thesis 
[Howard 1997] and refined his approach in his 1998 paper. This later paper postulated three 
key characteristics of an incident, described in Figure 37 below [Howard 1998]. This 
taxonomy was, however, restricted to attack characteristics and did not include technology or 
risk. Further work, based on Howard's taxonomy, was undertaken by the Trans-European 
Research and Education Networking Association (TERENA) through their Incident 
Taxonomy and Description Working Group [TERENA 2008]. 

Chapter 9 - Data Schema Page 174 



Figure 37 - Howard's Computer and Network Incident Taxonomy 
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A useful supporting work is provided by RFC 3227, Guidelines for Evidence Collection and 
Archiving [RFC3227 2002]. While this does not provide a taxonomy or classification 
system, it does provide useful guidance on managing security incidents. 

Hollingworth's research sought to unify different types of attacks and databases, for example 
virus and classical attack databases. He also attempted to incorporate malicious code 
descriptions and create an extensible schema. He noted that existing work lacked uniformity, 
a common vocabulary, consistency and organisation [Hollingworth 2003]. 

The Mitre Corporation provides a reference list of taxonomies under their Common 
Weakness Enumeration (CWE), "a community developed dictionary of software weakness 
types" [CWE 2009]. The MITRE Corporation is a US NGO which manages several US 
Federal research programmes in systems engineering, information technology, operational 
concepts, and enterprise modernisation [Mitre 2007]. 

While the MITRE Corporation reference list relates to programming, software development, 
web application and operating system security, it does also provide useful "graphical trees" 
of various taxonomies including those of As lam, Bishop, Landwehr and Abbott [As lam 1995, 
Bishop 1995, Bishop 1999, Landwehr 1994, Abbott 1976]. It is interesting to note that, in 
terms of the definitions of ontology, taxonomy and classification earlier in this chapter, many 
of these graphical representations are simple two or three level classification systems, rather 
than a formal taxonomy. 

The CWE draws on these various taxonomies and classifications to compile their reference 
list which classifies software vulnerabilities into location and motivation/intent. These 
primary classifications are then expanded as illustrated in Figure 38 below [Mitre 2008B]. In 
Draft 9 of the CWE there are a total of 695 weaknesses within 61 categories. In the CWE 
taxonomy "Motivation/Intent" relates to the nature of the software vulnerability or weakness 
itself, but does not classify the motivation or intent of the attacker. 
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Figure 38 - Common Weakness Enumeration Natural Hierarchy 
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Hansman's 2003 paper [Hansman 2003] A Taxonomy of Network and Computer Attack 
Methodologies also attempted to refine the various approaches from the work of Abbott, 
Bisbey, Howard, Lough and Bishop [Abbott 1976, Bisbey 1978, Howard 1997, 
Howard 1998, Lough 2001, Bishop 1995, Bishop 1999]. Hansman proposed a four
dimensional taxonomy which was designed to deal with the difficulty in classifying blended 
threat attacks. A fundamental assumption of this taxonomy was that attacks lack common 
traits. This was not tested in his research and remains, perhaps, a questionable assumption. It 
is interesting to note that some mention was made of physical attacks (sabotage, energy 
weapon and Van Eck - the reconstruction of displays from computer monitor electromagnetic 
radiation [VanEck 1985]). Physical attacks were not explored in detail and were treated as 
one of the First Dimension's Categories. Hansman's taxonomy is summarised in Table 48 
below. 

Table 48- Hansman's Taxonomy 

Attack target 

Vulnerabilities/exploits 

Fourth Consequential effects 

Hansman did concede that while this taxonomy worked well for simple attacks, further 
development was required as complex attacks and blended threats were not easily classified. 
In addition targets were often hard to identify. Given that these difficulties relate to the First 
and Second Dimensions of this taxonomy, it suggests this taxonomy is limited in application 
and may lack the essential flexibility for wide applicability. 
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9.3.3. Common Vulnerability and Exposures 
The Common Vulnerability Exposures (CVE®) database was conceived at the 2nd CERIAS 
Workshop on Vulnerability Databases held in January 1999, run by Purdue University. By 
April of that year a draft database with 663 identified vulnerabilities had been created. CVE 
is a dictionary of standardised names for known information security vulnerabilities intended 
to provide commonality and compatibility for vulnerability identification and naming in the 
vendor and security communities. Today over 300 products and services from over 150 
organisations are listed on the CVE Web site, including SANS, NIST, DISA and US-CERT. 
The CVE is maintained by the Mitre Corporation, funded by the US Department of 
Homeland Security. The CVE list is publicly available for view, search or download 
[Mitre 2008A]. 

9.3.4. International Standards 
In addition to the RFC and NIST documents mentioned above, ISO has published a number 
of standards relating to monolingual and multilingual thesauri, metadata registries and 
interoperability frameworks, ontology registration, various reference ontologies, geographic 
location-based services, Information Technology framework and taxonomies of International 
Standardised Profiles and Intelligent information technology transport systems [ISO 2008]. 

The Organization for the Advancement of Structured Information Standards (OASIS) is a 
consortium established in 1993 to support the development, convergence and adoption of 
open information technology standards, mainly Web services standards. Examples include 
the Web Service Definition Language (WSDL), Universal Description Discovery and 
Integration (UDDI) and Security Assertion Markup Language (SAML) along with various 
other naming guidelines. OASIS is also undertaking work on a classification scheme for web 
application vulnerabilities through their OASIS Web Application Security Technical 
Committee (OASIS WAS TC) [OASIS 2008]. 

9.4. Data Schema 

While considerable work has been undertaken in identifying, naming and classifying 
vulnerabilities, there is no generally accepted complete attack and threat taxonomy. A key 
impediment is the wide variability in reporting and lack of universally accepted common 
attack classifications. As has been identified in earlier work, attacks may exploit multiple 
vulnerabilities and thus attacks may span more than one category. This is particularly true of 
"blended" or multi-dimensional threats. There is no universally accepted taxonomy for 
linking particular types of attack with reported incidents and the technologies targeted and 
exploited and there is no incorporation of the usage of technology in any of the related work 
or standards examined. Therefore, and in order to examine the degree of risk associated with 
the use of teclmology, three key elements have been identified: attacks, incidents and 
technologies. 

This is a multi-dimensional classification structure where an event will take characteristics 
from each of three dimensions: the attack type, the incident type and the technology affected 
and/or targeted. The Data Schema is illustrated in Figure 39 below. The size and structure 
was selected, recognising practical limits for visualisation and facilitating use by a broad 
range of organisations. Within the incident and technologies principal elements are groups, 
reflecting the nature of both primary and secondary data collected and analysed. This 
particular model allows for intent, method, exploits and attack vectors to be analysed in a 
threat assessment as part of the risk assessment described in Chapter 8 - Risk Assessment and 
Threat Modelling. 
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This Data Schema is extensible in that attack, incident and technology groups can be added, 
extended or removed without affecting the structure or methods of analysis. It can, for 
example, accommodate physical attacks by extending the incident dimension. This example 
is indicated in red in Figure 39. Data collected in surveys and interviews did not fully 
encompass details of physical security incidents, other than a broad category of sabotage. 
Physical security has, therefore, been excluded from detailed analysis of survey data. 

Similarly storage technologies can extend the technology dimension. The addition, for 
example, of a technology group to accommodate storage technologies which may include 
storage area networks (SANs), network attached storage (NAS), RAID and virtualisation. 
This is also indicated in red in Figure 39. Again no data was collected on storage 
technologies in the surveys conducted to date. The complete Data Schema is presented in 
text form in Appendix D. Both the physical security and storage technologies are potential 
extensions to the base structure. 

In addition to providing a framework for the analysis required in the threat model (as shown 
in Figure 35 on page 146 above), this Data Schema has the flexibility to allow summary (data 
at the group level) or more elaborate (data within groups) analysis. This flexibility and 
adaptability is designed to make this Data Schema more useful when applied to the risk 
assessment methodology discussed in Chapter 8. 

No attempt has been made to define or model the interrelationships within particular 
dimensions. For example, within the technology dimension, applications may interact with 
all other elements. While acknowledging these relationships can exist, there is little data 
available to assist with this modelling, data will be extremely volatile (version upgrades, 
patch management, network configuration, load, number of active users etc.) and this will 
create an extremely complex model, defeating the objective of providing a pragmatic and 
practical approach. 

9.5. Summary 

While there has been considerable work undertaken in analysing discrete aspects of crime, 
attack, intrusion detection, vulnerability and risk, there is no universally accepted taxonomy 
or classification covering either individual elements or a workable scheme that seeks to 
model all these elements. The Data Schema developed in this study is considered to have 
universal applicability, meeting the requirements that it is consistent, primitive and 
unambiguous (listed in Table 47 on page 173 above). It also has the benefit of flexibility in 
accommodating changes to elements, for example when new technologies are introduced, and 
flexibility in use by allowing summary or detailed analysis, according to the needs of each 
organisation. 

The survey data presented in Chapter 10 is analysed in terms of this Data Schema, leading to 
the inclusion of calculated incident probabilities into the Bayesian model presented in 
Chapter 11. 
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Chapter 10 - Survey Analysis 

1 0.1. Introduction 

This chapter provides an analysis and summarises incident data collected in the New Zealand 
Computer Crime and Security Surveys conducted between 2005 and 2008. As discussed in 
Chapter 2, this data was specific to this study and not included in the published surveys. This 
previously unpublished additional data provides an overview of the type and nature of New 
Zealand based organisations and their operations in relation to cyber-incidents over the 
period 1998 to 2006. Some pre-1998 data was also collected. This data identifies key 
aspects of malicious cyber activity and organisational responses to that malicious activity. 

Such data is fundamental to comprehensively identifying threat and risk and assessing 
likelihood in the context of the Threat Model and Risk Management Model described in 
Chapter 8. This data also allows the calculation of probabilities of the occurrence of 
incidents and the correlation between malicious activity, technologies and risk. This is 
modelled using Bayesian techniques, as discussed in the Chapter 11 - Bayesian Risk Model. 

Reference should be made to the published the New Zealand Computer Crime and Security 
Surveys Survey [Quinn 2005, Quinn 2006, Quinn 2007] which provides useful additional 
detail and analysis. 

1 0.2. Corroboration 

As there was little New Zealand only data available and few international surveys identified 
New Zealand as a separate entity, it was important to corroborate the findings of the New 
Zealand Computer Crime and Security Surveys [Quinn 2005, Quinn 2006, Quinn 2007]. 
Corroboration was achieved by examination of reference surveys and the conduct of a series 
of interviews. 

1 0.2.1. Reference Surveys 

The results of a number of international surveys were examined and found to corroborate the 
principal findings of the New Zealand Computer Crime and Security and the additional data 
discussed in this chapter. These corroborative international surveys include: 

• PriceWaterhouseCoopers Global Economic Crime Survey 2007 [PWC 2007]; 
• Ernst & Young Global Information Security Survey 2007 [EY 2007], 
• Deloitte Global Security Survey 2007 [Deloitte 2007]; 
• McAfee Virtual Criminology Report 2007 [McAfee 2007]; 
• IBM Internet Security Systems X-Force® 2007 Trend Statistics [IBM 2007]; 
• Symantec Internet Security Threat Report: Trends for January 07-June 07 

[Symantec 2007]; 
• BT Counterpane 2007 Attack Trends Report & Forecast [BT Counterpane 2007]; and 
• MessageLabs Intelligence: 2007 Annual Security Report [MessageLabs 2007B]. 

These particular surveys were selected for direct relevance to New Zealand or to test 
particular observations from New Zealand data. ·In each case, prior year's surveys were also 
consulted. A more complete list of relevant surveys and reports is included in Appendix B. 
These reference surveys provide a globally consistent view of the extent and nature of 
cybercrime and computer security incidents. 
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1 0.2.2. Corroborating Interviews 

A series of interviews with practitioners provided additional corroboration of continuing high 
levels of malicious cyber activity in New Zealand. Interviewees included security 
practitioners and consultants, specialist security vendors, and representatives from 
investigative and law enforcement agencies. What is also clear is the low level of reporting 
of cybercrime to law enforcement authorities, with organisations managing most incidents 
internally and through a very small number of civil actions. There is a globally consistent 
view of under-reporting of cyber-incidents, derived from these reference surveys and from 
other research undertaken by various police authorities world-wide. It is interesting to note 
that most cybercrime incidents reported to the New Zealand Police relate to cyber-bullying, 
intimidation and extortion with very few "commercial" cybercrimes reported. 

10.3. Scope 

There is always difficulty in collecting historical data and, in many cases, data was not 
readily available for prior years. While organisational data relates to the years in which the 
surveys were completed (2004 to 2006), incident and response data was gathered for the 
nine-year period 1998 to 2006. Technology data included a pre-1998 "snapshot" to assist in 
establishing technology baselines. 

1 0.4. Geographic Areas of Operation 

Many New Zealand organisations operate in several geographic areas of the world and some 
operate globally. Using data collected in the three New Zealand Computer Crime and 
Security Surveys, Table 49 provides the distribution of respondent organisations that operate 
solely within New Zealand and those that also operate in other geographic areas. 

Table 49- Organisation's Geographic Reach 

Over the period of the surveys, a little over 40% of organisations indicated they operate 
solely in New Zealand as shown in Figures 40 to 42 below. It is clear, however, that many 
organisations operate in two or more geographic areas. 

Chapter 10 - Survey Analysis Page 181 



Further analysis indicates that wide geographic areas of operation do not correlate with 
increased levels of incidents. While it cannot be conclusively determined from this data if 
there is a direct causal relationship between areas of operation and numbers of incidents, it is 
a strong indication that risk does not necessarily increase with a wider geographic area of 
operations. This is, perhaps, the clearest indication that cybercrime is universal and 
geographic location is of little consequence in determining susceptibility to cyber incidents. 
A contrary indicator may be that when organisations undertake offshore operations, they may 
well be better resourced to defend the organisation against cyber-attacks. Table 50 provides 
a comparison of average number of incidents per organisation, by zones of operation. 

Table 50- Average Number Of Incidents Per Organisation, By Zone 

The rise in average number of reported incidents in 2005 is attributed to the large number of 
worms and other malware in circulation in 2004 and 2005. Some of this malware is 
persistent, highly infectious and is still seen today, refer to Chapter 5 - The Tools of 
Cybercrime and Figure 17 - Major Malware and Attacks in Internet History on page 96. 
Overall a small downward trend in the average number of incidents is discernible over the 
survey period with no discernible change in the susceptibility of New Zealand only 
operations to cyber-attack. It is important to recognise that further data will be required to 
test for statistical significance and whether these changes are, in fact, a trend or a statistical 
anomaly. It is interesting to note that there is little change in the numbers of organisations 
operating in each zone over the three years covered by the New Zealand Computer Crime and 
Security Surveys. 

1 0.5. Incidents 

Incidents are defined as attempts to compromise a system, commit a crime or contravene 
organisational policy, whether successful or not. The summary of incidents reported over the 
survey periods is presented in Table 51 below. Table 52 below provides a summary of 
incidents, organised by incident type as defined in the Data Schema presented in Chapter 9. 

The pattern of incidents is consistent, except for the reported virus incidents in 2005, 
substantially attributed to a changed and smaller respondent group. In this data the 
description virus includes trojans, worms and blended threats. Numbers of reported virus 
incidents returned to significant levels in 2006, supporting the view that the fall was more a 
reporting anomaly than a real fall in numbers of virus incidents. Reference surveys do not 
indicate any such fall, on the contrary they demonstrate a steady climb in volume of mal ware 
and number of incidents. 
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Figure 40 - 2004 Geographic Areas of Operation 
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Figure 41 - 2005 Geographic Areas of Operation 
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Figure 42 - 2006 Geographic Areas of Operation 
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Figures 43 and 44 below compare total incidents, with and without virus data included. What 
becomes apparent when virus data is excluded is the significant increase in other types of 
incidents in 2006. Financial fraud, insider abuse, toll fraud and unauthorised access reflect 
the most significant increases. It should be noted that many of these cybercrimes are 
perpetrated by insiders, rather than being externally-originating attacks. This finding, that 
much of the cyber-crirninal activity organisations face is an "insider" threat, is corroborated 
by several fraud surveys, for example K.PMG's bi-annual fraud survey [K.PMG 2004, KPMG 
2006, KPMG 2008]. 

Proprietary right infringements have also increased although levels of denial of service and 
hacking attacks have not significantly changed. The most commonly reported incidents were 
virus incidents with the least frequent being theft of transactional information. Frequencies 
of incidents, excluding virus incidents, are depicted in Figure 45 below. 

This incident data also reveals that organisations can expect to face a number of incidents in 
any one year (see also Table 50 on page 182 above). This data also allows calculation of the 
probability of the type of incident or attack. There is insufficient data at this stage, to 
determine the number and type of incidents by geographic zone as few organisations record 
or can identify attack source. It is also unclear whether the attacks are discrete events or 
multiple instances of the same or similar attacks. Incidents that combine attacks, for example 
hacking leading to theft of information, cannot be identified from this data. It is, however, a 
reasonable supposition that this is likely. Collection of additional data to clarify these issues 
may be the subject of future research. 

Using the nine-year data set, probabilities of the attacks and attack groups can be calculated. 
This is presented in Table 53 below. Excluding virus incidents from the base data gives a 
modified view, presented in Table 54 below. This modified view may be more useful as, in 
terms of this data, virus incidents are almost a certainty, rather than a probability and 
dominate the probability tables. Note that this data does not identify any controls and 
countermeasures an organisation may apply. 

1 0.6. Incident Response 

Incident response data is summarised in Table 55 below and clearly show that most incidents 
were managed at an operational level. Almost 90% of virus incidents were managed at an 
operational level. Excluding virus data, almost 46% of incidents were operationally managed 
with 24% reported to management, 16% reported to legal counsel and 14% to the Police. 

Other than virus incidents, the most frequent incidents were theft of hardware and assets 
(1008 incidents) and insider abuse (935 incidents) as shown in Figure 45. This is also an 
indication that employees, contractors and other "insiders" pose significant risks to 
organisations. Again this finding is corroborated by surveys and fraud reports from New 
Zealand and other jurisdictions. The main incidents reported to law enforcement were fraud 
(21) and theft (75) with a small number of insider abuse (11) and unauthorised access 
incidents (10). It is interesting to note that two incidents of sabotage were reported to law 
enforcement. This comparison is a clear indication that less than 7% of incidents are 
reported to law enforcement authorities. This finding supports the findings and commentary 
in overseas jurisdictions on the low reporting rate to law enforcement. 
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10.7. Technologies Used 

Twenty-five technologies were tracked, by year of introduction to the respondent 
organisations. Summary results are shown in Table 56 below. While twenty-five 
technologies are too many to effectively represent graphically, grouping these by the six 
technology categories in the Data Schema portrays a typical pattern of early adopters, 
significant uptake as the technology becomes "mainstream" and a long tail representing slow 
adopters and new entrants. Overlaying this trend is the use of newer technologies within a 
group. This is most apparent with the mobility group of technologies, the first peak 
corresponding to the widespread adoption of laptops and the second peak corresponding to 
the adoption of wireless technologies and PDA' s, such as Blackberries. This "twin peak" is 
also apparent with access control technologies, the second peak corresponding with the 
introduction of smart card and biometric controls. This is illustrated in Figure 46 below. 

1 0.8. Governance 

A summary of governance activities is presented in Table 57 below. Sound policy and risk 
management are fundamental to good corporate governance. The relevant documentation is 
essential evidence in being able to demonstrate this. A Business Continuity Plans existed for 
61% of respondents and 59% had an Information Strategic Plan. This fell rapidly with other 
governance mechanisms to the lowest response of 31% for an Incident Response Plan. 

Of those respondents that did acknowledge the existence of various governance mechanisms, 
only approximately 58% conceded they adhered to their policies, standards and plans. 
Formal monitoring was a dismal 32% and only 25% reported results to senior management. 
This last statistic is, perhaps, the clearest indication that there is a "disconnect" between 
senior management and operational corporate governance practices. When measured against 
total responses, less than 15% of organisations informed senior management of the progress 
of governance mechanisms. 

Of particular interest in this study is the risk management strategy. Only 38% of respondents 
reported the existence of a risk management strategy of which 57% adhered to the plan and 
31% reported results to senior management. Risk management is a fundamental tool of good 
corporate governance, discussed in Chapter 8 - Risk Assessment and Threat Modelling. 
Some of the rationale for poor uptake of risk assessment methodologies has also been 
previously discussed. 

1 0.9. Prosecutions 

Although these was a series of questions on prosecutions included in the surveys, the 
response was negligible. Corroborative interviews and anecdotal evidence revealed that 
respondent organisations mostly declined to complete this part of the survey. A variety of 
justifications were provided, ranging from lack of easily available data, through nil responses 
to reputational concerns. While it is possible to collect additional data on prosecutions, this 
would require an extensive series of interviews coupled with a review of court records. It is 
also unlikely that this additional data could be effectively matched to survey data without a 
substantial degree of analysis of individual cases. Given the time this course of action would 
require, this was not pursued. As a result, no valid data on prosecutions was available for 
this study. 
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10.10. Summary 

No other survey of this nature had been conducted in New Zealand, so much of this data is 
exploratory in the sense that refinements can be made in light of this analysis and the models 
developed in this study. The surveys have also revealed the incomplete nature of data 
collected by organisation's incident management systems. 

In almost all cases, attack source, motivation and attack vectors are not recorded by 
organisations. As such the incident data has been necessarily treated as independent 
variables. In reality there is likely to be a degree of dependence and interaction between 
incident types and this is a further opportunity for future research. 

It is clear that New Zealand organisations face many of the same cyber-risks as their overseas 
counterparts and that geography plays no discernible part in susceptibility to cyber-attack. 

The analysis presented in this Chapter is consistent with the findings in many reference 
surveys (Appendix B), supports the discussion in Chapter 6- Cybercrime in new Zealand and 
provides robust data for inclusion in the Bayesian risk model discussed in Chapter 11. 
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Table 51 -Number and Type of Incidents 
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Figure 43- Total Incidents 1998 to 2006 (Including Virus Incidents) 
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Figure 44- Total Incidents 1998 to 2006 (Excluding Virus Incidents) 
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Figure 45- Reported Incidents by Frequency (Excluding Virus) 1998 to 2006 
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Table 52- Incidents by Incident Type 
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Table 53- Attack Probabilities (Including Virus Attacks) 
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Table 54- Attack Probabilities (Excluding Virus Attacks) 
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Table 55- Incident Response 
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Table 56- Technologies Used by Year of Introduction 
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Table 57- Governance Mechanisms 
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Chapter 11 ... Bayesian Risk Model 

11.1. Introduction 

In this chapter, the threat model discussed in Chapter 8 - Risk Assessment and Threat 
Modelling is further developed by the application of a Bayesian Belief Network to assist in 
the analysis of threats, attackers and threat profiles. This model utilises probabilities derived 
from analysis of survey data organised with the Data Schema (Chapter 9- Data Schema) and 
presented in Chapter 10- Survey Analysis. 

11.2. Bayesian Belief Networks 

In classical probability, frequency data derived from a number of observations is necessary in 
order to determine the probability of an event. This approach relies on the repeatability of an 
event to determine probability but it does not accommodate uncertainly well. Bayesian 
approaches, on the other hand, are better able to deal with uncertainty, providing a 
mathematical means of describing degrees of belief and establishing the construct on how 
these beliefs change with evidence [Hanson 2001]. A Bayesian Belief Network is a type of 
conditional and causal probability network, modelling probabilistic dependencies and 
representing them graphically. Some additional background to Bayesian analysis is included 
in Appendix F- Bayesian Belief Networks. 

BBN's are considered to be powerful tools for representation and inference under conditions 
of uncertainty and have been applied to many areas of study including astronomy, medical 
science, environmental science, meteorology, artificial intelligence, expert systems, nuclear 
reactor diagnosis, pattern recognition, credit and risk assessment and computer network 
diagnosis [Cheng 2001, Heckerman 1996, Hosack 2006, Walton 2006]. 

Applications of Bayesian approaches have also been used in a wide variety of contexts 
ranging from nuclear science, biology, oceanography and meteorology to road traffic 
accidents, quality assessment, fault tree and software analysis and spam filters for email 
systems. Bayesian approaches to analysing data collected through group judgements are 
widely accepted as the most suitable method [Clemen 1989, Clemen 1997]. With the 
addition of cost, or some other factor such as time, Bayesian models can also recommend 
fault-finding and correction (troubleshooting) steps based on least-cost or least-time. 

It is clear from survey data collected in this study, that organisations will experience several 
cyber-incidents in any one year. Applying the model described in this chapter to survey data 
from Chapter 10, allows the incorporation of the probability of the type of attack and utilises 
available data and beliefs in order to examine cyber-risks. By application of the risk and 
threat model, controls can be selected to mitigate identified risks. This model can also 
support the analysis of the effectiveness of controls by establishing and then testing a 
hypothesis. In essence, this Bayesian Risk Model facilitates analysis for diagnosis, from 
effect to analysing the cause. 
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11.3. Characteristics of BBNs 

BBN' s are useful in several inferential tasks, including classification, prediction and 
diagnosis [Lauria 2004]. BBN's also have particular advantages including [Marcot 2005]: 

• BBNs can explicitly depict parameters of a decision process; 
• BBNs explicitly depict uncertainty as probabilities. This is a useful attribute for risk 

analysis and risk management frameworks; and 
• BBNs can help identify key or most influential factors which can help prioritise 

management, monitoring or research relating to those factors. 

Bayesian Belief Networks (BBN's) allow the combining of prior knowledge about 
dependencies and independencies among variables with observed data. This is a typical 
situation in organisational risk analysis where some "hard" data may be available from the 
organisation, industry association or generic surveys or organisational records. "Soft" data 
may be available through observation and the judgement and experience of the organisation's 
experts and management. An important use of BBN' s is testing of hypotheses by revising 
prior probabilities through observations of events, often described as evidence. 

A BBN uses graphical representations of probabilistic structures and relationships, describing 
the dependencies and influences of each variable. BBN's are probabilistic graphical models, 
in particular a type of directed acyclic graph (DAG), where the nodes represent variables and 
where the arcs represent the causal dependencies or conditional independencies between the 
variables and where their values are calculated using conditional probabilities. Each node is 
linked by a directional arc and nodes can represent any type of variable. Each arc implies a 
parent node has a direct influence on the child node, representing a causal relationship 
between the parent and child. These are sometimes described as temporal antecedents and 
temporal descendants. 

BBN's also allow class conditional interdependencies for subsets of variables and provide a 
graphical representation of causal relationships [Oatley 2005]. BBN's provide a natural 
structure that conforms with a general understanding of risk and threat. It allows the capture 
of qualitative relationships by determining nodes and quantifies those relationship by 
assigning a conditional probability to each node [Strasunkas 2004]. Put another way, a BBN 
graphically describes the probability distribution of a set of variables, specifying a set of 
conditional independence assumptions, causal relationships and probabilities. 

Values encoded into models are known as prior probabilities, having been assigned before 
any observations are· made or any evidence is attributed to a variable. After evidence and 
observations have been included in the model, the recalculated results are known as posterior 
probabilities, reflecting amended beliefs in light of the evidence entered. 

A BBN comprises three key elements, variables, a graphical structure depicting the variables 
and their connections and a set of conditional distributions [Microsoft 2001]. The visual 
representation is a convenient means of describing and representing knowledge on the subject 
of the study. The threat model described in Chapter 8 and the Data Schema described in 
Chapter 9, identify key elements and provide the basic structure for the BBN. Data collected 
in the <;ourse of this study provides the basis of the prior probabilities and is presented in 
Chapter 10. 
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11.4. Bayesian Analysis 

Naive Bayes classification ranks hypotheses based on Bayes' Theorem, which states "the 
evidence confirms the likelihood of a hypothesis only to the degree that the evidence would 
be more probable with the assumption than without it" [Isaac 2003]. The conventions of 
Bayesian analysis describe current data, expressed as a "prior distribution", new data which 
will modify current knowledge and the combination of current and new data to produce an 
updated probability distribution described as a "posterior distribution". These are 
represented symbolically in Table 58 below. 

This approach can be described as: 

• Identify variables of interest, E andy. 
• Define the prior probability p(E) 
• Collect/observe additional data y on the variables of interest. 
• Using prior knowledge, define a probability distribution p();IE) using variables of 

interest. 
• Recalculate the belief about p by calculating p();IE), the probability p having 

collected data on y. This is the conditional or posterior probability of y given E. 

Bayes' theorem can also be interpreted in terms of likelihood, rather than probability: 

Posterior Distribution = Likelihood x Prior Distribution 
Total Probability 

Table 58 - Bayesian Analysis 

Combined prior 
distribution and new 
data 

Posterior Distribution 

p(Eiy) 

(EI ) = p(yiE)p(E) 
p y p(y) 

Conditional probability of a 
hypothesis or event E given new 
datay. For example the probability 
that event E will occur given event 

has occurred. 
Calculation of the probability of the 
observed distribution multiplied by 
the prior distribution and 
normalised to obtain a unit 
probability over all possible values. 

acts as a normalis constant. 

Where there are multiple variables, the posterior distribution can result in complex and 
computationally challenging models. However, the use of samples is a valid and pragmatic 
method of improving the usability, scope and utility of such models. Prior probabilities are 
subjective, a characteristic that fits well with much of the available data on cybercrime 
incidents, organisational risk and related matters. Bayesian methods use general a~d prior 
knowledge to derive answers to specific issues. This is the basis of the model described in 
this chapter. 
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In order create a model with some appeal to practitioners and business managers, the 
graphical form of the Bayesian Belief Network (BBN) is used. It should be pointed out, 
however, that the use of this BBN in the risk framework described in this study, is not 
mandatory. Practitioners may choose to follow only the risk and threat model, arranging 
useable data with the Data Schema in order to arrive at an organisational risk assessment. 

11.5. BBN Software 

There are a variety of software packages available that can assist in the task of preparing 
BBN's and calculating the Conditional Probability Tables (CPT's). These include 
Microsoft's MSBNx, which is free for non-commercial use [Microsoft 2001], BNet Builder 
from Charles River Analytics [BNet 2004], Netica from Norsys Software Corp [Norsys 
2008], MIM [MIM 2008] and WinBUGS [Lunn 2000]. Murphy's 2005 study identified and 
listed the basic characteristics of fifty such packages [Murphy 2005]. 

While there is other software available at little or no cost, Microsoft's MSBNx software was 
selected for use in this study based on its simplicity and the ability of a wide range of 
organisations to use this software with little training.. This is a continuation of the 
philosophy underpinning the model and approach discussed in Chapter 8 - Risk Assessment 
and Threat Modelling. It is intended that users of the BBN model in this study will use some 
BBN software to perform the necessary calculations and to undertake the hypothesis testing, 
rather than attempt laborious manual calculations. 

11.6. Probability 

Probability is the likelihood of a specific event or outcome, sometimes measured by the ratio 
of specific events or outcomes to the total number of possible events or outcomes. 
Probability is mathematically expressed as a number between 0 and 1, with 0 indicating an 
impossible event or outcome and 1 indicating an event or outcome is certain [Roberts 2007]. 
In the context of this study, where attacks (A) are equally likely, the probability (P) of an 
event (E) can be determined as follows: 

Number of attacks 
P(E) = -----=--=-=---

Total_ number_ of_ possible_ attacks 

Where there are a number of events and they are mutually exclusive, total probability is 
calculated as the sum of the individual probabilities. Cyber-attacks, however, may not be 
mutually exclusive. In fact an organisation may suffer several types of attack simultaneously. 
To complicate matters, one type of attack will often lead to another. For example, a web site 
compromise may lead to a system penetration, theft of information and sabotage through data 
damage. 

The relationships of multiple incidents and cyber-attacks is generally not well understood and 
little "hard" data is available. Few organisations do more than merely record an incident and 
often have difficulty in properly and consistently categorising an incident. Analysis of 
complex incidents is usually sufficient only to remediate and attempt to prevent re
occurrence. Survey data presented in Chapter 10 reflects these limitations. 

Attack types are, therefore, treated as independent events as the occurrence of one attack 
does not preclude another attack type. In this case probabilities are calculated using the 
addition rule of probability where the probability of multiple attacks occurring is the sum of 
their separate probabilities: 
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Simplistically applying survey data, the number of attacks can be taken as the average 
number of incidents per organisation and the total number of possible attacks can be taken as 
the total recorded number of incidents (Tables 4 7 and 48 above). In probability theory, there 
is no a priori means of determining how variables influence other variables and in general, 
the complete probability distribution must be known. In real-world situations, this is rare. In 
addition, a large volume of data is likely to be required in order to fully examine a real-world 
situation. 

11.7. Conditional Probability 

A conditional probability is where, for example, the probability of one event depends on 
whether another event has occurred. Here we will always know that if we are dealing with 
the probability of the second event, the first event will have already occurred. For example, 
in the model discussed here, an incident will depend on an attack having occurred. 

In Bayesian Belief Networks (BBN's), conditional probability is a fundamental construct. 
Each node in a BBN is associated with a CPT, similar to a truth table. These CPT's record 
the states of each child and parent node and their associated likelihoods. However, careful 
design of the model is important as a large number of probability distributions may be 
required to populate a CPT in a Bayesian network. As a general rule the number of 
probability distributions grows exponentially with the number of parent-nodes associated 
with that table [Das 2008]. Mathematically this can be represented as: 

P(xipl,p2 ... ,pn) 

This is the probability of the variable X in the state x with parent P 1 in state pl, parent P2 in 
state p2 for all direct parents to parent Pn in state pn. Conditional probability tables for 
nodes with no parents consist only of the probabilities for each state of that node 
[Bnet 2004]. The conditional probability of nodes with no parents can be expressed as: 

Where 

n 

E(A,I,T) = TI P(eiiParents(eJ) 

Event=E; 
Attack=A; 
Incident = I; 
Technologies = T; and 

i=l 

IT is the symbol for the product of. .. ; and 

n =total number of parents. 

To illustrate this, consider the model's basic BBN structure in Figure 47 below. This reflects 
the Data Schema presented in Chapter 9 and illustrates the components of an event. The joint 
probability distribution of this BBN, derived from all conditional probabilities can be 
expressed as: 

P(A,I,T,E) = P(A,I,J1E)P(E) = P(AIE)P(IIE)P(T]E)P(E) 
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Figure 47- Structure of the BBN 

Incident 

As can be seen from this expression, the mathematical expression and calculation of joint 
probabilities can be computationally demanding, particularly as the number of elements 
increases. A more useful method is to calculate CPT's, which can be grouped and sub
divided following the BBN model, in order to simplify the calculation tasks. 

11.8. Conditional Probability Tables 

As discussed in Chapter 10 - Survey Analysis, the data does not support the determination of 
dependence between variables or the nature of interrelationships between variables. 
Therefore, and for the purposes of this study, this data has been treated as a series of 
independent variables in the calculation of the CPT's. 

Because large BBN's are computationally complex, one aid to understanding the probability 
components is to represent conditional distribution in a CPT. This gives the distribution of 
probabilities for each combination of parent values. 

The survey incident data reveals that organisations are dealing with the question of "how 
many" incidents, rather than "if' they will suffer an incident. While this data does not 
change the fundamental construct of the BBN model, it does change the mathematics, which 
now must find the answers to frequency of multiple incidents, rather than simple occurrence 
of incidents. 

11.9. Model Structure 

In designing a BBN, consideration should be given to the technique known as node 
divorcing. This is a means of reducing calculation complexity by separating discrete 
variables, illustrated in Figure 48 below. In this example, four variables each have four 
possible states for the three parent and single child nodes. This will require 44 or 256 values 
in a CPT. 

By divorcing one node (using an intermediate variable), this allows the CPT to be separated 
into two tables, each requiring 43 values, i.e. 43 + 43 = 128 values. This technique has been 
used in the design of the model discussed in this study. 
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In this example, it will be clear that the number of states of each node is an important factor 
in model complexity. It follows, therefore that a simplification is to contain the number of 
states of each node. In the model presented in this study, and wherever possible, the number 
of states has been contained to a binary format, for example yes/no. 

Figure 48 - Divorced Variables 

11.1 0. The Bayesian Risk Model 

Applying a Bayesian approach to the threat model and the simplified risk approach described 
in Chapter 8 requires the following steps: 

1. Selection of the model elements specific to the organisation (see also Chapter 8 - Risk 
Assessment and Threat Modelling and Chapter 9 - Data Schema); 

2. Compile the prior distribution, capturing beliefs before applying any observed data; 
3. Apply the probabilities from data captured in the surveys (Chapter 10 - Survey 

Analysis); 
4. Compile the conditional probability tables; 
5. Apply any observations and evidence; 
6. Apply Bayes' Rule to obtain a posterior distribution; 
7. If required, use the posterior distribution to calculate predictive distributions; 
8. Test any future observations against the predictions and adjust the model as necessary; 
9. Apply any new observations and evidence; 
10. Recalculate to obtain a new posterior distribution; and 
11. If new elements are identified, repeat from step 1. 

With a three dimensional data schema, the BBN will very quickly become complex and 
"cluttered". It has, therefore, been divided into a number of sub-sections or levels, 
corresponding to the three dimensions of the Data Schema and using node-divorcing 
techniques discussed previously. This also has the advantage that, should new data on one 
dimension become available, there is no requirement to recalculate all components of the 
BBN. 

The basic structure of the BBN is depicted in Figure 47 above. This can be described as a 
converging BBN with one child-node influenced by three parent-nodes. Each parent is then 
treated as a subset and expanded using the Data Schema and threat model, as illustrated in 
Figures 49 to 51 below. 
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The most complex of these sub-models is Figure 51 - Attack Elements. This sub model has 
two-layers with the threat attributes (described in Table 37 above) representing a component 
of each attack type and can be described as a full-mesh relationship. Figure 52 - Hacking 
Incident Type, illustrates the third level of the BBN where the incident types and technology 
groups (dimensions) of the Data Schema provide further detail. Figure 53 - Economic 
Espionage illustrates a smaller, simpler group. Again each component and sub-model can be 
analysed separately and results later consolidated. 

The BBN is entirely consistent with the risk and threat model described in Chapter 8 and is 
designed to allow more detailed analysis of threat profiles and attack vectors as well as 
assisting in control and countermeasure selection. The complete model is presented in 
Figure 54 on page 211 below. 

Figure 49 -Technology Elements 
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Figure 50 - Incident Elements 

Figure 51 -Attack Elements 
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Figure 52 - Hacking Incident Type 

Figure 53 - Economic Espionage 
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11.11. Applying the Model to the Survey Data 

Conditional probability tables are discussed only for the model sub-sets shown in Figures 52 
and 53. This is considered sufficient to illustrate the methodology and the discussion of all 
elements is unlikely to have additional benefit. 

Using the example of Figure 53 above (Economic Espionage), probabilities derived from 
survey data (presented in Table 53 on page 192 above) are applied to the model and the CPT 
derived as shown in Table 59 below. This table records both the states of the nodes (whether 
an incident occurred- yes/no) as well as the probabilities derived from survey data. 

Table 59- Economic Espionage Conditional Probability Table 

This table shows that if both theft of information and corporate espionage have occurred, 
economic espionage is certain. If neither incident occurs the probability of an economic 
espionage incident is 0. If either parent node occurs, the probability of theft of information 
incident is 0.00178 and the probability of a corporate espionage incident is 0.00021, these 
values are derived from survey data. 

It is important to remember that Economic Espionage is only one model element and that if 
other model elements are selected for analysis, the probability of all incident types will sum 
to 1. Where there is evidence or observation, this can be entered into this table, modifying 
the probabilities and allowing a "reverse analysis" to determine which parent node (or 
possibly both) were the probable root cause of the evidence of observation. This is a key 
strength ofBBN's. 

A more complex example is the Hacking group (Figure 52 above), comprising virus, system 
penetration, denial of service and web site defacement incidents. As this has four parent 
nodes, there are sixteen combinations to be populated as shown in Table 60 below. 

Because virus incidents are frequent and dominate the probability calculation, users may 
consider treating virus incidents as a separate group in order to reduce this dominance in 
probability calculations, thus assuming a number of virus incidents will occur and focus their 
attention on the likelihood of occurrence of other forms of attack. This premise is supported 
by survey data, revealing organisations are likely to experience multiple virus attacks in any 
one year. As such controls should be selected to manage multiple incidents. 

The two worked examples (provided in Tables 59 and 60) demonstrate how survey data is 
applied to each of the incident elements in the BBN. 
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Table 60- Hacking Conditional Probability Table 

Yes 
No 

Yes 
Yes 

No 
No 

Yes 
Yes 

No 
No 

Yes 
No 

No 

Attack and technology elements will be organisation specific. While no survey data is 
available to further analyse attacks, the data does provide a useful view of technologies in 
use. This will assist organisations in identifying vulnerable technologies. With both attack 
and technology elements, the model relies on belief and evidence from the organisation. The 
technology group Infrastructure is used to illustrate how this may be applied in Table 61 
below. Again there are four parent nodes so there are sixteen combinations to be populated. 
The other category may be re-labelled by the organisation to accommodate a specific aspect 
of infrastructure or to something more meaningful to that organisation. In this case the 
default probability of 0.5 is used until evidence or observation is applied. 

Such tables should now be completed for each element of the model and a posterior 
distribution calculated. While it is possible, in this model, to manually calculate these, it is 
strongly recommended that some BBN software is employed to facilitate any computations 
and to allow scenario testing. 

Having applied survey data to the model, organisations can now apply any evidence and 
observations to the tables. This accommodates any unique characteristics of the organisation. 
Risk and probability determinations are then applied to the risk and threat model discussed in 
Chapter 8. In this iteration of the BBN, the selection and effect of controls is factored into 
any calculations through belief and evidence. 
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Table 61 -Technology- Infrastructure Conditional Probability Table 

Yes 
Yes 

No 
Yes 

Yes 
No 

No 

Yes 
Yes 

No 
No 

Yes 
No 

No 

11.12. Using the Model 

Having completed input of survey data for Incidents and having assigned values for each 
Attack and Technology element, the model is ready to accept any evidence and observation. 
This data will modify values of the respective elements, refine the quality of data in the 
model and improve its accuracy. 

The model is now ready for hypothesis testing, for example, how the application of a control 
may modify some evidence and can be traced from high level elements, through the model 
structure, to the low level elements. That is from Event, through Attack, Technology and 
Incident to their respective components. This assists in determining the effectiveness of a 
control and overall risk to an organisation. 

11.13. Summary 

This chapter has described the development and use of a Bayesian Belief Network to 
determine the probabilities related to cyber-incidents an organisation may face. This is an 
extension to the risk and threat model discussed earlier and allows organisations to adopt a 
more refined approach to risk and probability estimation. 

This Bayesian model allows a broad view of cyber risks and recognition of knowledge and 
experience. Much of this knowledge and experience will be consistent with earlier 
discussion in establishing the context of cybercrime, its organisation through the Data 
Schema and the examination of data collected in surveys. 

However, organisations may choose to use only the risk and threat model described in 
Chapter 8, until they gain sufficient experience and collect adequate and relevant data to 
allow them to take full advantage of this Bayesian model in their management of cyber risk. 
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Figure 54 - Complete Bayesian Belief Network 
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Chapter 12 - Conclusions and 
Future Research 

12.1. The Cyber-Environment 

The Internet, in a relatively short time, has become a fundamental part of the global economy. 
It has grown from an experimental and research network in the late 1960's to the foundation 
of a wide range of economic, infrastructure support, communication and information sharing 
activities. If global Internet supply chains are damaged, impaired or broken, significant 
economic, political, privacy and social impacts are very likely. 

The Internet also provides an important channel for the delivery of commercial and 
government services. While this does not completely replace existing and traditional 
delivery channels, it has become a critical component of any "information economy". This 
importance is reflected in the concept of Critical Information Infrastmcture (CII) and its 
protection (CliP). 

Organised cybercrime and state-sponsored malicious cyber activity are predicted to become 
the dominant cyber threats over the next five to ten years as malware becomes increasingly 
sophisticated. There is already substantial evidence of malicious activity in each of these 
areas. A complicating factor is that many of the techniques and methods of attack are equally 
useful to each threat source. Malicious techniques, methods, code, vulnerability lists and 
lists of vulnerable targets are widely available, in some cases at no cost, through organised 
crime and hacker fomms. 

Corporate governance is playing an increasingly important role in protecting organisations 
and ensuring compliance with the growing body of legislation and regulation, some of which 
has global reach. There continues to be a divergence in awareness, understanding, strategy 
and application between organisational objectives, risk management and good security 
practices. New technologies and the ways in which technologies are used are changing at an 
increasing rate. Volatility in data on attacks and methods and continual change in business 
processes, policy, technology implementation and use pose significant risk management 
challenges. Failure to properly manage cyber-risk and architect security in the early stages of 
implementation will cost organisations dearly in the future. 

Irrespective of the precautions taken, incidents will occur, survey data demonstrating 
organisations are likely to face multiple incidents in any one year. However the ability to 
plan, anticipate, control, manage and mitigate these events differs significantly between 
organisations. Survey data also reveals there is no discernible difference in risk related to 
geographic areas of operation, supporting the view that cybercrime is universal. 
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12.2. Risks 

The cyber-risk environment has become more complex, active and with greater 
consequences. In addition to the growth in mal ware and cyber-attacks, a number of key risks 
have been identified: 

• Key elements of the global supply-chain management are now Internet-based and 
dependent on the connectivity it provides. A service interruption or security event could 
have major economic implications. 

• "The Internet is widely viewed as both a critical infrastructure in itself an a key enabler of 
other critical infrastructures" [OECD 2008] 

• Data breaches may impact personal privacy having life-long effects on the victims. 
[OECD 2008]. 

• E-Government has become an important tool for citizen and business (domestic and 
foreign) interaction and engagement. 

• The Internet is changing the organisation of science, research and innovation by fostering 
collaboration across the globe. Distributed research, grid and cloud computing, 
simulation and virtual worlds have improved design and testing capabilities beyond 
recognition. This is consolidating and concentrating information which is, therefore, an 
attractive target for intellectual property theft, economic espionage and other cyber
attacks. 

• Emerging technologies, particularly VoiP, biometrics, RFID and Virtualisation will 
present significant challenges. 

12.3. Threat and Risk Modelling 

As well as being a fundamental component of good corporate governance practices, threat 
and risk modelling must adapt to allow more widespread use. Many existing models and 
traditional approaches require significant investment in training, time, capability and other 
resources, thus constraining adoption. 

Several models have been developed and presented in this study, together with survey data 
and a Data Schema, providing a pragmatic, readily understandable and useable means of 
assisting organisations manage risk. This framework, based on a proven risk assessment 
approach, allows a rational and practical evaluation of organisational risk. While in this 
study the analysis has been confined to the cyber-world, this risk assessment framework has 
proven sufficiently adaptable to be validly applied to strategic, operational and other aspects 
of organisational risk. For organisations facing resource and skills constraints, this may be 
sufficient. At the very least it provides a pragmatic, rational and workable solution to the 
difficulties of undertaking risk assessments. 

Of use to these organisations are the survey data to help assess baseline risks and the Data 
Schema to assist in organising any new data to allow comparability. The Data Schema is 
sufficiently flexible to accommodate new technologies and attack types and well as allowing 
for the decommissioning of elements. 

The occurrence of incidents in organisations can be considered to be inversely related to the 
quality and implementation of the design, management and control measures in place. 
Organisations wishing to refine their approach can use the Bayesian model developed in this 
study to undertake further analysis, using the survey and other data and testing the results to 
assist in designing and selecting controls for greatest effectiveness. 

The wide availability of Bayesian software will assist with mathematical complexity, 
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allowing the organisations to focus on risk assessment and management. 

Several aspects have been covered in this study, including New Zealand specific and other 
survey data, a Data Schema to organise this data, a threat assessment model incorporated into 
a risk assessment framework and a Bayesian Belief Network, modelling the key elements of 
attack, incident and technology. The relationships of the components of this study are 
illustrated in Figure 55 below. 

These aspects, taken together, provide a practical, adaptable and clear approach to the 
determination and understanding of cyber-risk. The models allow organisations to select a 
level of involvement and complexity of risk assessment, best suited to their individual 
circumstances. 

Figure 55 - Model Relationships 

! Bayesian Model 

Evidence and 
Observation 
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12.4. Future Research 

This study has revealed a number of areas that will benefit from further research and study. 
These are: 

11 Continuing surveys and trend analysis on the New Zealand data. This is considered to 
have significant value to many New Zealand organisations, managers, planners and 
designers, as a planning tool and to assist with risk assessments. The survey questionnaire 
can be refined to reduce the number of questions, shorten completion time and provide 
additional focus. 

11 Development of a web tool to assist in risk prediction, using the framework and models 
described in this study. Some preliminary work has been undertaken and a browser-based 
prototype shows considerable promise. This includes identification of some 100 risks and 
some 120 controls and countermeasures. The prototype also produces a report from data 
provided by users, considerably aiding the risk assessment process. 

11 It may be possible to generalise results beyond New Zealand by incorporation of data 
from, for example, the CSIIFBI surveys. This aspect of research may also validate the 
wide applicability of models discussed in this thesis, to countries other than New Zealand. 
This is likely to incorporate aspects of sociological research discussed below. 

11 Sociological research into the practical risk approach presented in this study and why 
people find this approach useful. Comparisons with "traditional" risk methodologies data 
on adoption rates may prove enlightening and allow for further enhancement of the risk 
and threat models. To this end some preliminary discussions have been held with 
interested parties. 

11 The effect of management and governance practices on security. The survey clearly 
showed some deficiencies in this area. A greater "uptake" of risk assessment 
methodologies may assist organisations better manage the increasing cyber-threat. 

11 A more detailed examination of each risk area to identify specific threats and 
vulnerabilities, taking advantage of existing databases (e.g. CERT/CC) and developing the 
Data Schema and Bayesian Risk Model to accommodate this. 

11 Extend the Bayesian model to explicitly include controls and countermeasures. This will 
allow more a considered diagnosis, troubleshooting and evaluation of the effectiveness of 
controls. 

11 It was noted in Chapter 11 that the relationships of multiple incidents and cyber-attacks is 
generally not well understood and little "hard" data is available. Examination of these 
complex relationships is potentially a substantial research project in its own right. 

Clearly there are a number of aspects worthy of further investigation and study, all of which 
will assist organisations better manage cyber-risk. 

Indeed, history is nothing more than a tableau of crimes and misfortunes. 

Voltaire (1694- 1778) 
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